NI :E ; dNINVMUANIEASSUAISNNSSNYINDULUNY
Jaonaglutuasurivnni

anuy

WEBSITE
SECURITY




SECURITY

DulsrgnldiunSaviiafidiAnesmiosnuein alumsdads Usandumius
nsalusmsaaulaninig g AufldnuininseingaumasIing1s1sn:
moganyruztaousmsUlrnU Al ldnuansauivliag nasnioan

x
X

mirusmsulianiimssnnanuuunsasnAsnabnuidesnn
msgnluannghius:=aniliognaonuaniuiu

InsfsanmuiinaaatuiuusmsdullE Jeotl

. msiouﬁlﬁu”mmﬁamﬁsum]aaﬁagamauws’nml‘ﬁu (Website Defacement)
* mslhuanuulasmsiiusms (DoS)

* msunivioyadouynnatodtilionu nsSeaunns

* JloudnouaSulsdilasunans:nu

* mstiiulartumslovitesingdu «

Avanmumartidinans:nuienoulasansuasioyalunnmu wu AU ANUEYSal ta=nNuNSauldinu ua:
anvasnWIdgmeagusigusiatoldaauandulinua:inueadulis medwuiu ulirnvasesnnsuazdouynnannniiumde
yaumsmividelay, DoS, nSamsaziiniayasvUszauiunnudaidsnamsiuitissnnnoulinibvnanamsaiiuuiduliianas




WEBSITE
SECURITY

guideline

WdoidmiiulasUs:andlindnmssnynouiuniasnsis
Tarwasulinmy Website Security [MY Cybersecurity &
Infrastructure  Security Agency Ud:z Web Security
911 mozilla Lﬁalﬁnﬁaamuuaas“guazmiaaa'luwﬂnummsn
JuuonlunsenszaumssnnanuiunIlasndsloues
tnudulonlaegnbus=ansnn

ips/ST18-006

L 00



nuonwununlunissny

anuunalasnnglaesulas

1 mins=vuunAvalatuinMJasnny

(Secure domain ecosystems)

*  ASIVAOULSUIAN=LTHU (Registrar) nassAggusuUialawu (DNS records) dmsulawunnun

* WasusHausyRUnIMUARESUMALESUIAN:TUTAWULA: DNS yoAw
ii:ag_i’[tma:sn“avhméuﬁu"hiﬂaamn‘a - TngunAudv=arsasumlauudumasiiin mswasudorltua:-siaiuisyiu
p-TouriumslhuAilisTeminndoyasinain

* wAvldmsigoinazgugundnunalgJnig (Multi-factor authentication : MFA)

* AnmunsovdautuiinaNuTUSIlanaslusused (certificate transparency logs) liionsovdautiulurasuionnldiolnunderiu
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dnuy
nuonwununlunissny

anuunalasnnglaesulas

2 minuitldnaomlasnig
(Secure user accounts)

* Judulimsigaina-guguionunansodeivuniilinmuaniuidldnnaumestiin
* Sinansueuldirinfoniiu Principle of least privilege) SOUNIUAlTNUURTIAANG N iU
* wWagudorlgua-siainisuiunmn




NCS

dnuy
nuonwununlunissny

anuunalasnnglaesulas

3 Aumua:udiludeslndiegnosiatiio
(Continuously scan for — and remediate - critical and high vulnerabilities)

* uiludeulnds-AuINGN (critical) UASAUE (high) IR Melu 15 wa: 30 5u MudAy usuunamnsoniala
mMedumastin Tngaunumianndmnnmsead (Configuration vulnerabilities) ua=tioolngvogoniuos
soufoialinumssUinaenuANNASY

* wagusuulpunms wounamiuna=ssaS HnASB=NMSaUUaUUINgLNAR

e/ /7//
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nwudnwununlunissam

anuyuntlasnnglsuasiulis

mindoyas=ninumsyudiiindnnasnng
(Secure data in transit)

* Unmsliou Hypertext Transfer Protocol (HTTP); UIAUIY Hypertext Transfer
Protocol Secure (HTTPS) Uaz HTTP Strict Transport Security (HSTS)
B UlsEmansaawiiudouidamonmnelasumsunilo saduriiolt
mitohmsdoenss:nsniBulsiuaiislasumsiisia Soroniaduld HTTPS 1duo
Ua=AOSUIAUTE HSTS mAulUla

¢ UamslinudanaSnunhiinnuyunmasnng wu SSLv2, SSiv3, 3DES, RC4

a8/ 7/ /7



nuonwununlunissny

anuunalasnnglaesulas

5 d1sautaya * miudisaotioyaodnainaue Ingimn:ioyaua-suuiidiaBulos
(Backup data)

* 1iudayadisanliuivasnAsua-usNMIMEeNWeandNSUY

(Physically remote environment)

* npdoumsfiinutaya




nwudnwununlunissam

anuyuntlasnnglsuasiulis

miAduuaUwataduiinoaonn
(Secure web applications)

* sayuazanANVIdswaImsanhuivudUIsUNaInTUnd ity 10 SURULSA (OWASP) mnﬁuﬁaﬁmsms:qua:amﬂ:nmﬁaaéu q

x x
= 3 3

Wudwivanll enn msuguananaatumssmnnulasniguaisuunadnseisnimsidnumalulagaumasiiin
911 Center for Internet Security (CISX) [UAMSUUANMSIHIU (Logging) uaznsovdeuvuinmsiiaunonssuuudulsi
oA N0 iansaomnvnssuniauna notl aosdeufinmslinumnaniUgudsinesdounan (Centralized log server)

* Timsigniuaguguionmagtodsdmsuildou fdenauringiuteunamdu soudamslinulassaswnuguendulsisios

https://owasp.org/www-project-top-ten/)
" ' I ; / ; https://www.cisecurity.org/controls
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7 midduidsesiinonmasniy
(Secure web servers)

ASHAOUANIUADAABIAGINDIMY security checklist UVUOUNALATUTY 1 WU Apache, MySQL UL
ANTuUMSAIATAL AW UARIAOAAY (harden configurations)

Tdueunanduntiedaliuainnuiniudenndssunnuiasmsiaiains sounsuamsiinuilwesilisnitu

[imsuwivdouna-ugninSenny (network segmentation and segregation)
- MSWAdIULAUENIAS athso:ri"{[ﬁpjbuﬁméiau"[m (move laterally) TuiaSanglagnniu fogwu
MSoBUESHESTIUUASOT BV demilitarized zone (DMZ) g NATMUAROENIMN=A511R
mssudadayailisusunnasninsuumelundatiieiuu DMZ ua:sauutundetiemeluvaienrins

mtaliaueomswgauagtilnu
- Is1S3 ey adAaNSIagNSIlU IMNYeNSAUSMsINMSIAIRMSINAlAag WY




nwudnwununlunissam

anuyuntlasnnglsuasiulis

8 snandunowdaningld Web Security Cheat Sheet

asattunstia v lanind1uyunilas nAguud1u1SafAtiunis

ecure protocols) for all

communications

lanangus=ms modl  mosmvsaunmnUs:lggunio:lasunaznoueniig rante Koy pive | D | I | - | Mooy or | o recommended or s

lun1sA1ttun1s duo=n1lroeusAnsdi1u1sSaIMaIAUAINUANALY

Y = o oints shou
Tumsanuumsla TP ey
Resource Loading m Low 2 Mandatory for all Both passive an d active

websites | resources shou Id be loaded

through protocols using TLS,
ssssss HTTPS

Strict Transport HIGH Low 4 Mandatory for all Minimum allowed time period of

Securi ty websites | sixmonths

TLS Configuration m m 1 Mandatory Use the most secure Mozilla TLS
configuration for your user base,
typically Intermed

Content Securi ty HIGH HIGH 10 Mandatory for new Disabling inline scriptis the

Policy websites greatest concern for CSP

Recommen: ded for implementation

existing websites



Guideline

Security

Benefit

Implementation
Difficulty

Ordert

Requirements

NCS

HTTPS m m Mandatory Sites should use HTTPS (or other
secure protocols) for all
communications

Public Key Pinning Low m - Mandatory for Not recommended for most sites

maximum risk sites

only
Redirections from m Low 3 Mandatory Websites must redirect to HTTPS,
HTTP APl endpoints should disable
HTTP entirely
Resource Loading m Low 2 Mandatory for all Both passive and active
websites resources should be loaded
through protocols using TLS,
such as HTTPS
Strict Transport HIGH Low 4 Mandatory for all Minimum allowed time period of
Security websites six months
TLS Configuration [ meoium M meoium N Mandatory Use the most secure Mozilla TLS
configuration for your user base,
typically Intermediate
Content Security HIGH HIGH 10 Mandatory for new Disabling inline scriptis the

Policy

websites
Recommended for
existing websites

greatest concern for CSP
implementation

Cookies HIGH m 7 Mandatory for all All cookies must be set with the
new websites Secure flag, and set as
Recommended for restrictively as possible
existing websites
contribute.json Low Low 9 Mandatory for all Mozilla sites should serve
new Mozilla websites | contribute.json and keep contact
Recommended for information up-to-date
existing Mozilla sites
Cross-origin HIGH Low 1 Mandatory Origin sharing headers and files
Resource Sharing should not be present, except for
specific use cases
Cross-site Request HIGH UNKNOWN 6 Varies Mandatory for websites that
Forgery allow destructive changes
Tokenization Unnecessary for all other
websites
Most application frameworks
have built-in CSRF tokenization
to ease implementation
Referrer Policy Low Low 12 Recommended for Improves privacy for users,
all websites prevents the leaking of internal
URLs via Referer header
robots. txt LOwW LOwW 14 Optional Websites that implement
robots. o must use it only for
noted purposes
Subresource m m 15 Recommended$ 1 Only for websites that load
Integrity JavaScript or stylesheets from

foreign origins

nUEING © ARUYNINISBIMUKANSNUNIAATULAzAWIETUMSINMS

dnuy
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# 1 - Transport Layer Security (TLS/SSL)

Guideline Implementation Orderf Requirements

Use the most secure Mozilla TLS
configuration for your user base,
typically Intermediate

TLS Configuration Mandatory

Transport Layer Security (TLS) [ulUsinneanouasndsniunsiaswariiennuiudoud Tnslesiumsiiivaiuasesnulnglilasuauniniiods
swarihumsiiousiedunasiin dosmilvilduulolisiaunliouloues Server NS0 Website [WuAu4 TSy 9 na=figadosilesiumsiasuulalioya

Compatibility
Modern Firefox 63, Android 10.0, Chrome 70, Edge 75, Java 11, OpenSSL 1.1.1, Opera 57, and Safari 12.1
Intermediate Firefox 27, Android 4.4.2, Chrome 31, Edge, IE 11 on Windows 7, Java 8u31, OpenSSL 1.0.1, Opera
20, Safari 9
Backwards Compatible Firefox 1, Android 2.3, Chrome 1, Edge 12, IE8 on Windows XP, Java 6, OpenSSL 0.9.8, Opera 5, and
(Old) Safari 1
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Know what

you load,
know when
you load

Difficulty

# 2 - Resource Loading

Resource Loading

Low 2 Mandatory for all Both passive and active resources
websites should be loaded through -
protocols using TLS, such as HTTPS '




# 3 - Content Security Policy

Wudoufidoslimsimuniunaaiomaeunnndmsuiulin Insmshrintiomaisisosainnsn
Inanla laud js wa: css.dv=doglumsannduidgansanlouiindgtodlninud Client Side 9819 XSS

o Directive FUuyuzssdungoys  AN12099DYA
(A28819) (A20£1) (A28£14) .
e script-src e none ulsune CSP fiuanin
e style-src o self JavaScript :w"‘m‘ﬂﬁ'lﬁ'mmz
e default-src e URL self (TUAIDI) uax
e Nonce https://lwww.example.com
» Digest

A2081

- . . -
#io Directive AudaB13uIssA

Gusid allng Sacusrity

Bemnalfit

Content HIGH
Security Policy

Content-Security-Policy: script-src 'self' https://www.example.com

sUuyyreIAUN oY

Implamentation
Diffculty

HIGH

Jlgmiu

e i

10

o > HTTP Request: >
https://fexample.com/index.html
Q HTTP Response:
— Content-Security-Policy: default-src —
https://example.com
o HTTP Request:
=~ | https://example.com/assets/css/file.css | =
https://example.com/assets/js/file.js
o > HTTP Request: @ >
https://hacker.sth.sh/assets/js/xss.js

Hoguirements

Mandatory for Disabling inline
new websites script is the
Recommended | greatest

for existing concern for CSP
websites implementation

=3 4
Vule
https://lexample.com

CSP gnasivday
uaziaAy laau

@ chrome

https://www.cyfence.com/article/how-to-set-up-a-content-security-policy-for-website/



M79819M1SMIAT CSP 10y

https://www.twitter.com

Evaluated CSP as seen by a browser supporting CSP Version 3

+ connect-src .

v default-src -

- form-action -
+  'self

+  hitps:ftwitter.com
+  hitpsy/* twitter.com

v font-src v
+ frame-src -
~ Img-src hd
+  manifest-src -
+ media-sre -
+ object-src i
© scriptsrc Host whitelists can frequently be bypassed. Consider using ‘strict-dynamic' in combination with CSP “
nonces or hashes.
v style-sre v
+  worker-src o
© base-uri [missing] Missing base-uri allows the injection of base tags. They can be used to set the base URL for all ~
relative (script) URLs to an attacker controlled domain. Can you set it to ‘none’ or 'self'?
@ require-trusted-types-for [missing] Consider requiring Trusted Types for scripts to lock down DOM XSS injection sinks. You can do this by o

adding “require-trusted-types-for 'script™ to your policy.

expand/collapse all

Directive

default-
src

Src

form-

action

frame-

img-src

script-
src

Value

self

s

self’
‘unsafe-
inline’

Source

https://api.twitter.com
(-]

https://twitter.com
https://* twitter.com;

hittps://twitter.com
https://mobile.twitter.com
(-]

https://voww.gstatic.com/recaptcha/;

https://*.cdn.twitter.com
(-]
https://imgix.revue.co;

https://*.twimg.com
[..]

‘nonce-MmI4YzMzNmYtM2Y2YSOON;
M3LTgSNGYENGISNWQwMTcwNDeow';

NCS

Ny

Aadune

ulouowas CSP axdiuvnsaowanu Directive dywn
auwlmuLilagnamuald asandwdsnnuiouosas
default-src dua@udu (drgadmualifazldeas

~ &
uaasduuu q Wunu)

- .. -~ -
TauanSuduzanionoludavokda self wlan

.. - - - -~ - -
gauihndiamamsrnadudsrdusenldnwla

e ianansounldom AP aaouanldiamsan
URL grlwxandammuaminiu wiu
https://api.twitter.com uas lﬂaumai‘uiﬂuun Blob

annsald HTML tag 2o <form> Tunisaotaya

- - -~ - . &
Whiduidcdunasiuidu Subdomain timiue s
suuuy *.twitter.com

aunsmihdudwnuassasriu HTML tag
<iframe> 30 Domain ViAmueviniu 1gu

t bile.t y damndulddwoomaas
N uduuaAM iR A ATMRAINUARIHAKTY
<iframe> arliaunsovinla

aunsoin URL wao5u3a1n Domain vidwualiin
uaao latudu lydviniu wu

PO ATAWSH
nuaaslaua

arLirunsoiunuaaouuiula

Amualiulydannsofudds JavaScript Tug
b uarni lndleiie ndradeas
Twitter.com Aa

vaulvisu JavaScript uuy Inline (agluanans
HTML) &

usdasfinisauai (Nonce) uuuldafoden 1l
uaiay HTTP Request Aulu <script> 18u <script
nonce="${RANDOM}">[...]</script> uazes1aaau
Mmiusndmduaua

annsodu JavaScript ;ndvnniuuaniduadasin
370 URL #Amuavimingu
https://cdn.twimg.com/file.js



# 4 - contribute.json

@_i Guideline Security
- site.com 3,,:',:.‘1:;“, & advertiser.com Benefit
2. clicks ¥z
————— Ad 2:; platform 2
' Ad Y----- scom _L-~ )
Ve ‘ — contribute.json Low
o ..........
1 0 v L1
Site.com v
drops cookie ’
First party cookie
site.com
/—g :
0\p < e N
Qf/ Ad platform
drops cookie
First party cookie
Ads.com

“first-party bounce trackers”

111J3192U@0N third-party cookie 91 WSS uANUNaNTILoATU Domain
NAAIAATHIU third-party web 9:dS10 first-party cookie iAUldlunaumonas
UBIANIINU third-party web N9:60d1U1SAAAMUANIINASIUU

Implementation
Difficulty

Low

Ordert Requirements

Mandatory for
all new Mozilla
websites
Recommended
for existing
Mozilla sites

Mozilla sites
should serve
contribute.json
and keep
contact

information up-

to-date

NCS

anuy




Web Security Cheat Sheet

# 5 - Cookies « -

Cookie 1UulWdiony (Text File) ummaﬂnﬂﬂmuuunmaﬂa
TunoumoLMOSTaVLST TWd Cookie 9= ﬂﬂaswuu‘[msam“[uum Wiy
wswoswudulanng 9

178y Cookie 9=008[HUs: aumstu'[umslnaumasmmuaaN"[U“lmsu

A E=AINAUEUINGITU TmsmnmmmmuauamUuUsﬂanumamamu”[nm
megdu mnsindumMeaumeaulau ndisriaumidionlslunzns
mnlud Cookie Wars1aminduly aumiunznsniv=mellnog

Implementation Ordert

Difficulty
MEDIUM

Requirements

Mandatory for
all new
websites
Recommended
for existing
websites

All cookies must
be set with the
Secure flag, and
set as
restrictively as
possible




# 6 Cross-origin Resource Sharing

fio 1Wunalnfild HTTP headers uLfintiiaiiusoweslasuanslumsuinionsignnsiitdononntgsninoes
vulawuduuIdAIUUMINIIUUS1D180S I

(")UllilaSlUﬁllUUﬂ']Sﬂ(")ﬂ'lSS”]"[C)']\]I/]E)UWC)W]E)S ﬂ\]UUﬂE)UWDlIil(")SlWlEI lﬂSE)\]
Movi Protocol TImUE)UﬂU {199z HE)H"ISHUSlSE)\] DUUSLE9SV=ds HTTP request

lUE)ﬁlE)\]ﬂ'lSUE)UE)UaU'lUIﬁllUUYISE) port nm\mu nazrddnnulionnatn1sdodis(Protocol)

Guideline

Cross-origin
Resource
Sharing

HIGH

Implementation
Difficulty

LOow

Orderf Requirements

11 Mandatory

Origin sharing
headers and
files should not
be present,
except for
specific use
cases

Main request: defines origin.

GET / (main page)

I\

® o

GET layout.css

JHHHIE

Same-origin reqﬁests
(always allowed)

GET image.png

{

GET webfont.eot

Web document
domain-a.com

Cross-origin requests
(controlled by CORS)

Web server
domain-a.com

Web server
domain-b.com



# 7 - CSRF Prevention

CSRF (Uudoulnon Attakcer &9 HTML 1150 JavaScript 1H
Web browser 18dIM&ady HTTP request lfiolunsz1n1sunai
fidudunsrgiariliou

/)

9 Website visitor o

\)

A

]
o =
@ | —

-
o Attacker Website

Guideline

Cross-site Request
Forgery Tokenization

HIGH

Implementation

Difficulty

UNKNOWN

Ordert Requirements

6 Varies

NCS

anuy

Mandatory for websites that allow
destructive changes

Unnecessary for all other websites
Most application frameworks have
built-in CSRF tokenization to ease
implementation

éatinolzu Request GET dmdunisTaudusitusuians $100 anafidnmaizdof:

GET http://netbank.com/transfer.do?acct=PersonB&amount=5100 HTTP/1.1

Attacker ansaun’ly script # azvinlvifinnsTaudu $100 ldodeuiiuasauias

aauil request Ailluduasuarafidnuaizdoi:

GET http://netbank.com/transfer.do?acct=AttackerA&amount=5$100

HTTP/1.1

Attacker 815089 request 89lu hyperlink igundafauyuil:

<a href="http://netbank.com/transfer.do?
acct=AttackerA&amount=5$100">Read more!</a>




Web Security Cheat Sheet

# 8 - Referrer Policy

NCS

dnuy

Directives

no-referrer : never send the

e same-origin :send ref
) : ) 5 e strict-origin :send referrer to all origins, but only the URL without the path (e.g.
Guideline Security Implementation Ordert Requirements Notes § = =
Benefit Difficulty " ryr — s - \
® strict-origin-when-cross-origin :send full referrer on same origin, URL without the path
on foreign origin
Referrer F v LOwW LOW 12 Recommended ‘
for all websites
Referrer-Policy Feature e 3 dow:
«lumeta tag:
«JuHTTP header:
- Y = . . Y . i lua tag:
[Wols1MINISUU Traffic 90NN Website 1091517108 Links =
() Protocol D=IUALNGTDYAUNEIUIN Referring Site . o e
U 151d1U1S01 Config. MUY Information 1Ao819a:1889MAY no-referrer,
178 Referrer-Policy Feature 9=008(11$19MN15)1 1511059:50U101 Information OQTU no-referrer-when-downgrade, origin, origin-when-cross-origin, same-origin,

Outbound Requests mauIniasualnu

strict-origin, strict-origin-when-cross-origin Uld= unsafe-url
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# 9 - robots.txt

Guideline i Implementation Ordert Requirements

Difficulty

foagMSsdsinag robots.txt

robots.txt LOW LOW 14 Optional Websites that
implement
robots.txt must
use it only for
noted purposes

TWa Robots.txt omnumaummua gnwunistinivinduazlvatfoani nasuu web server [WNU web robots Uauluhlsunsusausauuauamu”[nm
(Crawlers 1S9 Spider) tmﬂﬂsuuuuam“[uummnamnmslmaamn na: LwammuJuaaumauaouauauu‘[anaumasmm 09199z UuauaU'maﬂ'muumU”lUm

Ais1liiean1sT robots AU index MSo1ag108u SaAATIE robots.txt TuwLioUBNTH robots td1ugdn directory doulnu néolnlalnuuuliulus
09151 fidnuisminluii index Tiua zIldlnulyounnalritinluasny index

a4y ///
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# 10 - Subresource Integrity

Wuilwasnoulasndsnivaumiosli Browser dwisansovdaulild Scripts 150 Stylesheets Uu 4 ladnlugnudlulumnlidiuavumuzdmsuginiduidweodulud, umimu, §
11uSMs CDN nSd Third Party Hosts 108 SRI 9:10umdoslumsgugu Source Tdnigniowldon Third Party onangdntulidiuavu Wildgnualvlnelundoi doiu
tiioilumsguduioyany Browser 11906001 flag U108 1I1H Browser 13nognsovdoulng flag Nt fifio uennSuosifite integrity Uuloy

Guideline Security Implementation Ordert Requirements
Benefit Difficulty

Subresource m m 15 Recommendedt | i Only for

Integrity websites that
load JavaScript
or stylesheets
from foreign
origins

36mstiorucd SRI e TARTits 1di58n CDN 90 integrity="..." K08 <link rel="stylesheet"
href="https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/css/bootstra
p.min.css" integrity="sha384-

3 e - — MCw98/SFnGE8TIT3GXwEONngsV7Zt27NXFoaoApmYm81iuXoPkFOJwJI8ERdknLPMO'"
miidy usasiv=lilnanlwdiononulasnigiules crossorigin="anonymous">

miidummivdentisravaalndamnnsa
d1An CDN dolldauiudshinseAummivdeuinsid wajn CDN dunavlagnman a
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# 11 X-Content-Type-Options oy " Ot Roasement

. . X-Content- LOW LOow 8 Recommended | Websites should
(U Header Mo:-Uauiiumslouiingmsdadoyafilianiasmuus=ann Type-Options for all websites | verify that they
'3 x X ~ ,_: n x (,_: a = x . are SE‘[TII"I the
vaglnla (MIME types) 1iu msdvioyanlilglanisdasmsno=higminn oroper e
Uszuoanamuuszinnvaaina types for all
resources
MIME Type Gutdumsusuaniinsiudoininadng a maniutiu Format o:1s G9lnsudsianes MIME e o
= r = . h . . - Sniff asset to
Type dUudnyiU: type/subtype 90010981 WU 1Wd add9.jpg 90 MIME Type 1UU image/jpeg el
D foobar.jpg
e Based on content
= . ' & o & . o - o MIME type = HTML
Wumsimunluiagdn content Nv:lHudminatdutioyaus:unninu visluliumoesms
AnTU199v09 Browser 1ulu HTTP Response 1Nsimun Content-Type: text/html MIME Sniffing

ugdziJulwduuu gif , Browser fozudnunattu gif Inglidauly Content-Type filmsimunliiay
TngJumiiSendn “MIME Sniffing”

a4y ///



# 12 X-Frame-Options

Guideline

X-Frame- HIGH
Options

Implementation

LOwW

Orderi Requirements

5 Mandatory for

all websites

Websites that
don't use DENY
or SAMEORIGIN
must employ

10119Aun1suN page U render 'c)@fl’lfﬂﬁf iframe ﬁdﬁ’ﬂﬁﬂ'lSIi)Uﬁ'c)ﬁN Clickjacking
Tidsadg gnmdeg1wms Clickjacking AoN1SU1 page WIdlITu iframe
warindulselaw=lstumonasmstdoruuni wedims click ndaldoula alumo
figndou fvnansilumsns:riwasmsmonidouiuunu

clickjacking
defenses
## X_Frame-Options d@w1simunlaidu ©
deny Aoligugautibulusla ninwolUldlu iframe LEERE AliackensiEe
SAMEORIGIN finunaliaunsatinmoly render tu iframe i mntdu origin tiigomiu i
ALLOW-FROM mmualUiilu URL T afiouanalvisiouanaliime Uiy iframe 16 ,
d d The attacker sends a link to a
target website through email, R
social media, or other media the target website
Clickjacking Attack 1io?
= o 5 x - . n N ax x b 3 A & o x o v v
mslouduligUuuuntonilovi (Attacker) U101 code uNlladoulidoulndountoiminduludu agraidu The victim opens the link in a

ﬂlj Submit, MU (Next page), Picture Link Wusiu tiesu Response MNUATA Redirect

TWeadulusivasuiignasiiiu

browser.
a
>
+
..

T The victim clicks a visually
Victim harmless Ul element and gets ~ Victim's browser
clickjacked.



# 13 X-XSS-Protection Cross-Site Scripting

l6lums filter XSS fa afignldlsTuBumenlasy Tng X-XSS-Protection
i 2 mode i
® 0 o disable
1 fi9 enable TN Browser 9LUUMNSAINSUAAINAVOINDNIASU
1 loNs filter XSS 90N WHHI render page Uni
® 1; mode=block oN1S filter XSS lﬁawuua‘oozmmanmms render page
1; report=http://target.com/url #OMS filter XSS UAIVMMSUNIFOUIEY page Tits1iMmun

[JunuanNYIz8d Internet Explorer, Chrome llaz Safari fingamslnanminiuidonsoowumsloui
WUV cross-site scripting (XSS) msasrdumartilisniululusioisesaiyini

¥ Block pages from loading when they detect reflected XSS attacks
X-XSS-Protection: 1; mode=block

Guideline Security

Benefit

Cross-site Request HIGH
Forgery Tokenization

Implementation
Difficulty

UNKNOWN 6

Ordert

Varies

Requirements

Mandatory for websites that allow
destructive changes

Unnecessary for all other websites
Most application frameworks have
built-in CSRF tokenization to ease
implementation
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manuidguUNUdm Gaintioy nSaiin)uUS=diAd=ldauaulNULAY LAYIAU
msATuMsMumuuAnagul asaannolngnslafigugusaumssnynuyunIlaonigs=uu
AOUMIINASUHITNGA (AUY.) dringuniznssun1snIssnynUyUAYUaanAglgluasuiving (dnud.)

lauh olao MY m 91MISSYUS=MAUANG (91M1ST) iU o [AugswMSInaUNSAgsn auULIIINIU:
UY2ITIEDIN0Y WANANE NSINN golago INSHNN o laocla bE6a NSAIS o lnodm alEom
dlUa ncert@ncsa.or.th

NUDZIIUAISARANVETDASA1dANEUNIIUHIU Line Openchat N QR Code i




NCS
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-@:- Contact us
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National Cyber Security Agency — NCSA

ﬂ u Q NCSA Thailand C
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nssnuiAdubuAvUasanelsluasuHoula )

g 2
E_Mall' Saraban@ncsa.or.th B hosmagifia il NCSA Thailand

8.5K followers « 0 following

02-142-6885

\% shorturl.at/hkAC2
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