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1. �อ�N�� (Scope) 
  #4�%�4���3��7Q#7/3��:�%22�ค์N 9P/%3�14ค/4##3P�ค��'/�"3$QหO�3�N/O�R��์�/�ห�N/$�4��/�%3� 
ห� N/$�4�ค/�ค:#ห% 9/�5� 3�� ;O' O'2ห�N/$�4� Pค%�2% O4� 9 Q��4�25ค 3��4�24%2�N�0 

%/#�8�ห�N/$�4�N/��� �4# %2%4��3��3�6�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  .0.2562 (5)  
�8P�Q�ON�O��O/�5ห���3Q��P5QหON/O�R��์�7PN�9P/#�N/�3�/6�N�/%์N�O� (Internet Facing) N/O�R��์�7P#7�O/#;'25ค3� 
N/O�R��์�7PQหO�%6�4%�O/#;'�%2�4�� N/O�R��์QหO�%6�4%N�7P$/�3�Pค%�2%O4� 9Q��4�25ค3��/��%2N�0 
O'2N/O�R��์�/�ห�N/$�4��7 P#7�4%�5N�6��4%�:%�%%#�4�/6N'O��%/�6�2์ �8 P�#4�%�4���3��7Q 
ค%/�ค':#�8�N/O�R��์��%2���/�/�ค์�% (On-Premises) N/O�R��์��%2��ค'4/�์ (Cloud Service) 
O'2N/O�R��์�7 PQ�O�%6�4%N/O�P02�6 Q� (Web Hosting) P�$�/�N���/�#4�%�4���3��7Q O�N�N�O� 

2 /�ค์�%2�/� �3��7Q  
1.1 /�ค์�%2�/��4#�/�N�� �%2�/��O/$ 

1.1.1 �4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์  
  N�O��4%�%6ห4%�3��4%O'2�4%�;O'�O4�/9P� N �7PN�7P$/�O/� %/#�8��4%�%6ห4%�3��4%
O'2#4�%�4%ค/�ค:#N�6��%6ห4% N�N� �P$�4$�4% 3��4O'2�3��4%N/O�R��์ O'2#4�%�4%ค/�ค:#  

N�6�N�ค�6ค N�N� �4%ค/�ค:#�4%N�O4�8�N/O�R��์O'2�O/#;' N�O��O�  
1.1.2 �4%%3�14ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์  

 N�O��4%�5N�6��4%%3�14ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ Q� 2 2N/� �3��7Q 
1.1.2.1 Nค%9P/��%6�4%N/O� (Web Server) �8P��%2�/��O/$ N/O�R��์ (Website) 

P�%O�%#25ห%3�QหO�%6�4%N/O� (Web Server Software) P�%O�%#�%2$:��์��N/O� (Web 
Application) %2���%6ห4%� 3��4%N/ O�R�� ์ (Content Management System: CMS) 
%2����6�3�6�4% (Operating System) O'2P %P�ค/'2%O4�ค/4##3P�ค��'/�"3$Q��4%29P/24% 
SSL/TLS 

1.1.2.2 Nค%9P/��%6�4%�4��O/#;' (Database Server) �8P��%2�/��O/$ %2��
�4��O/#;' (Database System) %2����6�3�6�4% (Operating System) O'2%2���4%�3��4%
�4��O/#;' (DBMS Software)  

1.2 /�ค์�%2�/�/9P� N �/�Nห�9/�/�N�� N�O�/�ค์�%2�/��7PN�7 P$/�O/��3�2"4 O/�'O/# 

ค/4##3P�ค��'/�"3$�/�Pค%�2%O4� 9Q��4��4�N�คP�P'$724%2�N�0�/�ห�N/$�4� �%2�/��O/$  
�/!�์O/%์�O4�ค/4##3 P�ค��'/�"3$ Endpoint Detection and Response (EDR) %2�� 
Extended Detection and Response (XDR) R!%์//''์ (Firewall) �4%QหO�%6�4%�O/��3�  
Web Application (Web Application Firewall: WAF)  Nค%9P/�ค/# 6/N�/%์O#N�N4$ Domain 
Name System (DNS Server) O'2 Domain Name System Security Extensions (DNSSEC) 
%/#�8�#4�%�4%ค/�ค:#N�6��4$"4  N�N� �4%ค/�ค:#�4%N�O4�8�Nค%9 P/��%6�4%N/O� (Web Server)  
�4��4$"4  N�O��O� �8P�N�O�/�ค์�%2�/��7Pห�N/$�4�ค/%�2 6�4%�4�5N�6��4%N 9P/QหON/O�R��์#7ค/4#
#3P�ค��'/�"3$�4�"3$ค:�ค4#�4�R�N�/%์ 
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"4 �7P 1 �/�N���/�#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ 

1.  #4�%�4���3��7Q/O4�/6��O/�5ห�� �O/N2�/O�2 O'2O�/��6�3�61 �4�#4�%�4�/9P� N  
�7PN�7P$/�O/� �4#ห3/�O/ 4 N/�24%/O4�/6� (Normative Reference) P�$#7%;�O���/�ค5�7PQ�OO2�� 
Q�#4�%�4���3��7Q �3��7Q 

“�>�Oอ�” (shall) Q�O%2�:26P��7PN�O��O/�5ห�� (Requirement) �8P��2�O/���6�3�6�4# 
“ค/%�>” (should) Q�O%2�:26P��7PN�O��O/N2�/O�2 (Recommendation) �8P�ค/%�2��6�3�6�4# 
“อ@��>” (may) Q�O%2�:26P��7P$6�$/#ห%9//�:�4�QหO�5R�O (Permission) �8P�/4��2��6�3�6�4# 

2. Pค%�2%O@�Nอ�2@% (Documents Structure) 
#4�%�4���3��7Q#7Pค%�2%O4�N/�24%�3�O2��Q�"4 �7P 2 �%2�/��O/$ 
2.1. �O/�5ห��Q��4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์  (Website Security 

Governance) P�$/O4�/6��4��%/��5�4��O4�ค/4##3P�ค��'/�"3$R�N�/%์ (NIST Cybersecurity 
Framework: CSF 2.0) (2) (ห3/�O/�7P 5) 

2.2. �O/�5ห��Q��4%%3�14ค/4##3 P�ค��'/�"3$25ห%3�N/ O�R��์  (Website Security 
Operation) P�$/O4�/6��4��%2�40ค�2�%%#�4%�5�3��;O'�O4�ค/4##3 P�ค��'/�"3$R�N�/%์  
N%9 P/� �%2#/'O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3 P�ค��'/�"3$R�N�/%์  

(3) (ห3/�O/�7P 6) �%2�/��O/$ 

2.2.1 �4%%2�:ค/4#N27P$��7P�2N�6��8Q��3�N/O�R��์ (Website Security Identi昀椀cation)  
2.2.2 �4%�O/��3�ค/4#N27P$��7P/4��2N�6��8Q��3�N/O�R��์ (Website Security Protection) 
2.2.3 �4%�%/�2/�O'2N�O4%2/3�"3$ค:�ค4#�4�R�N�/%์ (Website Security Detection) 
2.2.4 �4%N��6�Nห�:N#9 P/#7�4%�%/� �"3$ค:�ค4#�4�R�N�/%์ (Website Incident 

Response)  
2.2.5 �4%%3�14O'2!AQ�!;ค/4#N27$ห4$�7PN�6��4�"3$ค:�ค4#�4�R�N�/%์ (Website 

Recovery)  
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2.3. �4%�5N�6��4%�4#�O/�5ห���3Q��P5O'2O�/�4�Q��4%�%/�2/�QหON�O�R��4##4�%�4�
��3��7Q (ห3/�O/�7P 7) �%2�/��O/$ 

2.3.1 �4%�5N�6��4%�4#�O/�5ห���3Q��P5 
2.3.2 O�/�4�Q��4%�%/�2/�O'2��6�3�6N 9P/QหON�O�R��4##4�%�4���3��7Q 

2.4. �O/N2�/O�2�5O'2ค5/�6�4$N 6P#N�6# ("4ค��/� � O'2 �) �8P�N�O��O/N2�/O�2O'2 

N�O��4%QหO�O/#;'N 6P#N�6#N 9P/�4%�5N�6��4%�4#ห3/�O/�7P 5 O'2ห3/�O/�7P 6 �%2�/��O/$ 

2.4.1 �O/N2�/O�2�5O'2ค5/�6�4$N 6P#N�6#�4#�O/�5ห�� (ห3/�O/ 5) Q��4%�5�3��;O'
�O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ ("4ค��/� �) 

2.4.2 �O/N2�/O�2�5O'2ค5/�6�4$N 6 P#N�6#�4#�O/�5ห�� (ห3/�O/ 6) Q��4%%3�14 
ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ ("4ค��/� �) 

2.5. O��!/%์#N 9P/Q�OQ��4%�%/�2/�QหON�O�R��4##4�%�4���3��7Q ("4ค��/� ค) 
2.5.1 O��!/%์# ค1 O���%/�%4$�4%N 9 P/�%/�2/�2�4�2�4%%3�14ค/4##3 P�ค�

�'/�"3$�/�N/O�R��์ 

2.5.2 O��!/%์# ค2 O��%4$�4��4%O�OR�%4$�4%�7P$3��O/��%3��%:� 

 �8P�Pค%�2%O4��/�N/�24%#4�%�4���3��7Q O2��R�O�3�"4 �7P 2 

 

 

 

 

 

 

 

 

 

 

"4 �7P 2 Pค%�2%O4��/�N/�24%#4�%�4���3��7Q 

  

�?�O!ล��@� �1อ �@1ทA�@� NIST CSF (2.0)  (2)  Oล>!1>�@0 �/�. (3) 
 

 

 

2.1 Website Security Governance (ห?ว�้อ 5) 

2.2.1 Website Security Identi昀椀cation 

2.2.2 Website Security Protection
 

2.2.3 Website Security Detection 2.2.4 Website Incident Respond 

2.2
.5 
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2.2 Website Security Operation (ห?ว�้อ 6) 
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3. �B$@# (De昀椀nitions) 
 ค/4#ห#4$�/�03 �์O'203 �์�4�N�ค�6ค�7PQ�O�3�#4�%�4���3��7Q ��3��7Q 

3.1 �4%%3�14ค/4##3P�ค��'/�"3$ (Security) (6) ห#4$�8� �4%�5QหO#3P�Q�R�O/N4�%3 $4�%
24%2�N�0�7P#7/$;N#7ค/4#�;��O/�2#�;%�์ O'2 %O/#Q�O�4�25ห%3��;OQ�O�4��7PR�O%3�26��6NQ��4%N�O4�8�
�%3 $4�%�3Q� N �%2�/��O/$ ค/4##3P�ค��'/�"3$N�6��4$"4  �4%�5N�6��4� �4%29P/24% Nค%9/�N4$ 
�O/#;'�N4/24% O'22N/��:คค'  

3.2 N/O�R��์ (Website) (7, 8) ห#4$�8� �4%%/�%/#ห�O4N/O�N �ห'4$ห�O4�7PO2���O/#;' 
��/6�N�/%์N�O�N�7P$/�3�N%9P/�Q�N%9P/�ห�8P� N�$O %NP�$�:คค'ห%9//�ค์�%N�7$/ P�$#7�4%N�9P/#P$��3�
�N4��4�R0N�/%์'6��์ (Hyperlink) O'2N�>��O/$P�%O�%#�7PN%7$�/N4 N/O�N�%4/์N�/%์ (Web Browser) 
P�$�3�N�O�R/OQ�N/6'�์R/�์N/O� (WWW) N/O�N �O%��7P � N%7$�/N4 P0#N � (Homepage) �7P#7ห3/�O/ 

�/��O/#;'Q�N/O�R��์ �8�N�%7$�Nห#9/�24%�3��7PQ�OคO�ห4�O/#;'�N/R� 

3.3 N/ O�N � (Webpage) (8) ห#4$�8� N/�24%N/ O��7 P2%O4��O/$"414 HTML ห%9/ 
Hypertext Markup Language �8P�N�O�"414#4�%�4��7PQ�OQ��4%2%O4�N/O�N � N 9P/O2���O/#;'  

��/6�N�/%์N�O�N�7P$/�3�ห3/�O/Q�ห3/�O/ห�8P� �8P��%2�/�N�O�2N/�ห�8P��/�N/O�R��์ 

3.4 N/O�N�%4/์N�/%์ (Web Browser) (8) ห#4$�8� P�%O�%#ค/# 6/N�/%์�7PQ�ON%7$��O/#;'
N/O��4�Nค%9P/��%6�4%N/O��N4�%2��Nค%9/�N4$ �5QหO24#4%�O2���O/#;'��/6�N�/%์N�O�R�O 

3.5 N/O�R��์�7PQ�O%2���/�/�ค์�% (On-Premises) (9, 10) ห#4$�8� N/O�R��์�7PN�9 Q/ห4 
P�%O�%#25ห%3�QหO�%6�4%N/O� O'2P�%O�%#�7 PN� 7 P$/�O/��3��4%QหO�%6�4%N/ O��/�N/ O�R��์  

�;�N�O�/$;NQ�Nค%9/�N4$�/��;OQหO�%6�4%N/O�R��์  
3.6 N/O�R��์�7 PQ�O�%6�4%�3�N/O�P02�6Q� (Web Hosting) (9) ห#4$�8� N/O�R��์�7 PN�9 Q/ห4 

P�%O�%#25ห%3�QหO�%6�4%N/O� O'2P�%O�%#�7 PN� 7 P$/�O/��3��4%QหO�%6�4%N/ O��/�N/ O�R��์  

�;�N�O�/$;NQ�Nค%9/�N4$�/��;OQหO�%6�4%Nค%9P/��%6�4%N/O�  
3.7 N/O�R��์�7PQ�O%2��ค'4/�์ (Cloud Service) (9, 10) ห#4$�8� N/O�R��์�7P#7N�9 Q/ห4 

P�%O�%#25ห%3�QหO�%6�4%N/O� O'2P�%O�%#�7 PN� 7 P$/�O/��3��4%QหO�%6�4%N/ O��/�N/ O�R��์  

�;�N�O�/$;NQ�Nค%9P/��%6�4%N2#9/���ค'4/�์  
3.8 Nค%9P/��%6�4%N/O� (Web Server) (8, 11) ห#4$�8� %2��ค/# 6/N�/%์�7PQหO�%6�4%

N/6'�์R/�์N/O� ��/6�N�/%์N�O� �8P��%2�/��O/$ 04%์�O/%์ %2����6�3�6�4% P�%O�%#ค/# 6/N�/%์
25ห%3�QหO�%6�4%N/O� O'2N�9Q/ห4N/O�R��์ (N/O�N �) �7PQหO�%6�4%N/O�R��์O'2�O/#;'R�$3��;OQ�O/6�N�/%์N�O�
�N4�%2��Nค%9/�N4$ 

3.9 P�%O�%#25ห%3�QหO�%6�4%N/O� (Web Server Software) (12) ห#4$�8� P�%O�%#
ค/# 6/N�/%์�7P�6��3Q���Nค%9P/��%6�4%N/O�N 9P/�3��4%ค5%O/��/�O/#;'N/O��4��;OQ�O�4� N�N� P�%O�%# 
Apache P�%O�%# nginx O'2P�%O�%# Internet Information Service (IIS) N�O��O� 

3.10 P�%O�%#�%2$:��์��N/O� (Web Application) ห#4$�8� P�%O�%#�%2$:��์ 

�7P#7ค/4#24#4%�Q��4%�%2#/'�'�O/#;'O'2�4%�5�4��N4� N P�$N�O4�8�R�O�N4�N/O�N�%4/์N�/%์  
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��/6�N�/%์N�O� ห%9//6��%4N�O� �8P�N�7$��O/$"414�N4� N N�N� "414 HTML "414 JavaScript ห%9/ 
"414 Java O'2�O/�/403$N/O�N�%4/์N�/%์Q��4%N�O4�8� O'2N%7$�Q�O�4��N4�%2��Nค%9/�N4$ 

3.11 %2���%6ห4%�3��4%N/O�R��์ (Content Management System: CMS) ห#4$�8� 
P�%O�%#�7PQ�OQ��4%�;O'�%6ห4%�3��4%N/O�R��์�N4�2N/��N/�%224�O��N/O� �8P��N4$�N/�4%�%6ห4%
�3��4%N/O�N �O'2�4%�%3��%:�คN4�6��3Q��N4� N �7PN�7P$/�O/� 

3.12 %2����6�3�6�4% (Operating System) (13) ห#4$�8� �:��/��/!�์O/%์�7P�%6ห4%
�3��4%�%3 $4�%04%์�O/%์�/�ค/# 6/N�/%์ O'2QหO�%6�4%�3P/R��3�P�%O�%#ค/# 6/N�/%์  

3.13 P %P�ค/'2%O4�ค/4##3P�ค��'/�"3$Q��4%29P/24% Secure Sockets Layer (SSL) 
O'2 Transport Layer Security (TLS)  (14) ห#4$�8� P %P�ค/'���O/�ค/4##3P�ค��'/�"3$ 

�4%29P/24%�N4�%2��Nค%9/�N4$ Q��4%�%/�2/�26��6NO'2ค/4##3P�ค��'/�"3$�7PQ�O�3�/$N4�O %Nห'4$ 

Q�N�%4/์N�/%์O'2N/O�N�6%์!N//%์ P�$#7O�/�4��4%N'9/�O'2Q�O�4��4%Q�O�4� Transport Layer 
Security (TLS) �4# NIST SP 800-52 �8P�%2�:�8�/6�7�4%Q�O TLS Q�P�%O�%#�%2$:��์�/�ห�N/$�4�
"4ค%3� Q��ั��:�3�ค/%Q�OP %P�ค/' TLS N//%์�3��7 P#7ค/4##3 P�ค��'/�"3$O'2R#N ��N/�Pห/N  
ห%9/�4%P�#�7 

3.14 Nค%9P/��%6�4%�4��O/#;' (Database Server) (15) ห#4$�8� ค/# 6/N�/%์ห%9//:��%�์
��Nค%9/�N4$�7P�%2#/'�'�4%%O/��/�O/#;'Q��4��O/#;'  

3.15 %2���4��O/#;' (Database System) ห#4$�8� Pค%�2%O4�ห%9/�:��/��O/#;' 

�7 P� ;�� 3�N� O�O'2�3��4%N 9 P/�4%N� O4� 8� O�OR� O'2�%2#/'�'�O/#;'/$N4�#7�%226��6"4   
%2���7Q#3�Q�ON 9P/�3�N�O��O/#;'�7PQ�OQ��4%�5N�6��:%�%%#ห%9/�4%�3��4%�O/#;'�N4� N Q�%;�O��  

�7P24#4%�N�O4�8�R�O/$N4�%/�N%O/O'2�'/�"3$ 24#4%�O�N�R�ON�O� 2 �%2N"� R�OO�N %2���4��O/#;'
N�6�23# 3��์ (Relational Database) O'2%2���4��O/#;'O��R#N#7Pค%�2%O4� (NoSQL Database) 

3.16 %2���4%�3��4%�4��O/#;' (DBMS Software) (16) ห#4$�8� �/!�์O/%์  

�7P�;�//�O��#4N 9P/�N/$Q��4%�5%:�%3�14O'2Q�O�%2P$��์�:��O/#;'�7P#7��4�Qห�N  
3.17 Nค%9 P/�ค/# 6/N�/%์O#N�N4$ Domain Name System (DNS Server) (15, 17) 

ห#4$�8� ค/# 6/N�/%์ห%9//:��%�์��Nค%9/�N4$�7PN�O�%3�14%4$�9P/P�N#�N�# O'2QหO�%6�4%O�'�  

�9P/P�N#�N�O�N'��7P/$;NR/ 7  
3.18 2N/��$4$P %P�ค/' DNS (Domain Name System Security Extensions 

:DNSSEC (18) ห#4$�8� 2N/��$4$�7P�N/$Q��4%$9�$3�ค/4#�;��O/��/��7P#4O'2ค/4#2#�%;�์ 
(Integrity) �/��O/#;'�7P2N��N4�P %P�ค/' DNS 

3.19 R!%์//''์ (Firewall) (19) ห#4$�8� 04%์�O/%์ห%9/�/!�์O/%์�7P�O/��3��4%N�O4�8�
�O/#;'"4$Q�Nค%9/�N4$�/�/�ค์�%�4�/6�N�/%์N�O�P�$R#NR�O%3�/�:�4�Nค%9 P/��%6�4%N/O� (Web 
Server) 

3.20 �4%QหO�%6�4%�O/��3� Web Application (Web Application Firewall: WAF) (20) 
ห#4$�8� R!%์//''์25ห%3�P�%O�%#�%2$:��์�7 PQ�O P %P�ค/' HTTP P�$�2Q�O���4%�%/��3� 

�4%�6��N/29P/24%�N4�P %P�ค/' HTTP  
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3.21 �/!�์O/%์�O4�ค/4##3P�ค��'/�"3$ Endpoint Detection and Response (EDR) 
(21) ห#4$�8� Nค%9P/�#9/�3��8�O'2�3�N�O� &�6�%%#Q�%2�3��/�%2���/�/:��%�์�'4$�4�O'2
/6Nค%42ห์�O/#;'Nห'N4�3Q� N 9P/�%/��3� &�6�%%#�O/�2�23$ QหO�O/#;'N�7P$/�3��%6���/�/:��%�์
�'4$�4� $3�$3Q��6��%%#�7P#:N�%O4$�N/%2��O'2QหOค5O�2�5Q��4%O�O�ั�ห4%2���7PP��P�#�7  

3.22 %2�� Extended Detection and Response (XDR) (22) ห#4$�8� O '�!/%์#
�24��4%�%/��3�O'2�/�2�/�Nห�:�4%�์�4��O4�ค/4##3 P�ค��'/�"3$ P�$�2%/�%/#O'2  

ห4ค/4#23# 3��์�/��O/#;'�4�/:��%�์%3�14ค/4##3P�ค��'/�"3$O�N'2�%2N"�P�$/3�P�#3�6 

4. Nอ�2@%อO@�อB� (Normative References) 
  N/�24%�7P%2�:�N/R��7Q QหO�9/N�O�2N/�ห�8P��/�#4�%�4���3��7Q�O/$ N/�24%�7P#7�4%/O4�/6� 

P�$%2�:�?QหOQ�ON/�24%��3��4#�?�7P%2�:R/O 25ห%3�N/�24%�7P#7�4%/O4�/6�P�$R#N%2�:�? QหOQ�ON/�24%
'N42:� (%/#�8��4%N 6P#N�6#�N4� N)  

4.1 �%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4�
�4%�5ห��ค:�'3�1�2ค/4##3P�ค��'/�"3$R�N�/%์QหOO�N�O/#;'ห%9/%2��24%2�N�0  .0. 2566 
(23) 

4.2  �%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4�
�3Q��P5�/��O/#;'ห%9/%2��24%2�N�0  .0.2566 (24) 

4.3  �%2�40ค�2�%%#�4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$R�N�/%์ N%9P/� �%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ 25ห%3�ห�N/$�4�  

�/�%3�O'2ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 (3) 
4.4 �%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4�

�O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์%2��ค'4/�์  .0. 2567 (25) 
4.5 ค5O�2�5�/�25�3��4�ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 

N% 9 P/� O�/��6�3� 6�4%%3�14ค/4##3 P�ค��'/�"3$N/ O�R��์ (Website Security Guideline)  
25ห%3�ห�N/$�4��/�%3�O'2ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 (26) 

4.6 �O/N2�/O�2#4�%�4��O4�N�คP�P'$724%2�N�0O'2�4%29P/24%�7P�5N�O��N/�:%�%%#
�4�/6N'O��%/�6�2์ /N4�O/$#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$25ห%3�P�%O�%#�%2$:��์��N/O� 
25�3��4� 3��4�:%�%%#�4�/6N'O��%/�6�2์ (27) 

4.7 #4�%�4�N/O�R��์"4ค%3� N//%์� 3� 3.0 (Government Website Standard  
Version 3.0) 25�3��4� 3��4%3��4'�6�6�3' (28) 

4.8 �%2�40ค�2�%%#�4%�:%�%%#�4�/6N'O��%/�6�2์ N%9P/� #4�%�4��4%%3�14ค/4##3P�ค�
�'/�"3$�/�%2��24%2�N�0�4#/6�7�4%O���'/�"3$  .0. 2555 (29) 

4.9 ค5O�2�5�/�25�3��4�ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 
N% 9 P/� O�/�4���6�3� 6Q��4%�%2N#6�ค/4#N27 P$��O4��4%%3�14ค/4##3 P�ค��'/�"3$R�N�/%์  
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O'2�4%�%/�2/��O4�ค/4##3 P�ค��'/�"3$R�N�/%์ 25ห%3�ห�N/$�4�Pค%�2%O4� 9 Q��4�25ค3�  

�4�24%2�N�0 (30) 
4.10 �%/��4%�5�4��O4�ค/4##3 P�ค��'/�"3$R�N�/%์�/� NIST Cybersecurity 

Framework (CSF) 2.0 (2) 
4.11 �O/N2�/O�2�/� NIST Special Publication 800-88 Guidelines for Media 

Sanitization (31) 
4.12 �ั��3$N27P$��O4�ค/4##3P�ค��'/�"3$�/�N/O�R��์�7P �R�O�N/$�7P �/�#;'�6�6 Open 

Worldwide Application Security Project (OWASP) (32) 

5. �Oอ�Aห���@%�A�?��GOล�O@�ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์  (Website 
Security Governance Requirement)   

ห�N/$�4��2�O/��5N�6��4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ P�$�5N�6��4% 

Q�2N/��7PN�7P$/�O/�1 2 /O4�/6��%/��5�4��O4�ค/4##3P�ค��'/�"3$R�N�/%์ (NIST Cybersecurity 
Framework: CSF 2.0) (2) O'2�%2�40ค�2�%%#�4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$R�N�/%์ 
N%9 P/� �%2#/'O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3 P�ค��'/�"3$R�N�/%์  

25ห%3�ห�N/$�4��/�%3�O'2ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 (3) �3��7Q 
 

5.1. �@%2A%/��%B���อ�ห�N/$�@� (Organization Context) 
5.1.1. ห�N/$�4��2�O/�#7�4%�5ค/4#N�O4Q�2�4��4%�์�N4� N �%2�/��O/$ "4%�6�  

ค/4#ค4�ห/3��/��; O#72N/�R�O2N/�N27$ �4%�8 Q��N/�3� O'2��ห#4$ ��%2N�7$� O'2�O/�5ห��  

�/�23��4�7PN�7 P$/�O/��3��4%�3�26�Q�Q��4%�3��4%ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$25ห%3�
N/O�R��์�/�ห�N/$�4� �8P�#4�%�4���3��7Q #7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� � 

5.2. �P$�@$�O@�ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ (Website Security Policies) 
5.2.1. ห�N/$�4��2�O/�#7�4%�5ห���P$�4$ค/4##3 P�ค��'/�"3$25ห%3�N/ O�R��์  

�4#�%6���/�/�ค์�%O'2�'$:��์�O4�ค/4##3P�ค��'/�"3$N/O�R��์ P�$#7�4%�3�'5�3�ค/4#25ค3�  
#7�4%29P/24% %/#�8�#7�4%�3�ค3�Q�O �8 P�#4�%�4���3��7Q #7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# 

�4#"4ค��/� � 

5.2.2. ห�N/$�4��2�O/�#7�4%���/� �%3��%:� 29P/24% O'2�3�ค3�Q�O�P$�4$ค/4##3P�ค�
�'/�"3$25ห%3�N/O�R��์ N 9 P/22�O/��4%N�'7 P$�O�'�ค/4#�O/��4% "3$ค:�ค4# N�คP�P'$7  
%/#�8�"4%�6��/�ห�N/$�4� 

 
 

 

 
1 National Institute of Standards and Technology. The NIST Cybersecurity Framework (CSF) 2.0 
2 ค�2�%%#�4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$R�N�/%์. �%2�40ค�2�%%#�4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$R�N�/%์ N%9P/� �%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ 25ห%3�ห�N/$�4��/�%3�O'2ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�
24%2�N�0 
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5.3. �ล$F��์�@%�?��@%ค/@#N2CP$� (Risk Management Strategy) 
5.3.1. ห�N/$�4��2�O/��5ห��/3��:�%22�ค์�4%�%6ห4%ค/4#N27P$�P�$R�O%3�ค/4#NหO��/�

�4��; O# 72 N/�R�O2 N/�N27$�/�ห�N/$�4�  O'2�2�O/�#7�4%�3��5�%/��4%�%6ห4%ค/4#N2 7 P$� 

�O4�ค/4##3 P�ค��'/�"3$25ห%3�N/O�R��์N�O�'4$'3�1�์/3�1% P�$�%/�%/#�8�N���์�%2N#6� 

ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$O'2%2�3�ค/4#N27P$��7P$/#%3�R�O (Risk Appetite) คN4N�7P$�N��
�/�%2�3�ค/4#N27P$��7P$/#%3�R�O (Risk Tolerance) /6�7�4%�%2N#6�ค/4#N27P$� �4%N�O4%2/3�O'2
�6��4#ค/4#N27P$� �8P�#4�%�4���3��7Q #7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� �  

5.3.2. ห�N/$�4��2�O/� 6�4%�4�5N�6��4%�4#ค5O�2�5�/�25�3��4�ค�2�%%#�4%
�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9 P/� O�/�4���6�3�6Q��4%�%2N#6�ค/4#N27 P$�  

�O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ O'2�4%�%/�2/��O4�ค/4##3P�ค��'/�"3$R�N�/%์  
Q��%�7�7PN�O�ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 (30) 

5.3.3. ห�N/$�4��2�O/�#7�4%�3��5 29P/24% O'2#7�4%N�O�%3�14%4$�4%ค/4#N27P$��7P%2�:R/O
Q��2N�7$�ค/4#N2 7 P$� (Risk Register) %2�3�ค/4#N2 7 P$��7 P$/#% 3�R� O (Risk Appetite)  
O'2คN4N�7P$�N���/�%2�3�ค/4#N27P$��7P$/#%3�R�O (Risk Tolerance) QหON�O��ั��:�3� O'2�6��4# 

%2�3�ค/4#N27P$�QหO/$;NQ�N���์�7P$/#%3�R�O 
 

5.4. ���@�Oล>ค/@#% ?�� B��อ��O@��@%% ?�1@ค/@##? P�ค��ลอ�" ?$2@%2�N�0  
(Information Security Roles and Responsibilities)  

5.4.1. ห�N/$�4��2�O/�#7�4%�3�Pค%�2%O4�/�ค์�%QหO#7�4%�N/��:'  %O/#�5ห��/5�4� 
���4�ห�O4�7 P O'2ค/4#%3��6��/� (Authorities, Roles and Responsibilities ) �7P�3�N�� 

Q��4%�%6ห4%�3��4%ค/4##3 P�ค��'/�"3$25ห%3�N/O�R��์ �8P�#4�%�4���3��7Q#7�O/N2�/O�2O'2
%4$'2N/7$�N 6P#N�6#�4#"4ค��/� � 

5.4.2. ห�N/$�4��2�O/��5ห��QหO#7�;O%3��6��/�Q��4%�3��5 O'2�%6�4%�3��4%N/O�R��์
�/�ห�N/$�4� %/#�8��4%�5N�6��4%%3�14ค/4##3 P�ค��'/�"3$25ห%3�N/O�R��์ �8 P��O/�N�O�  

�6�6�:คค'ห%9/N�O�2N/�ห�8P��/��6�6�:คค'�7P24#4%�%3��6��4#��ห#4$R�O O'2#7�4%#/�ห#4$ห�O4�7P 
�2�O/��5P�$R#N�4��N/�  

5.4.3. ห�N/$�4��2�O/�#7�4%�5ห�� 29 P/24% �5ค/4#N�O4Q�  O'2�3�ค3�Q�O���4�  
ค/4#%3��6��/� O'2/O4�4��7PN�7P$/�O/��3��4%�3��4%ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$25ห%3�
N/O�R��์ %/#�8��3�2%%�%3 $4�%QหON 7$� /�4#�'$:��์ ���4� ค/4#%3��6��/� O'2�P$�4$ 

ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ 
 

5.5. �@%/@�O���Aห��ค/@#�Oอ��@%�O@�ค/@##?P�ค��ลอ�"?$�อ�N/O�R��์ 

5.5.1. ห�N/$�4��2�O/�#7�4%�5ห��/3��:�%22�ค์O'2ค/4#�O/��4%Q��4%�3��5N/O�R��์  

�O4�!ั��์�3� �O4��%226��6"4  O'2�7P25ค3�ค/4#�O/��4%�O4�ค/4##3P�ค��'/�"3$ �8P�#4�%�4�  

��3��7Q#7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6#�4#"4ค��/� � 
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5.6. �@%�Aห��O�/�@��O@�ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ 

5.6.1. ห� N/$�4��2� O/�# 7O�/�4�� O 4�ค/4## 3 P�ค��'/�" 3$Q�%2� 3� 9 Q ��4� 

�4#ค:�'3�1�2�O4�ค/4##3P�ค��'/�"3$ 9Q��4� 3 �O4� ค9/ �4%%3�14ค/4#'3� (Con昀椀dentiality)  
�4%%3�14ค/4#ค%��O/�2#�;%�์ (Integrity) O'2�4%N�%7$#ค/4# %O/#Q�O�4� (Availability)  
�8P�#4�%�4���3��7Q #7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� � 

5.6.2. ห�N/$�4��2�O/��5ห��ค:�'3�1�2ค/4##3P�ค��'/�"3$R�N�/%์QหO�3��O/#;'ห%9/
24%2�N�0�/�N/O�R��์ QหO�%2N#6�O'2�3�%2�3��'�%2���7P/4��2N�6��8Q� 3 %2�3� �4#�%2�40
ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4��4%�5ห��ค:�'3�1�2
ค/4##3P�ค��'/�"3$R�N�/%์QหOO�N�O/#;'ห%9/%2��24%2�N�0  .0. 2566 (23) N 9P/%2�:�O/�5ห��
�3Q��P5Q��4%%3�14ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์  

5.6.3. ห�N/$�4��2� O/��5N� 6��4%% 3�14ค/4## 3 P�ค��'/�" 3$25ห% 3�N/ O�R��์  

�4#�O/N2�/O�2#4�%�4��O4�N�คP�P'$724%2�N�0O'2�4%29 P/24%�7 P�5N� O��N/�:%�%%#  

�4�/6N'O��%/�6�2์ /N4�O/$#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$25ห%3�P�%O�%#�%2$:��์��N/O� 
(27) %/#�8��%2�40ค�2�%%#�4%�:%�%%#�4�/6N'O��%/�6�2์ N%9P/� #4�%�4��4%%3�14ค/4##3P�ค�
�'/�"3$�/�%2��24%2�N�0�4#/6�7�4%O���'/�"3$  .0. 2555 (29) Q��%�7�7PN/O�R��์ห�N/$�4� 

#7�4%�5N�6��4%�:%�%%#�4�/6N'O��%/�6�2์ 
5.6.4. ห�N/$�4��2� O/��5N� 6��4%�4##4�%�4�N/ O�R�� ์"4ค% 3� N//% ์� 3� 3.0 

(Government Website Standard Version 3.0) ห3/�O/�7P 7 ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ 
Q��%�7�7PN�O�N/O�R��์ห�N/$�4�"4ค%3� (28) 

5.6.5. ห�N/$�4��2�O/��5N�6��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์25ห%3�N/O�R��์  

�7PQ�O�%6�4%ค'4/�์ (Cloud Service) QหON�O�R��4#�%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์%2��ค'4/�์  
 .0. 2567 (25) 

5.6.6. ห�N/$�4��2�O/� 6�4%�4N'9/��;OQหO�%6�4%�O4�ค/4##3P�ค��'/�"3$R�N�/%์25ห%3�
N/O�R��์ N�N� �4%�5N�6��4%�%2N#6��N/�Pห/N (Vulnerability Assessment) �4%��2/�N�42%2�� 
(Penetration Testing) �/�N/O�R��์ �7PR�O%3��4%%3�%/�O'2R�O%3��%2�40�7$�3�% (Accreditations 
and Certi昀椀cations) �7PN�O��7P$/#%3�Q�/:�24ห�%%#  

5.6.7. ห�N/$�4��2�O/���6�3�6�4#ค5O�2�5�/�25�3��4�ค�2�%%#�4%�4%%3�14 

ค/4##3 P�ค��'/�"3$R�N�/%์OหN��4�6 N%9 P/� O�/��6�3�6�4%%3�14ค/4##3 P�ค��'/�"3$N/O�R��์ 
(Website Security Guideline) Q��%�7�7PN�O�N/O�R��์ห�N/$�4��/�%3�O'2ห�N/$�4�Pค%�2%O4�
 9Q��4�25ค3��4�24%2�N�0 (26) 

5.6.8. ห�N/$�4��2�O/�#7�4%�5ห��O�/�4�Q��4%25%/��O/#;'N 9 P/'��'�%2�� 

�7PN�6��8 Q� ห4�N/O�R��์�/�ห�N/$�4�P��P�#�7�4�"3$ค:�ค4#�4�R�N�/%์ %/#�8�ค/4#N27$ห4$ 

�4�"3$�%%#�4�6ห%9/�O/�6� '4��4�#�:1$์ �8 P�#4�%�4���3��7Q  #7�O/N2�/O�2O'2%4$'2N/7$�
N 6P#N�6# �4#"4ค��/� � 
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5.6.9. ห�N/$�4��2�O/�#7�4%�3��4%�O/#;'�%4�%�4�ค/# 6/N�/%์ (Log Management)  
QหON�O�R��4# %2%4��3��3�6/N4�O/$�4%�%2�5ค/4#�6�N�7P$/�3�ค/# 6/N�/%์ O'2�7PO�OR�N 6P#N�6#  

�8P�#4�%�4���3��7Q#7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6#�4#"4ค��/� � 

5.6.10. ห�N/$�4��2�O/��5ห��ห'3���6�3�6Q��4%N'6�Q�O�4�N/O�R��์ N 9 P/�O/��3� 

"3$ค:�ค4#R�N�/%์�7 P/4��2N�6��3��; OQ�O�%6�4%N/O�R��์ �; OQ�O�4�/6�N�/%์N�O��3 P/R� �; OQหO�%6�4%  
P�$ห�N/$�4�/4��2 6�4%�4��6�3�6�4#�O/N2�/O�2�/� NIST Special Publication 800-88 
Guidelines for Media Sanitization (31) �8P�#4�%�4���3��7Q#7�O/N2�/O�2O'2%4$'2N/7$�
N 6P#N�6#�4#"4ค��/� �  

6. �Oอ�Aห���@%�AN�B��@%Oล>�@%%?�1@ค/@##? P�ค��ลอ�"?$2Aห%?�N/O�R��์  
(Security and Operation Requirements)  

  ห�N/$�4��2�O/��5N�6��4%O'2%3�14ค/4##3 P�ค��'/�"3$25ห%3�N/O�R��์ (Website 
Security and Operation Requirements) P�$�5N�6��4%Q�2N/��7PN�7 P$/�O/�3 /O4�/6��%2�40
ค�2�%%#�4%�5�3��;O'�O4�ค/4##3 P�ค��'/�"3$R�N�/%์ N%9 P/� �%2#/'O�/�4���6�3�6O'2  

�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ (3) �3��7Q 
6.1. �@%%>�Fค/@#N2CP$��CP�>N�B��DQ��?�N/O�R��์ (Website Security Identi昀椀cation)  

6.1.1. ห�N/$�4��2�O/�#7�4%�3��4%�%3 $์26� (Asset Management) �4%�%2N#6� 

ค/4#N27P$� (Risk Assessment) �4%�%2N#6��N/�Pห/NO'2�4%��2/�N�42%2�� (Vulnerability 
Assessment and Penetration Testing) O'2�4%�3��4%�; OQหO�%6�4%"4$�/� (Third Party 
Management) QหON�O�R��4#�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์ (3) �8P�#4�%�4���3��7Q#7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6#�4#"4ค��/� � 
 

6.2. �@%�้อ��?�ค/@#N2CP$��CPอ@��>N�B��DQ��?�N/O�R��์ (Website Security Protection) 
6.2.1. ห�N/$�4��2� O/��5ห��O�/�4�Q��4% 3��4P�%O�%#�%2$:�� ์��N/O�  

(Web Application) /$N4�#3P�ค��'/�"3$ N�N�  6�4%�4Q�Oหล?��@1 DevSecOps �3Q�O�N�3 Q��/� 

�4% 3��4���8��4%Q�O�4��%6�P�$#7�4%ค5�8��8�26P�25ค3�Q��4%%3�14ค/4##3P�ค��'/�"3$Q��4%
 3��4P�%O�%#�%2$:��์��N/O� O'2/4��2 6�4%�4�3//$N4��4%//�O��N/O�R��์�7P#7ค/4##3P�ค�
�'/�"3$ �8P�#4�%�4���3��7Q#7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6#�4#"4ค��/� � 

6.2.2. ห�N/$�4��2�O/� 6�4%�4�8��ั��3$N27P$��O4�ค/4##3P�ค��'/�"3$�/�N/O�R��์  

�7P �R�O�N/$ �/�#;'�6�6 OWASP (32) Q��4% 3��4P�%O�%#�%2$:��์��N/O� (Web Application) 
�8P�#4�%�4���3��7Q#7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6#�4#"4ค��/� � 

6.2.3. ห�N/$�4��2�O/� 6�4%�4�4%//�O��2�4�ั�$�%%#N/O�R��์/$N4�#3 P�ค�
�'/�"3$ Q�2N/��/�Pค%�2%O4��/�N/O�R��์ห%9/P�%O�%#�%2$:��์��N/O� P�$/4��2#72N/��%2�/� 

 
3 ค�2�%%#�4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$R�N�/%์. �%2�40ค�2�%%#�4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$R�N�/%์ N%9P/� �%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ 25ห%3�ห�N/$�4��/�%3�O'2ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3�  

�4�24%2�N�0 
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�/��4%//�O���7Pค5�8��8��4%O�N�2N/�Nค%9/�N4$ (Network segmentation) #7�4%�3�/4� 
Nค%9P/��%6�4%N/O� (Web Server) O'2Nค%9P/��%6�4%�4��O/#;' (Database Server) %N/#�3�/:��%�์
%3�14ค/4##3P�ค��'/�"3$ N�N�  

(1) R!%์//''์ (Firewall) 
(2) %2���%/��3��4%�:�%:�O'2%2���O/��3��4%�:�%:� ( Intrusion Detection 

Systems: IDS/Intrusion Prevention Systems: IPS)   
(3) �/!�์O/%์�%/��3�O'2�/�2�/�"3$ค:�ค4# N� N� �/!�์O/%์� O/��3�R/%32 

(Antivirus) �/!�์O/%์ EDR 

(4) �4%QหO�%6�4%�O/��3� Web Application (WAF)  
ห4�ห�N/$�4��7P#7�%3 $4�%N 7$� //4��2 6�4%�4�'6�"3��์�4%%3�14ค/4##3P�ค�

�'/�"3$N 6P#N�6# �3��7Q 
(5) %2���4%�3��4%Nห�:�4%�์O'2�/�2�/��O4�ค/4##3P�ค��'/�"3$ (Security 

Information and Event Management: SIEM)  
(6) %2�� XDR 

(7) %2�� SOAR (Security Orchestration, Automation, and Response)  
�8P�#4�%�4���3��7Q #7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� � 

6.2.4. ห�N/$�4��2�O/�#7�4%ค/�ค:#�4%N�O4�8� (Access Control) �4%�5QหO%2�� 

#7ค/4#O�O�O�%N� (System Hardening) #7�4%�%6ห4%�3��4%N�9 P/#�N/%2$2R�' (Remote 
Connection) �4%�%6ห4%�3��4%29 P/N�O��O/#;'O���/�R�O (Removable Storage Media)  
O'2#7�%6ห4%�3��4%O�N��ั��O/#;' ( Information Sharing) O'2#7�4%2%O4�ค/4#�%2ห�3�%;O 
�O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ (Website Security Awareness) QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์�8P�#4�%�4���3��7Q   
#7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� � 

6.2.5. ห�N/$�4��2�O/� 6�4%�4�4% 62;��์�3/��O��ห'4$�ั��3$ (Multi-Factor 
Authentication: MFA) ห%9/ 6�4%�4�4% 62;��์�3/���4�%2��N�9P/#P$��O/#;'N 9P/�4% 62;��์  

O'2$9�$3��3/���4��6�6�3' (Digital ID) �4#�O/N2�/O�2�/� 2 %. �/�Nห�9/�4��4%ค/�ค:# 

�4%N�O4�8� (Access Control) �O/ 6.2.4 N 9P/N 6P#ค/4##3P�ค��'/�"3$QหO�3�N/O�R��์ P�$/4��2
 6�4%�4N'9/��4�26P��7P�;OQ�O%;O (Something they know) N�N� %ห32�N4� 26P��7P�;OQ�O#7 (Something they 
have) N�N� P�NคO��4%�%/�2/� ห%9/26 P��7 P�; OQ�ON�O� (Something they are) N�N� '4$�6 Q/#9/  
'4$�N4#9/ ห%9/�O/#;'�7/#6�6/9 P� �8 P�#4�%�4���3��7Q  #7�O/N2�/O�2O'2%4$'2N/7$�N 6 P#N�6#  
�4#"4ค��/� � 

6.2.6. ห�N/$�4��2�O/��3 Q�คN4ค/4##3 P�ค��'/�"3$ 9 Q��4��/�P�%O�%#25ห%3� 

QหO�%6�4%N/ O� (Web Server Software) P�%O�%#�%2$:��์��N/O� (Web Application )  
%2���%6ห4%�3��4%N/O�R��์ (CMS) %2����6�3�6�4% (Operating System) O'2�4%�3Q�คN4�4��O/#;' 
�8P�#4�%�4���3��7Q#7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� �  
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6.2.7. ห�N/$�4��2�O/��5ห��O�/�4�O'2�4%N'9/��%6�4%�7PN�7 P$/�O/��3�N/O�R��์ 
�%2�/��O/$ Nค%9P/��%6�4%N/O� (Web Server) %2���%6ห4%�3��4%N/O�R��์ (CMS) N'9/��%6�4%
P�N#�O'2�9P/P�N#� O'2�3Q��/�/6�7�4%N�O4%ห32 Cipher Suite �/� TLS Certi昀椀cate �8P�#4�%�4�
��3��7Q #7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� � 

6.2.8. ห�N/$�4��2�O/��3Q�คN4R!%์//''์N 9P/ค/�ค:#O'2�O/��3��4%�:�%:��N4� N �7PN�6��8Q� 

�3�N/O�R��์ P�$ค/%�2 6�4%�4ห'3��4%�3Q�คN4/$N4��O/$ �3��7 Q �4%�5ห���P$�4$ค/4##3P�ค�
�'/�"3$ (De昀椀ne Security Policies) �4%�3 Q�คN4���4%�%/� (Con昀椀gure Filtering Rules)  
�4%�5�3� �4%N�O4�8�P�$";#6042�%์ (Geographic Restrictions) �4%�O/��3��4%P�#�7 (Protect 
Against Attacks) �4%�%/�2/�O'2�3��8� (Monitoring and Logging) O'2�4%�%3��%:�O'2 

/3�N��N�O��%2�5 (Regular Updates) �8P�#4�%�4���3��7Q #7�O/N2�/O�2O'2%4$'2N/7$�N 6P#N�6#  
�4#"4ค��/� � 

6.3. #@�%�@%�%/�2อ�Oล>N�้@%>/?�"?$คF�ค@#�@�R�N�อ%์2Aห%?�N/O�R��์ (Website 
Security Detection)  

6.3.1. ห� N/$�4��2� O/�# 7�4%�%/�2/�O'2N� O 4%2/ 3�" 3$ค :�ค4#�4�R�N�/%์   
(Cyber Threat Detection and Monitoring)  QหON�O�R��4#�%2#/'O�/�4���6�3� 6O'2 

�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ (3) �8P�#4�%�4���3��7Q #7�O/N2�/O�2
O'2%4$'2N/7$�N 6P#N�6# �4#"4ค��/� � 

6.4. �@%N��B�Nห�FN#EPอ#C�@%�%/� �"?$คF�ค@#�@�R�N�อ%์2Aห%?�N/O�R��์ (Website 
Incident Response) 

6.4.1. ห�N/$�4��2�O/��3��5O���4%%3�#9/"3$ค:�ค4#�4�R�N�/%์25ห%3�N/O�R��์ 
(Website security Incident Response Plan) O'2#7�4%29P/24% �@��O/# ���/� O'2�%3��%:� 
O���4%% 3�# 9/" 3$ค :�ค4#�4�R�N�/% ์�/�N/ O�R�� ์  %/#� 8�O���4%2 9 P/24%Q�"4/2/ 6�&�  
(Crisis Communication Plan) O'2�4%�@��O/#ค/4##3 P�ค��'/�"3$R�N�/%์25ห%3�N/O�R��์ 
(Website Security Exercise) QหON�O�R��4#�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14
ค/4##3P�ค��'/�"3$R�N�/%์  (3) �8P�#4�%�4���3��7Q #7ค5/�6�4$N 6P#N�6# �4#"4ค��/� � 

6.5. �@%%?�1@Oล>!ื้�!Gค/@#N2C$ห@$�CPN�B��@�"?$คF�ค@#�@�R�N�อ%์2Aห%?�N/O�R��์ 
(Website Recovery)  

6.5.1. ห�N/$�4��2�O/�#7�4%%3�14O'2!AQ�!;ค/4#N27$ห4$�7PN�6��4�"3$ค:�ค4#�4�R�N�/%์
25ห%3�N/ O�R��์ (Website Security Resilience and Recovery) P�$�2�O/��3��5O�� 

ค/4#�N/N�9P/��4��:%�6� (Business Continuity Plan: BCP) P�$/4��2 6�4%�4%4$'2N/7$� 

�/�O��QหON�O�R��4#�4%�%6ห4%ค/4# %O/#�N/2"4/2/6�&�6 (�4%�5O�� BCP) �/�25�3��4�
ค�2�%%#�4% 3��4%2��%4��4% (33) O'2�2�O/��3�QหO#7�4%�@��O/#QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ (3)  
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7. O�/�@�Q��@%�AN�B��@%�@#�Oอ�Aห���?Q��PA Oล>O�/�@�Q��%/�2อ�Oล>
��B�?�BQหON�็�R��@##@�%�@���?��CQ 

7.1 O�/�@�Q��@%�AN�B��@%�@#�Oอ�Aห���?Q��PA 

7.1.1 QหOห�N/$�4��5ห��ค:�'3�1�2ค/4##3 P�ค��'/�"3$R�N�/%์QหO�3��O/#;'ห%9/
24%2�N�0�/�N/O�R��์�/�ห�N/$�4�ค%��3Q� 3 �O4� �8 P��%2�/��O/$ �O4��4%%3�14ค/4#'3� 
(Con昀椀dentiality) �4%%3�14ค/4#�;��O/�ค%��O/� (Integrity) O'2�4%%3�142"4  %O/#Q�O 
(Availability) �4#2N/��7P 2 (�4%4� ค1-�4%4� ค๕) �/�O���%/�%4$�4%N 9P/�%/�2/�2�4�2 

ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ (O��!/%์# ค1) Q�"4ค��/� ค  
7.1.2 QหOห�N/$�4��5�'�7PR�O (�4%4� ค1-�4%4� ค๕) #4%2�:N���์�4%�5N�6��4%�4#

�O/�5ห���3Q��P5Q��@1!ฏB ?ตBต@/#4�%�4���3��7Q Q��4%4� ค6 

7.1.3 QหOห�N/$�4��%/�2/�ห�N/$�4���N 9 P/ <�O/���6�3�6�4#= ห%9/ <2N�N2%6# 

QหO��6�3�6�4#= �O/�5ห���3Q��P5 �4#�4%4� ค7 �4��3Q��5N�6��4%�4#O�/�4�Q��4%�%/�2/�O'2
��6�3�6QหON�O�R��4##4�%�4� �O/ 7.2 

7.2 O�/�@�Q��@%�%/�2อ�Oล>��B�?�BN EPอQหON�็�R��@##@�%�@���?��CQ 
7.2.1  �%�7�7 Pห�N/$�4�$3�R#NR�O%3�%/� ISO/IEC 27001 ห%9/�7 PR�O%3��4%%3�%/�O�N

�/�N���/��4%%3�%/�R#Nค%/�ค':#�8�N/O�R��์�/�ห�N/$�4� �2�O/��5N�6��4% �3��7Q 
7.2.1.1 ห�N/$�4��':N#�7P 1 (ห�N/$�4��7P�O/���6�3�6�4#) ห�N/$�4��2�O/�

�%2N#6���N/� (Self-Assessment) �4#O���%/�%4$�4%N 9P/�%/�2/�2�4�2ค/4##3P�ค��'/�"3$
25ห%3�N/O�R��์ (O��!/%์# ค1) Q�"4ค��/� ค /$N4��O/$�?'2 1 ค%3Q� N 9P/�%/�2/��4%�5N�6��4%
QหON�O�R��4#�O/�5ห���3Q��P5�/�#4�%�4���3��7Q �3��7Q  

1) N/O�R��์�/�ห�N/$�4��7 P# 7�'�%2��%2�3��P5 ห%9/%2�3��'4�  
QหOห�N/$�4��3��5%4$�4��'�4%�%2N#6���N/� (Self-Assessment) (O��!/%์# ค1) Q�"4ค��/� 
ค O'2%4$�4��'�4%O�OR�%4$�4%�7P$3��O/��%3��%:� (O��!/%์# ค2) Q�"4ค��/� ค  %O/#O��
ห'3��4� N2�/�N/�;O�%6ห4%2;�2:��/�ห�N/$�4� O'2N�O�%3�14R/O�7Pห�N/$�4� 

2) ห4�N/O�R��์�/�ห�N/$�4�#7�'�%2��%2�3�2;� QหOห�N/$�4��3��5
%4$�4��'�4%�%2N#6���N/� (Self-Assessment) (O��!/%์# ค1) Q�"4ค��/� ค O'2%4$�4��'
�4%O�OR�%4$�4%�7P$3��O/��%3��%:� (O��!/%์# ค2) Q�"4ค��/� ค  %O/#O��ห'3��4� N2�/�N/
�; O�% 6ห4%2;�2:��/�ห�N/$�4� ห�N/$�4�ค/�ค:#ห%9/�5�3��;O' O'22N�25N�4QหO25�3��4�
ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6  

3) ห4�ห�N/$�4��%2N#6���N/�O'O/  �/N4 N/O�R��์�/�ห�N/$�4� 

#7�O/�5ห���7P#7�'�4%�%2N#6� <$3��O/��%3��%:�= QหOห�N/$�4��5N�6��4%�%3��%:��4#O��%4$�4�
%4$�4%�7P$3��O/��%3��%:� (O��!/%์# ค2) Q�"4ค��/� ค 

7.2.1.2 ห�N/$�4��':N#�7P 2 (ห�N/$�4��7P2N�N2%6#QหO��6�3�6�4#) ห�N/$�4�
�2�O/��%2N#6���N/� (Self-Assessment) �4#O���%/�%4$�4%N 9P/�%/�2/�2�4�2ค/4##3P�ค�
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�'/�"3$25ห%3�N/O�R��์ (O��!/%์# ค1) Q�"4ค��/� ค �8P�ห4�#7�O/�5ห���7P#7�'�4%�%2N#6� 

<$3��O/��%3��%:�= ห�N/$�4�/4��2 6�4%�4�5N�6��4%�%3��%:��4#%4$�4%�7 P$3��O/��%3��%:� 
(O��!/%์# ค2)  Q�"4ค��/� ค �4#ค/4#Nห#422#O'2NหO�2#ค/%�/��; O�%6ห4%2;�2:��/�
ห�N/$�4�  

7.2.2  �%�7ห�N/$�4�R�O%3��4%%3�%/� ISO/IEC 27001 �7P#7�/�N��Q��4%%3�%/��7P
ค%/�ค':#�8�N/O�R��์�/�ห�N/$�4�O'O/ ห�N/$�4�/4��2 6�4%�4�5N�6��4%�4##4�%�4���3��7Q 
N� 422N/��7P$3�R#NR�O�5N�6��4%�4##4�%�4� ISO/IEC 27001 �4#�7Pห�N/$�4�R�O%3��4%%3�%/��3Q� 
P�$ 6�4%�4�4#ค/4#�5N�O�O'2Nห#422# 

ห�N/$�4�24#4%�08�14O�/�4�Q��4%��6�3�6N 9P/QหON�O�R��4##4�%�4���3��7Q R�O�4�
O���3�Q�"4 �7P 3 

 
"4 �7P 3 O�/�4�Q��4%��6�3�6N 9P/QหON�O�R��4##4�%�4���3��7Q 
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"@ค��/� � 

%@$ล>NอC$��OอN2�อO�>Oล>คAอ�B�@$N BP#N�B# 

(�Oอ 5) 
(N�็��Oอ#GลN BP#N�B#) 

�Oอ 5.1 �?/อ$N@�Q��@%�AN�B��@%Q�2N/��%B���อ�อ�ค์�% 
 �4%�5N�6��4%Q�2N/��%6��/�ค์�%Q�ห3/�O/�4%25%/��%6���/�ห�N/$�4� (Organization 
Context) �4#�O/�5ห��Q��4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ (Website 
Security Governance Requirement) ห�N/$�4�/4��2 6�4%�4�5N�6��4% P�$#7%4$'2N/7$� 

�4#�4%4��7P �1 

�@%@� �1 �3//$N4�Q��4%�5N�6��4%Q�2N/��%6��/�ค์�% 

ห3/�O/ �3//$N4��4%�5N�6��4% 
"4%�6��/�ห�N/$�4� ห�N/$�4�
�2�O/��5ค/4#N�O4Q�"4%�6�O'2
%4$�4��4%�3��4%ค/4#N27P$��O4�
ค/4##3P�ค��'/�"3$�4�R�N�/%์ 

�3//$N4��7P 1 ห�N/$�4�#7�4%N�$O %N 3���6��/�ห�N/$�4� 
�3//$N4�N�N� N�$O %N�N4�/623$�30�์  3���6� �'$:��์ 
�4��4%�'4�O'2�%6�4%N 9P/Q�ON�O� 9Q��4�Q��4%%2�: 
ค/4#N27P$��7P�22N��'�%2���N/"4%�6��/�ห�N/$�4� 

�;O#72N/�R�O2N/�N27$"4$Q�O'2
"4$�/� ห�N/$�4�#7ค/4#N�O4Q�
Q�ค/4#�O/��4%O'2ค/4#
ค4�ห/3�N�7P$/�3��4%�%6ห4%
�3��4%ค/4#N27P$��O4�ค/4##3P�ค�
�'/�"3$�4�R�N�/%์�/� 
�;O#72N/�R�O2N/�N27$"4$Q�O'2
"4$�/� 

�3//$N4��7P 1 ห�N/$�4�%2�:�;O#72N/�R�O2N/�N27$"4$Q� 

�7P#72N/�N�7P$/�O/�O'2#7ค/4#ค4�ห/3��4��O4�ค/4##3P�ค�
�'/�"3$R�N�/%์ �3//$N4�N�N� ค/4#ค4�ห/3��O4�
�%226��6"4 O'2�O4�N27P$��/�N�O4ห�O4�7P �;O/5�/$�4%  
O'2�7P�%8�14 ค/4#ค4�ห/3��O4�/3���%%#�/� �3��4�  
�3//$N4��7P 2 ห�N/$�4�%2�:�;O#72N/�R�O2N/�N27$"4$�/� 
�7PN�7P$/�O/�O'2ค/4#ค4�ห/3��4��O4�ค/4##3P�ค��'/�"3$ 
R�N�/%์ �3//$N4�N�N� ค/4#ค4�ห/3��O4�ค/4#N�O�2N/��3/ 
ค/4#ค4�ห/3��4��:%�6��/�ห:O�2N/� ค/4#ค4�ห/3�Q��4%
��6�3�6�4#��%2N�7$��/�ห�N/$�4��5�3��;O' ค/4#ค4�ห/3�
�O4��%6$�%%#�/�23�ค# 

�O/�5ห���4���ห#4$ �O/�3�ค3� 
O'223��4 ห�N/$�4�#7ค/4#
N�O4Q�O'2#7�4%�3��4%�O4�
�O/�5ห���4���ห#4$ �O/�3�ค3� 
O'2�O/�5ห���/�23��4�7P
N�7P$/�O/��3�ค/4##3P�ค��'/�"3$
�4�R�N�/%์ %/#�8� �O/�;� 3��O4�
ค/4#N�O�2N/��3/O'2N2%7"4 �/�
�%2�4�� 

�3//$N4��7P 1 ห�N/$�4��5ห���%2�/��4%N 9P/�6��4#O'2
�3��4%�O/�5ห���4���ห#4$ O'2�O/�3�ค3�N�7P$/�3� 
�4%���O/��O/#;'2N/��:คค'  
�3//$N4��7P 2 ห�N/$�4��5ห���%2�/��4%Q��4%�6��4#O'2
�3��4%�O/�5ห���4#23��4�/��4%�3��4%ค/4##3P�ค�
�'/�"3$�4�R�N�/%์�/��O/#;'�3  '4$N//%์ ';�คO4 O'2ค;NคO4 
�3//$N4��7P 3 ห�N/$�4��3��'$:��์ค/4##3P�ค��'/�"3$�4� 
R�N�/%์25ห%3�N/O�R��์�/�ห�N/$�4�QหO2/�ค'O/��3�
�O/�5ห���4���ห#4$ �O/�3�ค3� O'2�O/�5ห���4#23��4 
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ห3/�O/ �3//$N4��4%�5N�6��4% 
ห�N/$�4�R�O�5ค/4#N�O4Q�O'2
29P/24%/3��:�%22�ค์ ค/4#24#4%� 
O'2�%6�4%�7P2O4ค3��7P�8Q�/$;N�3�
ค/4#ค4�ห/3��/��;O#72N/�R�O2N/�
N27$�/�ห�N/$�4�  

�3//$N4��7P 1 ห�N/$�4��5ห��N���์Q��4% 6�4%�4
ค/4#25ค3��/�2#%%��2O'2�%6�4%�4##:##/��/� 
�;O#72N/�R�O2N/�N27$�3Q�"4$Q�O'2"4$�/� 
�3//$N4��7P 2  ห�N/$�4��5ห���4%�5N�6��4��/�ห�N/$�4� 
(�4��4%/6Nค%42ห์�'�%2���4��:%�6�) 26��%3 $์O'2 

�4%�5N�6��4��7PN�O�2N/�25ค3��N/�4%�%%':/3��:�%22�ค์ 

�/�"4%�6� O'2#7�'�%2���/��4%2;�N27$�3Q�ห#� (ห%9/
�4�2N/�)  
�3//$N4��7P 3 ห�N/$�4��3��3Q�O'229P/24%/3��:�%22�ค์Q� 
�4%!AQ��3/�/��4%�5N�6��4% N�N� %2$2N/'42;�2:��7P�2 
�;O�O/#;'R�O (RTO) N 9P/2N�#/��%226��6"4 O'2�%6�4%�7P25ค3�
ห'4$2�4��4%�์ N�N� ห'3��4%P�#�7 %2ห/N4��4%�;Oค9� O'2
2"4/2���6 

�''3 �์ ค/4#24#4%� O'2�%6�4% 
ห�N/$�4�ค/%�5ค/4#N�O4Q�O'2
29P/24% /3��:�%22�ค์ 
ค/4#24#4%� O'2�%6�4%�7P25ค3�
�/�ห�N/$�4� 

�3//$N4��7P 1 ห�N/$�4�2%O4�%4$�4%�%3 $์26��/��7PN�O�
�%3 $4�%"4$�/� (N�N� 26P�/5�/$ค/4#22�/� �;OQหO�%6�4%
P02�6Q���ค'4/�์) O'2ค/4#23# 3��์�3�26��%3 $์�/�/�ค์�%
O'2!ั��์�3��4��:%�6�) 
�3//$N4��7P 2 ห�N/$�4�%2�:O'2�3��5N/�24%�4%�8Q� 

�N/"4$�/��8P�N�O�2N/�25ค3��7P�2�%2���N/ค/4#24#4%�
ห�N/$�4� %/#�8��4%O�N��ั��O/#;'�3�ห�N/$�4�ห%9/�:คค' 

�7PNห#422#  

�Oอ 5.2 �P$�@$�@%%?�1@ค/@##?P�ค��ลอ�"?$N/O�R��์ (Website Security Policy)  
 Q��4%�3��5�P$�4$�4%%3�14ค/4##3P�ค��'/�"3$N/O�R��์ (Website Security Policy)  
ค/%�2 6�4%�4O�/�4�R�O�4��%2�40ค�2�%%#�4%�:%�%%#�4�/6N'O��%/�6�2์ N%9P/� #4�%�4�  

�4%%3�14ค/4##3 P�ค��'/�"3$�/�%2��24%2�N�0�4#/6� 7�4%O���'/�"3$  .0. 2555  
Q�"4ค��/� ค �3//$N4��4%�%2�40�P$�4$ �O/ 4 P�$ค%/�ค':##4�%�4%O'2/6�7�4%%3�14ค/4#
#3P�ค��'/�"3$N/O�R��์ /:��%�์ ห%9/N�คP�P'$7 �O/O�2�5N�7P$/�3��4%%3�14ค/4##3P�ค��'/�"3$
N�9Q/��O�25ห%3��;OQ�O�%6�4%N/O�R��์ N�O��O� ห%9//4��2 6�4%�4�3��5�P$�4$�4#�3//$N4��P$�4$
�4%%3�14ค/4##3P�ค��'/�"3$N/O�R��์ (Website Security Policy) �/�2O4�3��4�ค�2�%%#�4% 

�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 (2�#�.) (34) 
 ห4�ห�N/$�4�#7�P$�4$�4%%3�14ค/4##3 P�ค��'/�"3$24%2�N�0 ห%9/�P$�4$  

�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์/$;NO'O/ ค/%�2 6�4%�4�8�ค/4#ค%/�ค':#O'22/�ค'O/��3�
#4�%�4���3��7Q  
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�Oอ 5.3 �ล$F��์�@%�?��@%ค/@#N2CP$� (Risk Management Strategy) 

  ค/@#N2CP$��C P$อ#%?�R�O (Risk Appetite) ห#4$�8� ค/4#R#NO�N�/�P�$%/#�7P/�ค์�% 
$/#%3�R�O P�$�:%�6�$3�ค��5N�6��4%R�O�%%':�4#N�O4ห#4$ 2N/�ค/4#N27P$�O'2�5�3��;O'ค/4#N27P$� 
�7P$/#%3�R�O�5ห���8Q�N 9P/Q�ON�O�O�/�4��5ห���'$:��์�/�/�ค์�% �3Q��7Q ค/4#N27P$��7P$/#%3�R�O   
ค/%R�O%3��4%�5ห��P�$�;O�%6ห4%O'2/�:#3�6P�$ค�2�%%#�4% �4%�5ห��ค/4#N27P$��7P$/#%3�R�O  
ค/% 6�4%�4�8�ค/4#2#�:'%2ห/N4��4%N�6�P� ค/4#N27 P$�O'2�'�/�O���/�ห�N/$�4�  
Q���2N�7$/�3�/�ค์�%ค/%�%6ห4%ค/4#N27P$��7PN�6��8Q�QหO/$;NQ�%2�3��7P$/#%3�R�O (35)  
  %>�?�ค/@#N2CP$��CP$อ#QหON�CP$�N��R�O (Risk Tolerance) ห#4$�8� %2�3�ค/4#N�7P$�N��
�4�ค/4#N27P$��7P$/#%3�R�O �4%�5N�6��:%�6�"4$Q�O%2�3�ค/4#N27P$��7P$/#%3�R�O (Risk Appetite)  
�5QหO�;O�%6ห4%#3P�Q�R�O/N4 �4%�5N�6��4��/�/�ค์�%/$;N"4$Q�N���์ห%9/%2�3�ค/4#N27P$��7P$/#%3�R�O 
(Risk Appetite) �8 P�# 7�'QหOค�2�%%#�4%  O'2�; O�% 6ห4%�/�/�ค์�%#7ค/4##3 P�Q�#4��8Q� 
/N4�4%�5N�6��4%�/�ห�N/$�4��224#4%��%%':/3��:�%22�ค์�7P�5ห��R/OR�O (35) 

�Oอ 5.4 ���@�Oล>ค/@#% ?�� B��อ��O@��@%% ?�1@ค/@##? P�ค��ลอ�"?$2@%2�N�0
(Information Security Roles and Responsibilities)  
  �4%�N/��:'�4#ห'3��4%ค/�ค:# �5�3� O'2�%/�2/� (Three Lines of Defense)  
N�O�O�/ค6��4%�%6ห4%ค/4#N27P$�O'2�%/�2/��7PN�9P/#P$��4%�5�4��/�ห�N/$�4��N4� N N�O4�O/$�3�
Q�'3�1�2�/� <�3Q�= P�$ห�N/$�4��3Q�O%� (1st Line of Defense) ค9/ ห�N/$�4��7PN�O4�/�ค/4#
N27P$� (Risk Owner) �7PN��6��3�ค/4#N27P$�P�$�%� N�O��;O�5ห���4%ค/�ค:#�N/ค/4#N27P$� �7P/4��5QหO
/�ค์�%R#N�%%':/3��:�%22�ค์�/�ห�N/$�4��3Q��7P2/� (2nd Line of Defense) �%2�/��O/$ ห�N/$�4�
�%6ห4%ค/4#N27P$�O'2�5�3��4%��6�3�6�4� "4$Q�O�4%ค/�ค:#O'2�O4�3��;O'�/��;O�%6ห4%%2�3�2;� 
O'2ห�N/$�4��3 Q��7 P24# (3rd Line of Defense) ค9/ ห�N/$�4��%/�2/�"4$Q� �5ห�O4�7 PQ� 

�4%�%2N#6�ค/4#N 7$� /�/�#4�%�4%�N4� N P�$/$;N"4$Q�O�4%�;O'�/��;O�%/�2/�"4$�/�O'2
ห�N/$�4��4��4% (36)  
 ห�N/$�4�/4��2 6�4%�4�%2$:��์ห'3��4%ค/�ค:# �5�3� O'2�%/�2/� (Three Lines  
of Defense) �3��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์25ห%3�N/O�R��์ (37) O2��R�O�3�"4 �7P �1 

 

"4 �7P �1 �3//$N4��4%�%2$:��์ห'3��4%ค/�ค:# �5�3�  
O'2�%/�2/� (Three Lines of Defense)  
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 �4�"4 �7P �1 �4%�%6ห4%ค/4#N27P$��O4�N�คP�P'$724%2�N�0�2�O/�N�O�2N/�ห�8P��/�
�%/��4%�%6ห4%ค/4#N27P$�%2�3�/�ค์�% P�$#7Pค%�2%O4��4#ห'3��4%ค/�ค:# �5�3� O'2�%/�2/� 
(Three Lines of Defense ) �7 PN�7 P$/�O/��3�N�คP�P'$724%2�N�0 �3��7 Q ห�N/$�4��3 Q�O%�  
(1st Line of Defense) ค9/ ห�N/$�4��O4�N�คP�P'$724%2�N�0 ( IT) �7PN�O�N�O4�/�ค/4#N27 P$�  
(Risk Owner) N�N� IT governance, IT control, Information Security ห%9/ Cyber Security 
�7PN��6��3�ค/4#N27P$�P�$�%� N�O��;O�5ห���4%ค/�ค:#�N/ค/4#N27P$��7P/4��5QหO/�ค์�%R#N�%%':
/3��:�%22�ค์�/� ห�N/$�4��3Q��7P2/� (2nd Line of Defense) �%2�/��O/$ ห�N/$�4��%6ห4% 
ค/4#N27P$��O4�N�คP�P'$724%2�N�0 (IT Risk Management) O'2ห�N/$�4��5�3��4%��6�3�6�4�
�O4�N�คP�P'$724%2�N�0 (IT Compliance) "4$Q�O�4%ค/�ค:#O'2�O4�3��;O'�/��;O�%6ห4%%2�3�2;� 
O'2ห�N/$�4��3Q��7P24# (3rd Line of Defense) ค9/ ห�N/$�4��%/�2/�"4$Q��O4�N�คP�P'$7
24%2�N�0 (IT Internal Audit) �5ห�O4�7 PQ��4%�%2N#6�ค/4#N 7$� /�/�#4�%�4%�N4� N  
P�$/$;N"4$Q�O�4%�;O'�/��;O�%/�2/�"4$�/�O'2ห�N/$�4��4��4% (37) 

�Oอ 5.5 �@%/@�O���Aห��ค/@#�Oอ��@%�O@�ค/@##?P�ค��ลอ�"?$�อ�N/O�R��์ 

  ห�N/$�4�ค/%�2#7�4%/4�O���5ห��ค/4#�O/��4%�O4�ค/4##3P�ค��'/�"3$�/�N/O�R��์  
P�$#7�3Q��/��7PN2�/O�2R/O �3��7Q 

1. �4%%2�:�/�N��O'2�N/��4��4%N�O4�8�N/O�R��์ P�$#7�4% 6�4%�4O'2%2�:/N4N/O�R��์ 

�7 P�2 3��4N�>�QหO�%6�4%N� 42�4��': N#�4�"4$Q�ห�N/$�4� �:��': N#�4�"4$Q�ห�N/$�4� 
ห�N/$�4� 3��#6�% �;OQ�O�4��4��':N#�7P/$;N�/�ห�N/$�4� ห%9/N�>�QหO�%6�4%24�4%�2 %/#�8��5ห��
�/�N��O'2�N/��4��4%N�O4�8�N/O�R��์�8 P�N�O��ั��3$25ค3�Q��4% 6�4%�4#4�%�4%O'2%2�3�  

Q��4%%3�14ค/4##3P�ค��'/�"3$�/�N/O�R��์ 

2. �4%%2�:�O/#;' %2�3�ค/4#25ค3� O'2%2�3�ค/4#'2N/7$�/N/��/��O/#;'�7P#7�4%�3�N�O� 
�%2#/'�' O'2O2����N/O�R��์ N/O�R��์#7�4%N�O�%/�%/# �%2#/'�' O'2O2���O/#;'N� 42
�O/#;'�7PN�O��O/#;'�7PN�>�N�$�N/24�4%�2R�O ห%9/N�O��O/#;'�7P#7ค/4#25ค3��N/ห�N/$�4� N�O�ค/4#'3� 
24#4%�Q�O�4�R�ON� 42�; O�7 PR�O%3�/�:�4�N�N4�3 Q� ห4�#7�4%N�O�%/�%/#O'2�%2#/'�'�O/#;'  

2N/��:คค'ค/%#7#4�%�4�Q��4%%3�14ค/4#N�O�2N/��3/�/�N�O4�/��O/#;'/$N4�Nห#422#  

QหON�O�R��4# %2%4��3��3�6ค:O#ค%/��O/#;'2N/��:คค'  .0. 2562 (38) �3//$N4�N�N� �4%N�O�
%/�%/# O'2�%2#/'�'�O/#;'2N/��:คค' #7�4%�5ห��QหO#7�'N/��O/ค/4#$6�$/#QหON�O�O'2
�%2#/'�'�O/#;'2N/��:คค' O'2ค/%%2�:/3��:�%22�ค์Q��4%�3�N�O��O/#;'2N/��:คค'  

3. �4%%2�:ค:�2#�3�6�O4�ค/4##3P�ค��'/�"3$�7P�O/��4% N�N� ห4��O/��4%%3�14ค/4#'3�
�/��O/#;'ค/%#7�4% 6�4%�4�4%N�O4%ห32�O/#;' (Encryption) �7PNห#422# ห4��O/��4%%3�14ค/4#
ค%��O/�O�O�%6��/��O/#;'ค/%#7�4% 6�4%�4Q�O%ห32$9�$3��O/ค/4# (Message Authentication 
Code: MAC) ห%9/'4$#9/�9P/�6�6�3' (Digital Signature) ห4�N�O�N/O�R��์�7P�O/�#7ค/4# %O/#Q�O�4�2;�
ค/%#7�4%N�O4%2/3�ค/4# %O/#Q�O�4� (Uptime Monitoring) O'2�4%N�%7$#�%3 $4�%25%/� 
(Redundancy ห%9/ High Availability)  
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4. �4%%2�:�':N#�;OQ�O�4�  6�4%�4�8��4%�5ห��26��6�4%N�O4�8� O'2#4�%�4%ค/�ค:# 

�4%N�O4�8��7PNห#422# Q�O�N'2�':N#�;OQ�O�4� %/#�8��5ห��26��6NQ��4%N�O4�8� �4%�5ห��#4�%�4%
ค/�ค:#�4%N�O4�8��O/#;' 24%2�N�0 O'2%2���4�/$N4�#3P�ค��'/�"3$  

5. �4%%2�:%2�3��4%%3�14ค/4##3P�ค��'/�"3$�4#�7P��ห#4$O'2��%2N�7$��7PN�7P$/�O/�  
25ห%3�ห�N/$�4��7P#7QหO�4%�%6�4%��N/O�R��์�2#7��ห#4$ห%9/��%2N�7$�N� 42N�7P$/�3�ค/4##3P�ค�
�'/�"3$O'2%2�3��4%%3�14ค/4##3P�ค��'/�"3$ N�N� %2�3�ค/4#�N4N�9P/�9/�/��4% 62;��์�3/�� 
(Identity Assurance Level: IAL) O'2%2�3�ค/4#�N4N�9P/�9/�/��4%$9�$3��3/�� (Authentication 
Assurance Level: AAL) �/��%6�4%25ค3� O'2�4%�3�N�O�%3�14�O/#;'�%4�%�4�ค/# 6/N�/%์  

�/��;OQหO�%6�4%�4#�%2�40�%2�%/��6�6�3'N 9P/N0%1��6�O'223�ค# N%9P/� ห'3�N���์�4%N�O�%3�14
�O/#;'�%4�%�4�ค/# 6/N�/%์�/��;OQหO�%6�4% (39) 

�Oอ 5.6 �@%�Aห��O�/�@��O@�ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ 

�Oอ 5.6.1  O�/�@��O@�ค/@##?P�ค��ลอ�"?$Q�%>�?� EQ��@� 

  �4%�5ห��O�/�4��O4�ค/4##3P�ค��'/�"3$N 9P/���O/�N/O�R��์O'2�O/#;'/$N4�Nห#422#
�4#'5�3�ค/4#25ค3��/��%3 $์26�O'2�%3 $4�% O�/�4��O4�ค/4##3P�ค��'/�"3$�7Pห�N/$�4�  
ค/%�2ค5�8��8�ค:�'3�1�2�O4�ค/4##3P�ค��'/�"3$ 9Q��4� 3 �O4� R�OO�N  
  1. �4%%3�14ค/4#'3� (Con昀椀dentiality) �%�7N/O�R��์#7�4%�3�N�O�ห%9/Q�O�4��O/#;' 
�7P#7ค/4#'2N/7$�/N/� O'2N�O4�8�R�ON� 42�':N#�;OQ�O�7 PR�O%3�/�:�4�N�N4�3Q� N�N� �O/#;'2N/��:คค'  
�O/#;'"4$Q�ห�N/$�4� ห%9/�O/#;'�'6�"3��์ ค/%�2#7#4�%�4%ค/�ค:#�4%%3�14ค/4#'3��7PNห#422# 
N�N� �4%N�O4%ห32O'2�4%ค/�ค:#�4%N�O4�8� �3 Q�%2ห/N4��4%�3�N�O� (Data-at-rest) �4%2N��N/  
(Data-in-transit) O'2�4%Q�O�4� (Data-in-use) P�$ห�N/$�4�ค/%�2 6�4%�4�8�#4�%�4� 

�4%N�O4%ห32�/�O�N'2�O/#;'�2#7�4%N�O4%ห32#4�%�4�R#NNห#9/��3� N�N� Q�O#4�%�4�N�O4%ห32O�� 
RSA Q��O/#;''2N/7$�/N/� �4%�%/��3��7�;OQ�OO'2%ห32�N4�N 9P/N�O4�8��O/#;'�7PQ�O"4$Q�ห�N/$�4�  
  2. �4%%3�14ค/4#ค%��O/�2#�;%�์ (Integrity) �%�7�7 PN/ O�R��์#7�O/#;'25ค3��7 P�O/� 

R�O%3��4%���O/�N 9 P/QหO#7ค/4#ค%��O/�2#�;%�์R#N�;�O�OR�P�$R#NR�O%3�/�:�4�  O'224#4%�
�%/�2/�R�Oห4��O/#;'�;�O�OR� ห�N/$�4�ค/%�2 6�4%�4#4�%�4%�4%%3�14ค/4#ค%��O/�2#�;%�์
�/��O/#;' N�N� %ห32$9�$3��O/ค/4# (Message Authentication Code: MAC) '4$#9/�9P/�6�6�3' 
(Digital signature) ห%9/P %P�ค/'�O4�ค/4##3P�ค��'/�"3$/9P� N �/��4��7Q  ค/%�2#7#4�%�4%
���/��O/#;'QหO#7ค/4#�;��O/�N�O��ั��:�3� N 9P/���O/�ค/4#�;��O/��/��O/#;'Q�%2ห/N4��3�N�O�  

2N��N/ O'2Q�O�4� 
  3. �4%N�%7$#ค/4# %O/#Q�O�4� (Availability) �%�7�7PN/O�R��์ห�N/$�4�R#N24#4%�QหO�%6�4% 
�3��;OQ�O�4�ห%9/�%2�4��R�O �8 P�#724Nห�:#4�4�ห'4$�ั��3$ N�N� "3$ค:�ค4#�4�R�N�/%์ �;�P�#�7
�O/$#3'O/%์N%7$�คN4R�N /:��%�์Nค%9/�N4$ห%9/Nค%9 P/�ค/# 6/N�/%์O#N�N4$�5%:�ห%9/R!!O4�3�  
�3��3 Q� ห�N/$�4�ค/%�2#7O���4%%3�#9/�3�"3$ค:�ค4# ห%9/Nห�:�4%�์R#Nค4�ค6��7 P�22N��'�N/ 
�4%QหO�%6�4%�/�N/O�R��์ O'2ค/%�2#7#4�%�4%ค/�ค:#�%6#4��O/#;'�%4�%�N4�%2��Nค%9/�N4$O'2
#4�%�4%/9 P�N 9 P/�O/��3�O'2'��'�%2���4��4%P�#�7O��  Denial of Service (DoS) ห%9/ 
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Distributed Denial of Service (DDoS) %/#�8�ค/%�2 6�4%�425%/��O/#;'O'2��2/��4%�;Oค9�
�O/#;'/$N4�2#P5N2#/ �8P�ห4�ห�N/$�4�#7�%3 $4�%N 7$� //4��2 6�4%�4�3��3Q�2�4��7PN�O��O/#;'
25%/�Q��%�7�:�N�6�  

�Oอ 5.6.8 %@$ล>NอC$�O�/�@�Q��@%2A%อ��Oอ#GลN EPอล��ล�%>�� 

�4%25%/��O/#;' (Backup) N�O��%2�/��4%�7P25ค3�Q��4%%3�14ค/4##3P�ค��'/�"3$ 

�/��O/#;'�/�ห�N/$�4� O'2'��'�%2���7PN�6��8Q�ห4��;�P�#�7�4�"3$ค:�ค4#�4�R�N�/%์ %/#�8�  

N�6�Nห�:�4%�์�7 PR#Nค4�ค6� ห%9/ค/4#N27$ห4$�4�"3$�%%#�4�6 ห%9/�O/�6� '4��4�#�:1$์  

P�$ห�N/$�4�/4��2 6�4%�4/�ค์�%2�/�Q��4%25%/��O/#;'/$N4��O/$ �3��7Q 
  1) �Aห���Oอ#Gล�CP�Oอ��@%2A%อ� Q��4%�%6ห4%�3��4%N/O�R��์N 9P/ค/4##3P�ค��'/�"3$
�/�ห�N/$�4� �2�O/�#7�4%�5ห��%4$�4%�O/#;'�7P�5N�O�25ห%3��4%25%/��O/#;' �7P%/�%3��N/  

�4%�;Oค9�%2���4��ั�ห4�O4��N4� N N�N� �4��O/#;'%2��N/O�R��์ R!'์�4%�3Q�คN4%2��N/O�R��์  

R!'์N�9Q/ห4N/O�R��์ 

  2) �Aห��N�คP�Pล$C /B�C�@%2A%อ��Oอ#Gล Oล>R��์2A%อ� %2�:N�คP�P'$7Q��4%25%/�
�O/#;' O'2%;�O���4%�5N�6��4%�3�N�O��4��O/#;'�7PNห#422# N�N� �4%25%/��O/#;'O��N�O# 

(Full backup) �4%25%/��O/#;'O��N 6P#N�6# (Incremental backup) ห%9/�4%25%/��O/#;'O��
2N/��N4� (Differential backup) %/#�8��4%�3��5R��์25%/�N 9P/�4%�;Oค9�Q�"4/2�:�N�6�QหON�O�R�
�4#O��ค/4#�N/N�9P/��4��:%�6� (Business Continuity Plan: BCP) �O/ 6.5.1 P�$/4��2 6�4%�4
%;�O���4%25%/��O/#;'O�N��4#�%2N"��/��O/#;' �4#�4%4� �2 

�@%@� �2 %;�O���4%25%/��O/#;'O�N��4#�%2N"��/��O/#;'  
�%2N"��O/#;' ค/4#�7PQ��4%

25%/��O/#;' 
�%2N"��4%25%/��O/#;' ห#4$Nห�: 

�4��O/#;'�7P#7�4%
N�'7P$�O�'�2;� 

�:� N 24 
�3P/P#� 

Full Backup �%2�523��4ห์ 
+ Incremental �:�/3� 

25%/��O/#;'�7PN�'7P$�O�'�
�3Q�O�N�4%25%/�'N42:� 

R!'์N/�24%
25ค3� 

�:� N 48 
�3P/P#� 

Full Backup �%2�5N�9/� + 
Differential �:�23��4ห์ 

25%/��O/#;'�7PN�'7P$�O�'�
�3Q�O�N�4%25%/�N�O#'N42:� 

%2��R!'์�3P/R� �:�23��4ห์ Full Backup Nห#4225ห%3�R!'์�7PR#N#7 
�4%N�'7P$�O�'��N/$ 

R!'์29P/  
(/6�7P/, "4 ) 

�:�N�9/� Full Backup �O/#;'��4�Qห�N�7P#7 
�4%N�'7P$�O�'��O/$ 

N/�24% 
�7PQ�O�4�R#N�N/$ 

�:� 3-6 N�9/� Full Backup N/�24%�7PR#N�5N�O��O/� 
/3�N���N/$ 

   

3) �Aห��ค/@#�CPOล> EQ��CPQ��@%2A%อ��Oอ#Gล �4%�5ห��ค/4#�7PQ��4%25%/��O/#;'  
ค/%�2 6�4%�4�4�ค/4#25ค3��/��O/#;' N�N� N�O��4��O/#;'ห'3�Q��4%�5N�6��4%�/�ห�N/$�4� 
N�O��4��O/#;'�;OQ�O�4� N�O��O/#;'�7P#7ค/4#25ค3�2;� �8�#7ค/4#�5N�O��O/��5ห��QหO#7�4%25%/��O/#;'
P�$#7ค/4#�7PQ��4%25%/��O/#;'2;�  %O/#�3Q�%2�:�5Oห�N��/��4%�3�N�O��O/#;'25%/� P�$�2�O/� 
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N�O� 9 Q��7 PO$��4� 9Q��7P�5N�6��4%ห'3� �8 P�/4��2Q�O 9 Q��7 PQ�%2��ค'4/�์ R�%!N"4$�/� ห%9/ 

Nค%9P/��%6�4%/9P� N  
  4) ��2อ�O���@%2A%อ��Oอ#GลOล>�@%�G OคE� �4%��2/�O���4%25%/��O/#;'O'2 

�4%25%/��O/#;'/$N4�ค%��O/�2#�;%�์"4$Q�N/'4�7PNห#422# %/#�8���2/��4%�;Oค9�O'2��2/� 

�4%�5N�6��4% N 9P/QหO#3P�Q�/N4ห4�N�6�Nห�:�4%�์"3$ค:�ค4#�4�R�N�/%์�3�N/O�R��์O'O/ �O/#;'�7P25%/�
R/O�2�5�'3�#4Q�O�4�R�O�%6� 

�Oอ 5.6.9 �@%�?��@%�Oอ#Gล�%@�%�@�คอ# B/N�อ%์ (Log Management) 
�4%�3��4%�O/#;'�%4�%�4�ค/# 6/N�/%์ N�O��%2�/��4%�7 P#: N�N�O��4%N�O�%/�%/# 

O'2�4%�3��4%�3��3��8�Nห�:�4%�์�7PN�6��8Q�Q�%2���/�ห�N/$�4� N�N� �3��8��4%N�O4�8�%2�� 
�3��8��4%N�'7 P$�O�'�Q��4%�3 Q�คN4 ห%9/�3��8�Nห�:�4%�์�7 PN�7 P$/�O/��3�ค/4##3 P�ค��'/�"3$  
P�$#7N�O4ห#4$ห'3�ค9/�4%N 6P#�4%%2�:O'2�4%�%/�2/�Nห�:�4%�์�7PN�6��8Q�  N 9P/�N/$QหO24#4%�
�%/�2/�O'2�6��4#�6��%%#�7PN�6��8 Q�R�O/$N4�#7�%226��6"4  �/��4��7Q $3��N/$QหO24#4%�  

�5�4%�%/�2/�O'2�3��8��O/#;'�4%N�'7P$�O�'� �5QหO24#4%��6��4#O'2�%/�2/��;OQ�Oห%9/
�:ค'4�%�7P#7ค/4#N�7P$/�O/��3�Nห�:�4%�์�3Q�R�O/$N4�#7�%226��6"4   

�Oอ 5.6.10 หล?���B�?�BQ��@%NลB�Q�O�@�N/O�R��์ 

  ห�N/$�4��7P�O/��4%$:�6�4%QหO�%6�4%N/O�R��์ค/%�2#7ห'3���6�3�6Q��4%ห$:�QหO�%6�4%N/O�R��์
N 9P/�O/��3�"3$ค:�ค4#�7P/4��2N�6��3��;OQ�O�%6�4%N/O�R��์ �;OQ�O�4�/6�N�/%์N�O� O'2�;OQหO�%6�4%N/O�R��์ 
P�$ห�N/$�4�/4��2 6�4%�4ห'3���6�3�6Q��4%ห$:�QหO�%6�4%N/O�R��์ �3��7Q 

1) O�O�N�9/��;OQ�O�4��8��4%ห$:�QหO�%6�4%O'2/3��7P�2ห$:�QหO�%6�4%�N/�ห$:��%6�4%�%6� 
2) 25%/��O/#;'N/O�R��์O'2�4��O/#;'N 9P/�O/��3��O/�6� '4��7P/4��2N�6��8Q� 
3) �5�O/#;'//��4��;OQหO�%6�4%Nค%9P/��%6�4%N/O� P�$/4�Nห'9/ห�O4N/O�R��์�7PO�O�/N4N/O�R��์ 

�>��%6�4%O'O/R/O%2$2N/'4ห�8P�  
4) $�N'6��%6�4%�4��;OQหO�%6�4%Nค%9P/��%6�4%N/O� 
5) O�O�N�'7P$�2�4�2�9P/P�N#��3��;O�;O' 
6) �%/�2/��O/#;'�7P$3�ห'�Nห'9//$;N�3��;OQหO�%6�4%คO�ห4�O/#;' P�$/4�'/�คO�ห4�O/#;'

N�7P$/�3�N/O�R��์�7PNค$QหO�%6�4% �O4 �/N4$3�#7/$;NQหO$9P�ค5�/'��O/#;'R�$3��;OQหO�%6�4%คO�ห4�O/#;' 
7) �8�O#O/N4�2#7�4%ห$:�QหO�%6�4%N/O�R��์O'O/ ค/% 6�4%�4/N4#7ค/4#�5N�O��2�O/�%3�14

�9P/P�N#�QหO/$;NQ��4%ค%/�ค%/�ห%9/ค/�ค:#�/�ห�N/$�4��N/R�ห%9/R#N N 9P/�O/��3�R#NQหO�9P/P�N#�  

�7P#7ค/4#N�7P$/�O/��3�ห�N/$�4�O�Nห#�/4$:O'O/ �;��;OR#N�%22�ค์�7N�O4ค%/�ค%/�O'2�5R�O/�/O4�  

Q�O�4� �5QหO�;ON�O4N$7P$#�#N/O�R��์�/��;OR#N�%22�ค์�7N�6�ค/4#N�O4Q��6�ห%9/�;�ห'/�'/�R�O 
8) ห�N/$�4�/4��2 6�4%�4O�/�4��4%�5'4$�O/#;'�/�N/ O�R��์� 7 P N' 6�Q�O�4� 

/$N4�Nห#422# �3Q�Q�%;�O��N/O�R��์�7PQ�O%2���/�/�ค์�% (On-Premises) O'2N/O�R��์�7PQ�O%2��
ค'4/�์ (Cloud Service) P�$/4��2�3�%2�3�ค/4#25ค3��/��O/#;'O'2�4%�5'4$�O/#;'�4#  
NIST Special Publication 800-88 Guidelines for Media Sanitization %/#�8�/4��2�%/�2/� 

�4%$9�$3��4%�5'4$�O/#;'�/��%6�4%N/O�P02�6Q� (Web Hosting) ห%9/O�/�4��4%�5'4$�O/#;' 

�/��;OQหO�%6�4%ห%9/N�O4�/��'6�"3��์ 
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�OอN2�อO�>�อ� NIST Special Publication 800-88 Guidelines for Media Sanitization 

  #4�%�4� NIST SP 800-88 N�O�ห�8P�Q�#4�%�4��7P25ค3�25ห%3��4%�5'4$29P/N�O��O/#;'
��6��N4� N /$N4�Nห#422#O'2�;�/6�7 N�O��4%�5ห��/6�7�4%O'2�%2�/��4%25ห%3��4%'O4��O/#;' 
(Media Sanitization) Q�29 P// 6N' O��%/�6�2 ์ N� N� Hard disk,  RAM , ROM , Mount Storage,  
USB Drive , Smart Thing Storage, Mobile O'2�O/#;'��%2��Nค%9/�N4$�N4� N P�$N�O��4%2%O4�
ค/4##3P�Q�"4$ห'3��4%'O4��O/#;'/N4R#N#7�O/#;'�7P�2ห'�Nห'9//$;N��/:��%�์�N/��5�'3�#4Q�OQห#N  
Q��4%�5'4$�O/#;'�8Q�/$;N�3��ั��3$ห'4$/$N4� N�N� ��6��/�/:��%�์ ���%2#4� ค/4#N27P$�O'2
ค/4#25ค3��/��O/#;' O'2�'�%2���N/26P�O/�'O/# �3��3Q� N�O4�/��O/#;'�3Q��3/�:คค' �%613� O'2
ห�N/$�4��N4� N ค/%�%2N#6��ั��3$ห'4$ N /$N4��N/��4%N�'7P$�ห%9/N'6�Q�O/:��%�์/6N'O��%/�6�2์
P�$N 9P/N'9/�/6�7�4%�5�3� O'2�5'4$QหONห#422#�3�ค/4#�O/��4% O'2#7ค/4##3P�ค��'/�"3$ N 9P/'� 

ค/4#N27P$��/��O/#;'%3P/Rห'ห%9/N�>�N�$�/��O/#;'P�$R#NR�O%3�/�:�4� P�$#7�3Q��/�ห'3�Q��4%�5'4$
�O/#;' 3 �3Q��/� �3��7Q 

1. �4%'��O/#;'�3Q�ห#��7P�3�N�O�R/OQ�/:��%�์ (Clear) P�$Q�Oค523P�/N4�O'2N�7$� %/#�8�
�4%�3Q�คN4Nค%9P/�Qห#N (Reset) /:��%�์QหON�O��4%�3Q�คN4�4�P%��4�P�$N�7$�Qห#N�O/$คN4Qห#N Nห�:�'
25ค3��/��O/#;'ห�N/$�4� ห%9/�O/#;'��%2��ห'3��4�N'6�Q�OO'O/ ห%9/#7�4%'4//��/� �3��4�  
P�$Q�Oห'3��4% Sanitize Data Q��%�7 NIST SP 800-88 �2Q�OQ�%;�O���/� Secure Erase 

2. �%2�/��4%�4%�3��/4��4%�;Oค9�Q��:��%�7P�$/6�7�4%'�'O4�  (Purge) P�$Q�ON�ค�6ค
�4�/6�$4042�%์N�O4#4N�7P$/�O/� �4%�5'4$�O/#;'N�6��4%'�O�� Degaussing �5'4$2�4#O#NNห'O� 
�N/�/� %��/�R#NQหO24#4%��5#4�3�N%7$�R�OQห#N 

3. �4%�5'4$�O/#;' (Destroy) �3 Q��/��%�7N%4R#NQ�OO'O/�3�/:��%�์Q��4%N�O��O/#;'
�3Q�ห'4$ �3Q��/��4%�5'4$N�O��3Q��/��7P�7�7P2:� �7P�2�5QหO�'/�"3$Q��:��O4��3Q��4��4$"4 O'2
N�6��4%�5R��; O�O/#;'�N/ P�$/4��2N�O��4%ห'/#'2'4$ �:��6Q�QหOOห'�'2N/7$� ห%9/N�4Rห#O  
QหOR#NNห'9/�6Q�2N/��7P24#4%��5#4Q�OR�O 
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"@ค��/� � 

%@$ล>NอC$��OอN2�อO�>Oล>คAอ�B�@$N BP#N�B# 

(�Oอ 6) 
(N�็��Oอ#GลN BP#N�B#) 

�Oอ 6.1 �@%%>�Fค/@#N2CP$��CP�>N�B��DQ��?�N/O�R��์ (Website Security Identi昀椀cation)  
�@%�?��@%ค/@#N2CP$� 
  Q��%6���/��4%%3�14ค/4##3P�ค��'/�"3$ ค/4#N27P$� ห#4$�8� %2�3��/��'�%2��  

�N/�4%�5N�6��4%�/�ห�N/$�4� �%3 $์26��/�ห�N/$�4� ห%9/�:คค'�7PN�6��4��4%Q�O�4�%2��
24%2�N�0 P�$ค5�8��8��'�%2���7P/4�N�6��8Q��4�"3$ค:�ค4#O'2ค/4#�N4�2N�O��7 P"3$ค:�ค4#  

/4�N�6��8Q� �4%�3��4%ค/4#N27P$� ห#4$�8� �%2�/��4%Q��4%�3��4%ค/4#N27P$��N/�4%�5N�6��4%
�/�ห�N/$�4� �%3 $์26��/�ห�N/$�4� ห%9/�:คค'�7PN�6��8Q��4��4%Q�O�4�%2��24%2�N�0 %/#�8�
�4%�%2N#6�ค/4#N27P$� �4%�5N�6��4%�4#�'$:��์�%%N�4ค/4#N27P$� O'2�4%Q�ON�ค�6คO'2�3Q��/�
Q��4%N�O4%2/3�2�4�2ค/4##3P�ค��'/�"3$�/�%2��24%2�N�0/$N4��N/N�9P/� (40) 
  Q��4���6�3�6ห�N/$�4�R#N24#4%��5�3�ค/4#N27P$��3Q�ห#�ห%9/�5QหOค/4#N27P$�N�O�0;�$์R�O  

O�Nห�N/$�4�24#4%�'�ค/4#N27P$�QหO/$;N%2�3��7Pห�N/$�4�%3�R�O N�O4%2/3�O'2%3�14%2�3�ค/4#N27P$�
R#NQหON�6�%2�3��7P�3Q�R/OR�O P�$/4��2 6�4%�4/6�7�4%O'2�3Q��/��4%�3��4%ค/4#N27P$��4�#4�%�4� 
ISO/IEC 27005 �8P�N�O�#4�%�4��4%�%6ห4%�3��4%ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$24%2�N�0 
(Information Security Risk Management) O'225ห%3�ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�
24%2�N�0/4��2 6�4%�4��6�3�6�4#ค5O�2�5�/� 2�#� . N%9 P/� O�/��6�3�6Q��4%�%2N#6� 

ค/4#N27P$��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ (30) �8P��%2�/��4% 9Q��4�25ห%3��4%�3��4%
ค/4#N27P$�25ห%3�N/O�R��์ O�N�N�O� 4 �%2�/��4% �3��7Q 

�@%�?��@%�%? $์2B� (Asset Management) 
  �4%�3��5%4$�4%�%3 $์26�N�O��3Q��/�O%��/��4%/4�O���4%�5N�6��4%%3�14ค/4##3P�ค�
�'/�"3$N 9P/QหO�%4�/N4ห�N/$�4�#7�%3 $์26�Q��7P�2�O/����O/� #7ค/4#N27P$�Q��7P�2�O/��3��4%
�4#'5�3�ค/4#25ค3��O/$�%3 $4�%�7P#7�5�3� O'2#7�%3 $์26�Q��7P#7�N/�Pห/Nค/4##3P�ค��'/�"3$  

�7P�O/�R�O%3��O/��3��N/�N�6��4%P�#�7�%3 $์26�ห%9/�O/#;'�/�ห�N/$�4�  
  �4%�3��5%4$�4%�%3 $์26�ค/%%/#�8��%3 $์26��7P�3��O/�R�O N�N� Nค%9P/��%6�4%N/O� O'2
�%3 $์26��7P�3��O/�R#NR�O N�N� P�%O�%#25ห%3�QหO�%6�4%N/O� 23��4 %/#�8��%3 $์26��4��ั��4 
%/#�8��:ค'4�%O'2N/�24%�7 PN�7 P$/�O/� N�N� O��"4 %2�� (System Diagram) P�$%4$�4%
�%3 $์26�ค/%%2�: O'2�3��8��O/#;'�7PN�7P$/�O/��3��%3 $์26�/$N4��O/$ �3�O2��Q��4%4� �1 

�@%@� �1 %4$'2N/7$��7P%2�:Q�%4$�4%�%3 $์26� 
%4$�4% %4$'2N/7$� 

%ห32�%2�5�%3 $์26� Q�O25ห%3��4%%2�: �6��4# O'2�3��4%�%3 $์26� �8P��%2�/��O/$ %ห32�7N%7$' 
�O4$�5�3��%3 $์26� O'2%ห32�4%์PคO�ห%9/ค6//4%์PคO� N�O�/$N4��O/$ 

�9P/N%7$��%3 $์26� N 9P/Q�OQ��4%%2�:�%3 $์26� 
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%4$�4% %4$'2N/7$� 
ค5/�6�4$�%3 $์26� N 9P/QหO�O/#;'N 6P#N�6#N�7P$/�3��%3 $์26�O'2/3��:�%22�ค์�/��4%Q�O�4�

�%3 $์26�P�$23�N�� 

!ั��์�3��7P25ค3��/�
�%3 $์26� 

N 9P/Q�OQ��4%%2�:ห�O4�7PO'2ค/4#25ค3��/��%3 $์26� 2�3�2�:��4%�%/�
�%2N#6�O'2�4%��6�3�6�4#�O/�5ห�� 

�4%�5O���%3 $์26� N 9P/�3��':N#�%3 $์26��7P#7'3�1�2�7PNห#9/��3� P�$/4�O�N��5O���':N#�4#
�%2N"� �5Oห�N��7P/$;N ห%9/ค/4#N�O�N�O4�/� N�O��O�  

N�O4�/�O'2/ห%9/
�;O�5N�6��4% O'2/ห%9/ 
�;O�;O'�%3 $์26� 

N�O��4%%2�:�;O�;O'O'2%3��6��/��%3 $์26� �8P�N�O��;OQ�O�4� ห%9/�3��4%
�%3 $์26� P�$/4��2%2�:�N/��4��6��N/�O/$ 

�5Oห�N��4��4$"4 
�/��%3 $์26� 

%2�:/N4�%3 $์26�#7�4%�6��3Q� �4%Q�O�4� O'2�3�N�O�/$;N�7PQ� N 9P/Q�OQ��4%
�6��4#�%3 $์26� 

/3�N/'4�4%�%/�2/�
�%3 $์26� 

N 9P/QหO�%4�/N4�%3 $์26�$3�24#4%��6��4#R�OO'2�O/#;'N�7P$/�3��%3 $์26� 
$3�#7ค/4#�;��O/� 

#;'คN4�/��%3 $์26� N�O��ั��3$Q��4% 6�4%�4%2�3�ค/4#25ค3� O'2#4�%�4%�7P�2�O/�%3�14 
ค/4##3P�ค��'/�"3$�/��%3 $์26� 

/3��7P�3��8��%3 $์26�
N�O4%2�� 

�3��8�/3��7P���3��8�%4$�4%�%3 $์26�N�O4%2���/�ห�N/$�4� 

2�4�2Q�O�4��%3 $์26� N 9P/%2�:/N4�%3 $์26�/$;N%2ห/N4��4%Q�O�4� Q�O�4�R�O���6 �5%:� ห#�/4$: 
ห%9/�5ห�N4$//� N�O��O� 

/4$:�4%Q�O�4��/�
�%3 $์26� 

N 9P/QหO�%4�/4$:�4%Q�O�4��/��%3 $์26� O'2N�O��O/#;'O�O�N�9/��4%
�5N�6��4%Q� N �3��%3 $์26��7Pห#�/4$:�4%Q�O�4� N�N� �4%�N//4$: 
�4%Q�O�4� �4%�N//4$:�4%�5%:�%3�14 �4%�3��3��726��%3 $์ O'2 

�4%�5ห�N4$�%3 $์26� 

%2�3�ค/4#25ค3��/�
�%3 $์26� 

P�$ 6�4%�4�4�#;'คN4�/��%3 $์26� �'�%2���7P�2N�6��8Q�N#9P/�%3 $์26�
N�6��5%:� N27$ห4$ ห%9/�;�'2N#6� N�O��O� 

�;O�7P#726��6NQ��4%Q�O�4�
�%3 $์26� 

P�$%2�:/N4�:คค'�7P24#4%�N�O4�8��%3 $์26� %/#�8�26��6NQ��4%Q�O�4�
�%3 $์26� 

�4%�8Q��N/�3��/�
�%3 $์26� 

N 9P/%2�:ค/4#23# 3��์�7P�%3 $์26�ห�8P��O/� 8P� 4ห%9/N�9P/#P$��3�/7�
�%3 $์26�ห�8P�Q��4%�5�4�ห%9/QหO�%6�4%  

'3�1�2/9P�N �/�
�%3 $์26� 

N�O��4%%2�:�O/#;'/9P� N �/��%3 $์26� N�N� N//%์�3��/�P�%O�%# �4%�3Q�คN4 
%2$2N/'4�4%%3��%2�3� �%2/3�6�4%�N/#�5%:� %;�"4 �/��%3 $์26� 

 

�@%�%>N#B�ค/@#N2CP$� (Risk Assessment)  
  �4%�%2N#6�ค/4#N27 P$�N�O�ห�8P�Q��%2�/��4%25ค3�Q��4%�%6ห4%�3��4%ค/4#N27 P$� 

N 9P/QหOห�N/$�4�24#4%��3�2%%�%3 $4�%�7P#7�5�3�N 9P/�3��4%ค/4#N27P$��4#'5�3�ค/4#25ค3� 

QหO/$; NQ�%2�3��7 Pห�N/$�4�24#4%�%3�R�OO'2ค�%2�3�ค/4#N27 P$��3 Q�QหO/$; NQ�%2�3��7 P�5ห��  

P�$ห�N/$�4�ค/%�2 6�4%�4�%2N#6�ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$R�N�/%์ /$N4��O/$�?'2  
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1 ค%3Q� ห%9/N#9P/#7�4%N�'7P$�O�'��7P25ค3� O'2ค/%�2#7�4%�%3��%:��2N�7$�ค/4#N27P$��:�ค%3Q� 
ห'3��4%�%2N#6�ค/4#N27P$��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์25ห%3�N/O�R��์ 

  Q��4%�%2N#6�ค/4#N27P$� ห�N/$�4�/4��2 6�4%�4�%2N#6�ค/4#N27P$�R�O 2 %;�O�� R�OO�N 
�4%�%2N#6�ค/4#N27P$�N�6��%6#4� �8P�N�O��4%�5ห��คN4�3/O�%�7PQ�OQ��4%�%2N#6�ค/4#N27P$�O��
'2N/7$� O'2�4%�%2N#6�ค/4#N27P$�N�6�ค:�"4  �8 P�N�O��4%O�N�คN4�3/O�%N�O��': N#ห%9/%2�3�  
N�N� �P5 �'4� 2;� ห%9/O�N�N�O�%2�3� 1 �8� %2�3� 5 �8�O#O/N4�4%�%2N#6�ค/4#N27P$�N�6��%6#4� 

�2�N/$QหO24#4%�N�%7$�N�7$�ค/4#N27P$�R�O�3�N�� O�N#7�O/N27$N�9P/��4�Q�ON/'4#4�O'2#7�3Q��/�
$:N�$4� �3��3Q� ห'4$2�4��4%�์�8�N'9/�Q�O�4%�%2N#6�ค/4#N27P$�N�6�ค:�"4  �8P��5N�6��4%�N4$�/N4  
O'222�O/�ค/4#N27 P$�R�OQ�"4 �/O4� �8 P�Q�O�N'2ห�N/$�4�24#4%��5ห��%2�3�คN4�3/O�%  

QหONห#422#O�N'2ห�N/$�4� �3 Q��7 Q ห�N/$�4�ค/%Q�ON���์N�7$/�3�N 9 P/QหO24#4%�N�%7$�N�7$� 

%2�3�ค/4#N27P$��/�O�N'2ห�N/$$N/$"4$Q�ห�N/$�4�R�O  
  ห�N/$�4�/4��2 6�4%�4�3Q��/�ห'3�Q��4%�%2N#6�ค/4#N27P$� �3��7Q 

1) �4%%2�:"3$ค:�ค4# N�O��3 Q��/��/��4%%2�:"3$ค:�ค4#�7 P/4�N�6��8 Q�  O'22%O4� 
ค/4#N27$ห4$QหO�3��%3 $์26� %/#�8�"3$ค:�ค4#�7PN�6��4��:คค' N�N� �4%'2N#6�O'2P�%�%%#�O/#;' 
�4%�6�#3'O/%์ O'2�4%�3��/4��4%�5�4��/�%2�� O'2"3$ค:�ค4#�7 PN�6��4�"3$�%%#�4�6  
N�N� �Q5�N/# R!Rห#O O�N��6�Rห/ 

2) �4%%2�:�N/�Pห/Nค/4##3P�ค��'/�"3$ N�O��4%%2�:�:�/N/��/�%2�� �7P�;OR#N�%22�ค์�7
24#4%�Q�ON 9P/N�O4�8�%2��O'2�O/#;'P�$R#NR�O%3�/�:�4� �/��4��4%%2�:�N/�Pห/Nค/4##3P�ค�
�'/�"3$�/��/!�์O/%์O'O/  $3��O/�%2�:� N/�Pห/ Nค/4##3 P�ค��'/�"3$�/�04%์�O/%์  O'2 

�/�%2��/9 P� N � O/$ Oห'N�� O/# ;'�7 P25ค3��7 P%/�%/#�O/#;'� N/�Pห/ Nค/4##3 P�ค��'/�"3$  
ค9/ Pค%��4% CVE Program P�$ MITRE (41) �8 P�#7�4%%/�%/#�N/�Pห/Nค/4##3 P�ค��'/�"3$ 

�7P#7�4%N�>�N�$2;N24�4%�2R/O 
3) �4%%2�:ค/4#�7P N�O��4%�%2#4��4%P/�42N�6�"3$ค:�ค4# Q��4%�%2N#6�ค/4#N27P$� 

N�6��%6#4��4%%2�:ค/4#�7P�2%2�:N�O�คN4N�'7P$�5�/�ค%3Q��7P"3$ค:�ค4#N�6��8Q��N/�? N�N� 2 ค%3Q��N/�? 
ห%9/ 0.1 ค%3Q��N/�? (N�6� 1 ค%3Q��:� N 10 �?) 2N/��4%�%2N#6�ค/4#N27P$�N�6�ค:�"4  �4%%2�:ค/4#�7P
#3��2%2�:N�O�%2�3� N�N� �O/$ �'4� #4� ห%9/%2�3� 1 �8�%2�3� 5 

4) �4%%2�:�'�%2�� N�O��4%�%2#4��4%%2�3�ค/4#%:�O%��/��'�%2���7P/4�N�6��8Q� 

�4�"3$ค:�ค4#�N/ค%3Q� Q��4%�%2N#6�ค/4#N27P$�N�6��%6#4� �4%%2�:�'�%2��#3��2�5ห��N�O�#;'คN4 
�/��%3 $์26�O'2คN4Q�O�N4$/9P� N �7PN�7P$/�O/�ห4��%3 $์26�N�6�ค/4#N27$ห4$ N�N� Nค%9P/��%6�4%N/O�
N27$ห4$�4�R!Rห#O #7#;'คN4 2 O2��4� 2N/��4%�%2N#6�ค/4#N27P$�N�6�ค:�"4 �4%%2�:�'�%2��
#3��2%2�:N�O�%2�3� N�N� �P5 �'4� 2;� ห%9/%2�3� 1 �8� %2�3� 5 

5) �4%/6Nค%42ห์%2�3�ค/4#N27 P$� N�O��4%ค5�/�R�O�4�P/�42N�6�O'2�'�%2��  
Q��4%/6Nค%42ห์ค/4#N27P$�N�6��%6#4� ค5�/�R�O�4�ค/4#�7P�7P�2N�6�"3$ค:�ค4#N�'7P$�N/�?ค;��3�#;'คN4
ค/4#N27$ห4$�7PN�6��8Q��N/ค%3Q� N�N� P/�42R!Rห#ONค%9P/��%6�4%N/O�N�'7P$ 0.1 ค%3Q��N/�? R!Rห#O�N/ค%3Q� 
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�5QหON�6�ค/4#N27$ห4$ 200,000 �4� �2R�Oค/4#N27P$�N�O� 20,000 �4��N/�? 2N/��4%�%2N#6� 

ค/4#N27P$�N�6�ค:�"4 �2#7�4%�5�4%4�ค/4#N27P$�O'2�5ห��%2�3�ค/4#N27P$��3�O2��Q��4%4� �2  

�@%@� �2 �3//$N4��4%4��%2N#6�ค/4#N27P$�N�6�ค:�"4  
 

                 %>�?��ล�%>�� 

%>�?�ค/@#�CP 
1 2 3 

3 �'4� 2;� 2;� 
2 �P5 �'4� 2;� 
1 �P5 �'4� 2;� 

  ห'3��4��4%/6Nค%42ห์ค/4#N27 P$�ห�N/$�4�/4��2N'9/�/6� 7�4%�3��4%ค/4#N27 P$��/� 
O�N'2�%3 $์26��4#ค/4#Nห#422# P�$ค/%�2 6�4%�4�4#'5�3�ค/4#25ค3� O'2�%3 $4�% 

�7Pห�N/$�4�#7 P�$%4$�4%�7P#7ค/4#N27P$�2;�ค/%R�O%3��4%�3��4%O'2Q�O#4�%�4%ค/�ค:#�7PN�O#�/� 
Q���2�7P%4$�4%�7P#7ค/4#N27P$��P5�/N4 /4��2 6�4%�4�%3�'�ค/4#N�O#�O��/�#4�%�4%ค/�ค:# 

R�O�4#ค/4#Nห#422# 

�@%�%>N#B��Nอ�Pห/NOล>�@%��2อ�N�@>%>�� (Vulnerability Assessment and 
Penetration Testing)  
  �4%�%2N#6�ค/4#N27 P$��4��N/�Pห/N (Vulnerability Assessment) N�O��%2�/��4% 
�7 PQ�ON 9 P/�%/�2/�O'2%2�:�N/�Pห/N�/�%2��ค/# 6/N�/%์ Pค%�2%O4�Nค%9/�N4$29 P/24%�O/#;'  
Nค%9P/��%6�4%N/O� O'2N/O�O/� '6Nค�3� �7P/4��5QหON�6�ค/4#N27P$��N/ค/4##3P�ค��'/�"3$�/��O/#;'
O'2%2�� N�N� �N/�Pห/NQ�2N/�N2%6#�/�%2���%6ห4%�3��4%N/O�R��์ �7P$3�R#NR�O%3��4%�%3��%:�  
�4%�5ห��คN4%2���7 PR#N�'/�"3$ ห%9/�4%�%3�O�N��4%�3 Q�คN4�7 PR#N� ;��O/� N�O4ห#4$ห'3�  

�/��4%�%2N#6�ค/4#N27 P$��4��N/�Pห/N ค9/ �4%�5QหO%2��#7ค/4#O�O�O%�O'2�'/�"3$�4�  

�4%P�#�7�/��;OR#N�%22�ค์�7 P�$#7O�/�4�Q��4%�5N�6��4% �3��7Q 
1) �4%2O���N/�Pห/N �;O�;O'%2��Q�ONค%9P/�#9/Q��4%2O���N/�Pห/N  N 9P/คO�ห4�N/�Pห/N�/�

%2��ค/# 6/N�/%์ %2��Nค%9/�N4$ ห%9/N/O�R��์ �7P/4�N27P$��N/�4%�;�P�#�7 ห�N/$�4�ค/%#7�4%2O��
�N/�Pห/NN�O��%2�5�4#%2$2N/'4�7PNห#422#4 O�NR#Nค/%N�6� 90 /3�  

2) �4%/6Nค%42ห์�'�4%2O�� ห'3��4��4%2O���N/�Pห/NN2%O�26Q� �;O�;O'%2���2/6Nค%42ห์
�''3 �์N 9P/%2�:�N/�Pห/N�7P#7ค/4#N27P$�2;�O'2�O/��4%�4%O�OR�P�$N%N��N/� 

3) �4%2%O4�%4$�4�O'2O�2�5 �;O�;O'%2���22%O4�%4$�4��7P%/#�O/#;'N�7P$/�3��N/�Pห/N  
�7P �%2�3�ค/4#%:�O%� O'2�O/O�2�5N 9P/�%3��%:�ค/4##3P�ค��'/�"3$�/�%2�� �8P�24#4%�
�5R�Q�ON 9P/�4%�%3��%:�ค/4##3P�ค��'/�"3$Q�ห�N/$�4�R�O/$N4�#7�%226��6"4  

 
4 Q��@1พB�@1ณ@1>0>N/ล@ทC่Nห/@>./Q��@1.O���Nอ�Pห/N อ@��>พB�@1ณ@อO@�อB��@�1>0>N/ล@�อ��@1Q�O!1>P0��์�@��Nอ�Pห/N ต?/อ0N@�N�N� 
1@0�@��อ� Threat Research Unit, Qualys 42. Abbasi S. 2023 Threat Landscape Year in Review: If Everything Is 
Critical, Nothing Is 2023 [Available from: https://blog.qualys.com/vulnerabilities-threat-research/2023/12/19/2023-threat-
landscape-year-in-review-part-one. 1> >/N@1>0>N/ล@Q��@1Q�O!1>P0��์�@��Nอ�Pห/N�อ�1>  Q��@1P�/ตC/CคN@N�ลC่0อ0?NทC่ 44 /?� ห�N/0�@�
ค/1/C�@1.O���Nอ�Pห/NN!็�!1>�Aท>� 30 /?� 
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�@%��2อ��@%N�@>%>�� (Penetration Testing: Pentest) 
  �4%��2/��4%N�42%2�� (Penetration Testing) N�O��%2�/��4%�7PQ�ON 9 P/��2/� 
ค/4#N�O4�8� O'2ค/4#O�O�O�%N��/�%2��ค/# 6/N�/%์ ห%9/Pค%�2%O4�Nค%9/�N4$ P�$#7/3��:�%22�ค์
N 9P/คO�ห4�N/�Pห/N �7P#7P/�42�;�P�#�7O'2N27P$��N/ค/4##3P�ค��'/�"3$ P�$�4%��2/�N�42%2�� 
�2�5N�6��4%P�#�7O��N2#9/��%6� �7P/4�#4�4��;OR#N�%22�ค์�7 N 9P/�%4��8��:�/N/��/�%2��ห%9/
O/� '6Nค�3� ห�N/$�4�/4��2 6�4%�4�5N�6��4% �3��7Q 

1) �4%��2/��4%N�42%2��N/O�O/� '6Nค�3� �; ON�7 P$/�4��O4�ค/4##3 P�ค��'/�"3$ 

�2�5N�6��4%�4%��2/��4%N�42%2��P�$'/�N'7$�O���4%P�#�7�%6� N �3�N�O4ห#4$ �8P�N�O� 

N/O�O/� '6Nค�3� N�N� �4%P�#�7O�� SQL Injection �4%P�#�7O�� Cross-Site Scripting (XSS) 
ห%9/�4%N�42%2���4��4%O/�/O4�N�O��;OQ�O (User Impersonation) 

2) �4%��2/��4%N�42%2�� P�$�;ON�7P$/�4��2�5�4%��2/��4%N�42%2�� P�$ 6�4%�4
�4��4%N�O4�8�P�$R#NR�O% 3�/�:�4� (Unauthorized Access Control) O'2�4%ห'�N'7 P$� 
�4%�%/��3��/�/:��%�์�O4�ค/4##3P�ค��'/�"3$ N�N� ห'�N'7P$��4%�O/��3�R!%์//''์ (Bypass 
Firewall) O'2ห'�N'7P$��4%�%/��3��4%�:�%:� (Bypass IDS/IPS) N�O�25ค3� 

 �ั��3$Q��4%�5N�6��4%��2/��4%N�42%2��N/O�R��์/4��2�5N�6��4%/$N4��O/$ �3��7Q 
1) �/�N���/��4%��2/� P�$/4��2��2/��3Q�%2��ห%9/��2/�N� 422N/� N�N�  

%2��Nค%9/�N4$ O'2%2��N/O�O/� '6Nค�3� 
2) �;O��2/�%2�� P�$/4��2Q�O�;O��6�3�6�4��4�"4$Q�ห%9/Q�O�%6�4%��2/�N�42%2��  

�4�"4$�/� 
3) %;�O���4%��2/� 24#4%�O�N��4#�O/#;'�7PQ�OQ��4%N�42%2�� ค9/ �4%N�42%2�� 

O��R#N#7�O/#;'ห%9/�4%�5'/��4%N�42%2���4�"4$�/� �4%N�42%2��O��#7�O/#;'�3Q�ห#�  
ห%9/�4%�5'/��4%N�42%2���4�"4$Q� O'2�4%N�42%2��O��#7�O/#;'�4�2N/� 

4) คN4Q�O�N4$�7PQ�OQ��4%��2/�N�42%2�� 
5) %4$�4��'�4%��2/� P�$%2�:%4$'2N/7$��7 P�O/��4% O'2%;�O��Q��4%%4$�4�  

�7P24#4%��5R�Q�O�4�R�O 
  ห�N/$�4�/4��2 6�4%�4N'9/��;OQหO�%6�4%��2/�N�42%2��/$N4��O/$ �3��7Q 

1) %;�O���/��4%QหO�%6�4% P�$N'9/��;OQหO�%6�4%�7P��2/�N�42%2���3Q��O/$%2��/3�P�#3�6
O'2�;ON�7P$/�4� 

2) ค/4#24#4%��/��; ON�7 P$/�4��7P�5N�6��4%��2/�N�42%2�� P�$24#4%� 6�4%�4  
�4�Q�%3�%/��O4��4%��2/�N�42%2���7PR�O%3� N�N� OSCP OSWE GPEN GWAPT ห%9/Q�%3�%/� 
/9P��7PN�7P$/�O/� 

3) ค/4#�N4N�9P/�9/�/��;OQหO�%6�4% P�$24#4%� 6�4%�4R�O�4��'�4%��6�3�6�4��7P�N4�#4 
�9P/N27$��/��%613� O'2ค/4# 8� /Q��/��;O%3��%6�4%Q�/�7� 

4) ค/4#24#4%�Q��4%%3�14ค/4##3 P�ค��'/�"3$�/��O/#;' P�$24#4%� 6�4%�4  
R�O�4�#4�%�4��4��O4�ค/4##3 P�ค��'/�"3$Q��4%��6�3�6�4� �4%�%/�2/��%2/3�6 �3��4�  
Q��4%�O4��4� O'2�4%%3��%2�3�ค/4#N27$ห4$ 

5) คN4Q�O�N4$�7PQ�OQ��4%��2/�N�42%2�� P�$/4��2 6�4%�4�/Q�N2�/%4ค4�4��;O�%6�4%
ห'4$%4$ 
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�Oอ 6.2 �@%�้อ��?�ค/@#N2CP$��CPอ@��>N�B��DQ��?�N/O�R��์ (Website Security Protection) 

�Oอ 6.2.1 �@% ?��@P�%O�%#�%>$F��์��N/O�อ$N@�#?P�ค��ลอ�"?$ 

  �4% 3��4P�%O�%#�%2$:��์��N/O�/$N4�#3P�ค��'/�"3$ ห#4$�8� �4%��6�3�6O'2#4�%�4%
�7PQ�O%2ห/N4��4%2%O4�P�%O�%#�%2$:��์��N/O�N 9P/'�ค/4#N27P$� O'2�>��N/�Pห/N�O4�ค/4##3 P�ค�
�'/�"3$�7 PN�O�R�R�O �8 P�%/#�8��3 Q��/��N4� N �/�/��%�7/6��4% 3��4 �3 Q�O�N�4%/4�O��O'2
//�O�� R����8��4%�5R�Q�O O'2�4%�;O'%3�14 ห�N/$�4�/4��2 6�4%�426P�25ค3�Q��4%%3�14
ค/4##3P�ค��'/�"3$�/��4% 3��4P�%O�%#�%2$:��์��N/O�R��์ �3��7Q 

1) �4%2%O4�O���5'/�"3$ค:�ค4# (Threat Modeling) N 9P/%2�:ค/4#N27P$��O4�ค/4##3P�ค�
�'/�"3$ �N/�Pห/N O'2N/�N�/%์P�#�7�7P/4�#7�'�N/P�%O�%#�%2$:��์��N/O�R��์ 

2) �4%N�7$�PคO��7P�'/�"3$ (Secure Coding Practices) ห�N/$�4�ค/%�2��6�3�6�4#
�O/O�2�5O'2�4%2%O4�PคO��7 P�'/�"3$ N 9 P/'�ค/4#N27 P$��7 P ��N/$ N�N� �4%P�#�7O�� SQL 
Injection �4%P�#�7O�� XSS O'2 �4%P�#�7O�� Cross-Site Request Forgery (CSRF)  

3) �4%�%/�2/�O'2�5ค/4#22/4��O/#;'�7P%3�N�O4 (Input Validation and Sanitization)  
N 9P/�O/��3��4%�O/��O/#;'�7PN�42���4��;OR#N�%22�ค์�7 �4%%3�%/���N/�O'2�4%/�:�4� �4%�5N/4
�'R��4%%3�%/���N/��7PO�O�O�%N�N�O4R�N 9P/$9�$3��3/���/��;OQ�O  

4) �4%ค/�ค:#�4%N�O4�8� N 9P/�5�3��4%N�O4�8�R�$3�!ั��์�3�O'2�%3 $4�%�7P#7ค/4#25ค3� 
�4#���4�O'226��6 N�/��; OQ�O �4%�%6ห4%�3��4%N�2�3� �4%Q�ON�ค�6ค�4%�%6ห4%�3��4%N�2�3� 
�7 P�'/�"3$N 9 P/���O/�%ห32N�2�3� �O/��3��4%P�#�7�4%�>�N�2�3�  O'2%3�14ค/4#'3�O'2 
ค/4#2#�;%�์�/��O/#;'N�2�3�  

5) �4%N�O4%ห32�O/#;' #7ค/4#25ค3��7P 3�/$;NO'2�N/N�9P/� P�$Q�O�3Q��/�/6�7�4%N�O4%ห32O'2 
P %P�ค/'�4%29P/24%�7PN�O�#4�%�4� N 9P/�O/��3��4%N�O4�8��O/#;'O'2�4%'2N#6��O/#;'  

6) �4%�5ห�� Header �7PNห#422#Q��4%�/�2�/� HTTP N 9P/N 6P#ค/4##3P�ค��'/�"3$
�N/�4%P�#�7�7P ��N/$Q�N/O� N�N� �4%P�#�7O�� XSS �4%P�#�7O�� CSRF O'2�4%P�#�7�O/$�4%
ค'6� R'�%4% 7O'2P�%O�%#�N/$ �4%/3�N��O'2O�OR�R'�%4%7  O'2P�%O�%#�N/$�7 P Q� OQ� 
O/� '6Nค�3�N 9P/'�ค/4#N27P$��4��N/�Pห/N�O4�ค/4##3P�ค��'/�"3$�7P�%4�  

7) �4%��2/�ค/4##3P�ค��'/�"3$/$N4�N�O�%2�� %/#�8��4%��2/��8P�N�O��4%O�%�O��  
�4%N�O4�8��4%2O���N/�Pห/N 
  �4%//�O��N/O�R��์�7P#7ค/4##3P�ค��'/�"3$N�O��3Q��/�25ค3�Q��4% 3��4N/O�R��์ N %42N�O�
�4%�O/��3��4%P�#�7O'2�4%�P#$�O/#;'�7 P/4�N�6��8 Q� ค/% 6�4%�4#4�%�4%�O/��3��4%P�#�7  
�7PN�O#�/� N 9P/�O/��3�"3$ค:�ค4#�4�R�N�/%์�N4� N N�N� �4%P�#�7O�� SQL Injection �4%P�#�7 
O�� XSS O'2�4%P�#�7 CSRF �8P�/4��5QหO�O/#;'';�คO4ห%9/�O/#;'�7P25ค3��;��P#$ห%9/N�>�N�$  
ห�N/$�4�/4��2 6�4%�4O�/�4��3//$N4�Q��4%//�O��N/O�R��์�7P#7ค/4##3P�ค��'/�"3$ �3��7Q 

1) �4%Q�O HTTPS N 9P/N�O4%ห32�O/#;'�7P�;�2N�%2ห/N4�Nค%9P/��%6�4%N/O�O'2�;OQ�O�4�  
2) �4%Q�O�'R��4%%3�%/��3/��2/��3 Q��/� (Two-Factor Authentication) ห%9/ 

�4%%3�%/��3/��ห'4$�3Q��/� (Multi-Factor Authentication) N 9P/N 6P#ค/4##3P�ค��'/�"3$ 

Q��4%N�O4�8��O/#;' 
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3) �4%�%/�2/�O'2/4�O���4%�O/��3��4%P�#�7/$N4�N�O�%2�� P�$Q�O%2���%/��3�  
�4%�:�%:�O'2%2���O/��3��4%�:�%:� IDS/ IPS ห%9/Nค%9P/�#9/�%/�2/��N/�Pห/N (Vulnerability 
Assessment Tool) N 9P/�%/�2/�O'2�O/��3��4%P�#�7�N4� N �7PN�O�R�R�O 

4) �4%N'9/�Q�O Web Application Framework �7P#7ค/4##3P�ค��'/�"3$ 

หล?กก@ร DevSecOps 
  ห'3��4% DevSecOps N�O�O�/ค6�Q��4%�24��4% 3��4�/!�์O/%์ (Dev) ค/4##3P�ค�
�'/�"3$ (Sec) O'2�4%�5N�6��4� (Ops) N�O4�O/$�3�/$N4�%/�N%O/O'2�N/N�9P/� P�$N�O��4%2%O4�
�/!�์O/%์�7P#7ค/4##3P�ค��'/�"3$/$N4�N%O/O'2#3P�ค��3Q�O�N�3Q��/��4% 3��4���8��4%Q�O�4��%6� 
ห'3��4%�7 Q�5QหO�7# 3��4�/!�์O/%์#7ค/4#%3��6��/��N/ค/4##3 P�ค��'/�"3$N�O�2N/�ห�8P� 
�/��%2�/��4%  3��4O'2�4%�5N�6��4��:��3Q��/� ห�N/$�4�/4��2 6�4%�4O�/�4��3//$N4� 
Q��4%�%3�Q�Oห'3��4% DevSecOps �3��7Q 

1) �7# 3��4�/!�์O/%์/4�Q�ONค%9 P/�#9/�4%��2/�ค/4##3 P�ค��'/�"3$Q��3 Q��/� 

�4% 3��4N 9P/�%/�2/��N/�Pห/NO'2�3R��/�PคO�/$N4�N�O�%2��  
2) �7# 3��4$3�24#4%��5ห'3��4% Infrastructure as Code (IaC) #4Q�ON 9 P/2%O4� 

O'2�%6ห4%�3��4%2�4�ั�$�%%#�/�%2���7P#7ค/4##3P�ค��'/�"3$/$N4�#3P�ค�O'2N�O�%2��  
3) �4%Q�Oห'3��4% Continuous Integration (CI) O'2 Continuous Deployment (CD)  

N�O�2N/�ห�8P��/��4%Q�O DevSecOps �7P�N/$QหO�4% 3��4�/!�์O/%์O'2�%3��%:�%2��N�O�R� 
/$N4�%/�N%O/O'2#7�%226��6"4  

ห�N/$�4�/4��2 6�4%�4�8��4%Q�Oห'3��4% DevSecOps Maturity Model (DSOMM)  
�/�#;'�6�6 OWASP (43) #4Q�ON 9P//3�%2�3�/:�6"4/2Q��4%�%2$:��์Q�Oห'3��4% DevSecOps  
Q��4% 3��4N/O�R��์QหO#7ค/4##3P�ค��'/�"3$Q�O�N'2#6�6 �%2�/��O/$  3��4O'2�4%�%3�Q�O 
(Build and Deployment) /3���%%#O'2/�ค์�% (Culture and Organization) �4%�5R���6�3�6 
(Implementation) �4%%/�%/#�O/#;' (Information Gathering) �4%��2/�O'2�4%�%/�2/� 
(Test and Veri昀椀cation)  

�Oอ 6.2.2 %@$ล>NอC$��ั��?$N2CP$��O@�ค/@##?P�ค��ลอ�"?$�อ�N/O�R��์�CP �R�O�Nอ$�อ� OWASP 

  #;'�6�6 OWASP �8P�N�O�#;'�6�6�7P�O/��4%2N�N2%6#ค/4##3P�ค��'/�"3$�7PN�7P$/�O/��3��4% 3��4
O'2Q�O�4�O/� '6Nค�3� R�O#7�4%%/�%/#O'2N�$O %N�ั��3$N27 P$��4�ค/4##3P�ค��'/�"3$�/� 
N/O�O/� '6Nค�3��7P �R�O�N/$ 10 /3��3�O%� �8P�ห�N/$�4�24#4%� 6�4%�4�5R�Q�O�%2P$��์Q� 

�4% 3��4O/� '6Nค�3���N/O�R��์N 9P/QหO#7ค/4##3P�ค��'/�"3$ 

�Oอ 6.2.3 �@%ออ�O��2�@�ั�$�%%#N/O�R��์อ$N@�#?P�ค��ลอ�"?$ 

ออ�O��Pค%�2%O@�N/O�R��์P�$�@%N�EPอ#�Nอ Front End, Back End, Database, Reverse Proxy 

  �4%N�9P/#�N/%2ห/N4�2N/�ห�O4 (Front End) 2N/�ห'3� (Back End) �4��O/#;' (Database) 
O'2  %O/��7$O/��'3� (Reverse Proxy) N�O�2N/�25ค3�Q�Pค%�2%O4��/�N/O�R��์ห%9/O/� '6Nค�3� 
N 9P/QหO%2���5�4�R�O/$N4�#7�%226��6"4 O'2N�O�%2��  P�$ห�N/$�4�/4��2 6�4%�4//�O��
Pค%�2%O4�N/O�R��์ �3��7Q 
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1) 2N/�ห�O4 (Front End) N�O�2N/��7P�; OQ�O�4�24#4%�NหO�O'2��623# 3��์�3�N/O�R��์R�O  
�8P��%2�/��O/$ /�ค์�%2�/��7PO2���'��ห�O4�/�/��;OQ�O N�N� ห�O4 HTML CSS O'2 JavaScript 

2) 2N/�ห'3� (Back End) N�O�2N/��7P�;O'�4%�%2#/'�'O'2�4%�3��4%�O/#;'�/�N/O�R��์   
P�$�5ห�O4�7P%3�ค5�/�4�2N/�ห�O4 N 9P/�4%�%2#/'�' O'22N��O/#;'�'3�R�$3�2N/�ห�O4 %/#�8�  
�4%�3��4%�:%�%%#�3��4��O/#;' 

3) �4��O/#;' (Database) N�O�2N/��7PQ�ON�O��O/#;'�7P�5N�O�25ห%3��4%�5�4��/�N/O�R��์  

ห%9/O/� '6Nค�3� N�N� �O/#;'�;OQ�O �O/#;'26�คO4 ห%9/�O/#;'�4%�5�:%�%%# 

4)  %O/��7$O/��'3� (Reverse Proxy) N�O�N�คP�P'$7�7 PQ�ON�O��3/�'4�Q��4%�3��4% 

O'2�%2�4$�4%%O/��/ (Requests) �4��ัP��;OQ�O�4� (Client) R�$3��ัP�Nค%9P/�ค/# 6/N�/%์O#N�N4$ 
(Server) (Nค%9P/��%6�4%N/O�) P�$�N/$N 6P#�%226��6"4 O'2ค/4##3P�ค��'/�"3$Q��4%QหO�%6�4%
�O/#;'�4�N/O�R��์ห%9/O/� '6Nค�3� P�$24#4%�Q�O�4�%N/#�3�2N/�ห'3�O'2�4��O/#;'R�ON 9P/�4%
�3��4%O'2ค/�ค:#�4%N�O4�8��O/#;'/$N4�#7�%226��6"4  

�@%/@�Nค%EPอ��%B�@%N/O� (Web Server) %N/#�?�อF��%�์�้อ��?�ค/@##?P�ค��ลอ�"?$  
  �4%/4�Nค%9P/��%6�4%N/O�O'2/:��%�์�O/��3�ค/4##3P�ค��'/�"3$/9P� N Q�%2��Nค%9/�N4$
29P/24%�O/#;'N�O��3Q��/�25ค3�Q��4%2%O4�O'2%3�14 9Q��7P�5�4��/�N/O�R��์ห%9/O/� '6Nค�3�  

QหO�'/�"3$ P�$�4%/4�/:��%�์Nห'N4�7 QQ��5Oห�N��7 PNห#422#"4$Q�Pค%�2%O4��/�Nค%9/�N4$  
N 9P/�O/��3��4%�:�%:�O'2ค/4#N27P$��N4� N �7P/4�N�6��8Q��4�"3$ค:�ค4#"4$�/�  �3//$N4�N�N� 
/:��%�์�7P/4�N�O4Q�OQ��4%�O/��3�ค/4##3P�ค��'/�"3$ N�N� R!%์//''์ (Firewall)  %2���%/��3� 

�4%�:�%:�O'2%2���O/��3��4%�:�%:� IDS/IPS O'2�4%QหO�%6�4%�O/��3� Web Application (WAF) 
24#4%��3�N�O�/:��%�์�7 P%3��6��/�Q��4%%3�14ค/4##3 P�ค��'/�"3$�/�%2��Nค%9/�N4$R�O  
P�$�4%�3Q�คN4O'2/4�/:��%�์Nห'N4�7QQหON�O4�3�Pค%�2%O4�Nค%9/�N4$/$N4�Nห#422# N 9P/QหO24#4%�
�%/��3�O'2�O/��3��4%P�#�7R�O/$N4�#7�%226��6"4  2N/�Nค%9 P/��%6�4%N/O��9/N�O�2N/�25ค3�  

�7P%3��6��/�Q��4%QหO�%6�4%N�9Q/ห4O'2O/� '6Nค�3��7P�;��O/��N/�;OQ�O�4� P�$#7ค/4#25ค3��7P�2�6��3Q� 
O'2�%3�O�N�Nค%9P/��%6�4%N/O�N 9P/QหO#7ค/4#N2�7$%O'2�'/�"3$Q��4%QหO�%6�4% ห�N/$�4�/4��2
 6�4%�4�3//$N4��4%/4�Nค%9P/��%6�4%N/O�%N/#�3�/:��%�์ค/4##3P�ค��'/�"3$N�O�/$N4��O/$�3�O2��
Q�"4 �7P �1 

 
"4 �7P �1 �4%/4�Nค%9P/��%6�4%N/O�O'2/:��%�์�O/��3�ค/4##3P�ค��'/�"3$ 

อF��%�์Oล>�%B�@%�@%%?�1@ค/@##?P�ค��ลอ�"?$ EQ��@� 

  1) R!%์//''์ (Firewall) N�O�N�คP�P'$7�7PQ�OQ��4%�O/��3�ค/4##3P�ค��'/�"3$�/�Nค%9/�N4$
ค/# 6/N�/%์ P�$�4%ค/�ค:#O'2�%/��4%N�O4�8��O/#;'�7PN�O4#4ห%9///��4�Nค%9/�N4$ N 9P/�O/��3�  

 

WAF 
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�4%�:�%:��4��;OR#N�%22�ค์�7 ห%9/�4%N�O4�8��7PR#NR�O%3�/�:�4�Q�Nค%9/�N4$ R!%์//''์�2�5ห�O4�7PN�O�
�5O ��O/��3�%2ห/N4�Nค%9/�N4$"4$Q��3�Nค%9/�N4$"4$�/� P�$�%/�2/�O'2�'O/��4%N�O4�8�  

�7P#7"4 '3�1�์�/��4%P�#�7 ห%9/�O/#;'�7PR#N 8��%22�ค์ P�$R!%์//''์24#4%��5ห���� (Rule)  
ห%9/�P$�4$Q��4%�5�4�N 9P/�O/��3��4%�:�%:��4�"4$�/� P�$�%/��3�O'2�'O/��4%N�O4�8�  

�7 P# 7ค/4#N2 7 P$�R� O N� N� �4%P�#�7� O/$/ 6� 7�4%ห% 9/�4%N� O4� 8��7 P# 6�/��O/$�4%2O�� /%์�  

(Port Scanning) ห%9/�4%P�#�7�O/$�4%N�O4�8��7PR#NN�7P$/�O/��O/$�4%�'O/� IP �7PR#NR�O%3�/�:�4� 

�4%Q�OR!%์//''์N�O�/6�7�7P#7�%226��6"4 Q��4%�O/��3�Nค%9/�N4$�4��4%P�#�7�N4� N O'2N�O�Nค%9P/�#9/
25ค3��7P�N/$QหONค%9/�N4$#7ค/4##3P�ค��'/�"3$O'2�O/��3��O/#;'25ค3��/�ห�N/$�4�R#NQหO�;�N�O4�8� 
ห%9/P�#�7P�$�;OR#N�%22�ค์�7  

 2) %2���%/��3��4%�:�%:�O'2%2���O/��3��4%�:�%:� (Intrusion Detection Systems:  
IDS/Intrusion Prevention Systems: IPS) N�O�N�คP�P'$7�7 PQ�OQ��4%�%/�2/�O'2�O/��3� 

ค/4##3P�ค��'/�"3$�/�Nค%9/�N4$ค/# 6/N�/%์ P�$�4%�%/��3�O'2�/�2�/��N/ &�6�%%#�7PN�O�
/3��%4$��Nค%9/�N4$ %2���%/��3��4%�:�%:� IDS #7ห�O4�7P�%/��3��4%�%2�5�7P#7ค/4#N27P$�ห%9/ 

N�O�/3��%4$��Nค%9/�N4$ N�N� �4%2O�� /%์� (Port Scanning) �4%Q�O�4��N/�Pห/N (Exploits) ห%9/
�4%P�#�7�O/$/6�7�4%/9P� N P�$ IDS �2�5ห�O4�7PO�O�N�9/��;O�;O'%2��N#9P/ ��4%�%2�5�7PN�O�
/3��%4$ 2N/�%2���O/��3��4%�:�%:� IPS #7ห�O4�7P�%/��3��4%�:�%:�O'2�O/��3��4%�%2�5�7PN�O�
/3��%4$P�$�%� �O/$�4%�'O/�ห%9/�3��4%N�9P/#�N/�/��;OR#N 8��%22�ค์ห%9//:��%�์�7P#7 &�6�%%#  

�7PN�O�/3��%4$ N�N� �4%�'O/� IP address �7P#7'3�1�2�4%P�#�7 �4%�'O/��4%N�O4�8��N/�Pห/N �N/$'�
ค/4#N27P$�Q��4%2;�ห4$�/��O/#;'ห%9/�4%N�O4�8��7PR#NNห#422#Q�Nค%9/�N4$ 

  3) �4%QหO�%6�4%�O/��3� Web Application (Web Application Firewall: WAF)  
N�O�N�คP�P'$7�7PQ�OQ��4%�O/��3��4%P�#�7�7PN�O�/3��%4$�N/N/O�O/� '6Nค�3� P�$%2���7Q�5ห�O4�7P  
Q��4%�%/�2/�O'2�%/��O/#;'�7 P#7�4%2N��N4�#4$3�N/O�O/� '6Nค�3� N 9 P/�O/��3��4%P�#�7  
�7P/4��N/QหON�6�ค/4#N27$ห4$ ห%9/�4%�P#$�O/#;' �4%QหO�%6�4%�O/��3� WAF �2#7ค/4#24#4%� 

Q��4%�%/��3� O'2�O/��3��4%P�#�7�N4� N �7PN�O��7P%;O�3� N�N� �4%P�#�7O�� SQL Injection �4%P�#�7
O�� XSS �4%P�#�7O�� CSRF O'2/9P� N P�$�4%N�%7$�N�7$��O/#;'�7P2N��N4�#4�3���ห%9/%;�O�� 

�7PN�O�R�R�O�/��4%P�#�7 O'2�'O/�ห%9/�5�3��4%N�O4�8��O/#;'�7P#7ค/4#N27P$�  �3��3Q� �4%Q�O�%6�4%�O/��3� 
Web Application (WAF) N�O�2N/�25ค3�Q��4%���O/�N/O�O/� '6Nค�3��4��4%P�#�7O'2 

�4%ห'/�'/� P�$�N/$'�ค/4#N27P$�Q��4%2;�ห4$�/��O/#;' �4%%3P/Rห'�/��O/#;' ห%9/�4%P�#�7�7P
N�6��8Q��4��N/�Pห/N�7PR#NR�O%3��4%ค4�ห/3� �/��4��7Q$3��N/$QหO�;O�;O'%2��#7ค/4#24#4%�Q��4%
�%/��3�O'2%2�:�4%P�#�7/$N4�%/�N%O/O'2#7�%226��6"4  

�ลB�"?��์�@%%?�1@ค/@##?P�ค��ลอ�"?$�CPO�>�AN BP#N�B# 

 1) %2���4%�3��4%Nห�:�4%�์O'2�/�2�/��O4�ค/4##3 P�ค��'/�"3$ (Security 
Information and Event Management: SIEM) N�O�N�คP�P'$7�7PQ�OQ��4%%/�%/# �4%/6Nค%42ห์ 
O'2�4%%4$�4�Nห�:�4%�์�7PN�6��8Q��3�%2��ค/# 6/N�/%์O'2Nค%9/�N4$ N 9P/�%/��3�O'2�/�2�/�
�N/ค/4#N27P$�ห%9/�4%�:�%:��N4� N �7P/4�N�6��8Q� SIEM #:N�N�O�R��7P�4%%/�%/#�O/#;'�4�Oห'N��N4� N 
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N�N� Nห�:�4%�์�4�Nค%9P/�ค/# 6/N�/%์O#N�N4$ %2��Nค%9/�N4$ O'2O/� '6Nค�3� �4��3Q� %2�� SIEM 
�2�5�4%/6Nค%42ห์�O/#;'Nห'N4�7Q N 9P/�%/��3�%;�O���7PN�O�R�R�O�/��4%P�#�7 O'2QหO�4%O�O�N�9/�  

O�N�;O�;O'%2��N#9P/ �ค/4#N27P$� ห%9/�4%N�6�Nห�:�4%�์�7P�N42�Q� %2�� SIEM #3�#7ค/4#24#4%� 

Q��4%�3��4%Nห�:�4%�์O'2�/�2�/��N/ค/4#N27P$� %/#�8��4%2%O4�%4$�4�N 9P/�4%/6Nค%42ห์O'2 

�4%29�คO��O/#;' �5QหO�; O�;O'%2��24#4%��/�2�/��N/Nห�:�4%�์�7PN�6��8Q�R�O/$N4�%/�N%O/O'2  

#7�%226��6"4  �N/$QหOห�N/$�4�#7ค/4##3P�ค��'/�"3$O'224#4%��/�2�/��N/�4%P�#�7R�O/$N4� 

#7�%226��6"4  

  2) %2�� Extended Detection and Response ห%9/ XDR N�O�O�/ค6�Qห#NQ��O4� 

ค/4##3P�ค��'/�"3$�/�N�คP�P'$724%2�N�0 �8P�N�O��4%%/�%/#�O/#;'�4�Oห'N��N4� N N�N�  
Nค%9P/�ค/# 6/N�/%์O#N�N4$ /:��%�์Nค%9/�N4$ O'2/:��%�์Q��%613� O'2�5�O/#;'Nห'N4�7Q#4/6Nค%42ห์
N 9P/�%/��3�O'2�/�2�/��N/�4%P�#�7�7PN�6��8Q� %2�� XDR #:N�N�O�R��7P�4%%/�%/#�O/#;'�4� 

Oห'N��N4� N N 9P/2%O4�#:##/��7Pค%/�ค':#O'2'8��8Q��/�2�4��4%�์ค/4##3P�ค��'/�"3$ �5QหO�;O�;O'
%2��24#4%��%/��3��4%P�#�7�7P#7%;�O���3��O/�O'2ค/4#ห'4�ห'4$R�O/$N4�#7�%226��6"4   
�4%Q�O%2�� XDR �2�N/$QหOห�N/$�4�#7ค/4#24#4%�Q��4%�%/��3�O'2�/�2�/��N/�4%P�#�7  
�7PN�6��8Q�R�O/$N4�%/�N%O/O'2#7�%226��6"4  �5QหOห�N/$�4�คO�ห4O'2O�OR��ั�ห4ค/4##3 P�ค�
�'/�"3$R�O/$N4�#7�%226��6"4 #4�$6P��8 Q� O'2�N/$'�ค/4#N27P$�Q��4%N�6�ค/4#N27$ห4$ ห%9/ 

2;�ห4$�/��O/#;'25ค3��/�ห�N/$�4� 

  3) Security Orchestration, Automation, and Response ห%9/ SOAR N�O�O�/ค6�O'2
N�คP�P'$7 N 9 P/�4%�5�4�/3�P�#3�6 O'2�4%%/#�': N#� 3 Q��/��4%�/�2�/��N/Nห�:�4%�์  

ค/4##3 P�ค��'/�"3$ N 9 P/N 6 P#�%226��6"4 O'2ค/4#%/�N% O/Q��4%�3��4%�3��4%'2N#6�  

ค/4##3P�ค��'/�"3$�/�Nค%9/�N4$O'2%2��24%2�N�0 P�$ SOAR #:N�N�O��7P�4%%/#�':N# O'2 

�4%�%224��4�%2ห/N4��%2�/��4%�N4� N �5QหO�; O�;O'%2��24#4%��/�2�/��N/Nห�:�4%�์ 

ค/4##3P�ค��'/�"3$R�O/$N4�#7�%226��6"4  P�$#7ค/4#24#4%�Q��4%�%2#/'�'�O/#;'�4%%4$�4�
Nห�:O��/3�P�#3�6 �5QหO�4%�5N�6��4%�7PN�7P$/�O/��3��4%�/�2�/��N/Nห�:�4%�์ค/4##3P�ค��'/�"3$
N�O�R�/$N4�#7%2�� �4%Q�O SOAR �5QหOห�N/$�4��/�2�/��N/Nห�:�4%�์ค/4##3P�ค��'/�"3$ 

R�O/$N4�#7�%226��6"4 #4�$6P��8Q� '�"4%2�4��7P�O/�/403$#�:1$์ �5QหOห�N/$�4�24#4%�%2�: O'2
�4%�O/��3��4%'2N#6�ค/4##3P�ค��'/�"3$�/�Nค%9/�N4$O'2%2��24%2�N�0R�O/$N4�#7�%226��6"4  

�Oอ 6.2.4 �@%ค/�คF#�@%N�O@�D� (Access Control) 

�@%�Aห�����@�Oล>2B��B์�@%Q�O�@� 

  ���4�O'226��6NQ��4%ค/�ค:#�4%N�O4�8�N�O�2N/�25ค3�Q��4%�3��4%ค/4##3P�ค��'/�"3$ 
�/�N/O�R��์ P�$�4%�5ห�����4�O'226��6NQหOO�N�;OQ�OO�N'2ค�N 9P/QหOR�O%3��4%N�O4�8��O/#;'O'2
�%3 $4�%Q�%2���7PNห#422# N�N� N�O4ห�O4�7P�O4��4%N�6�/4�#726��6NQ��4%N�O4�8��O/#;'�4��4%N�6� 
Q���2�7PN�O4ห�O4�7P�O4��4%�'4�/4�#726��6NQ��4%N�O4�8��O/#;'N�7P$/�3��4%�'4�O'2�4%2N�N2%6#
�4%�'4� �3//$N4�N�N� Q�%2���%613� XYZ #7�4%�5ห�����4�O'226��6NQหOO�N �3��4�O�N'2ค�  
P�$N�O4ห�O4�7P�O4��4%N�6�R�O%3�26��6N�4%N�O4�8�O'2O�OR��O/#;'�4��4%N�6�N�N4�3Q� Q���2�7PN�O4ห�O4�7P



- 34 - 
 

 

 

�O4��4%�'4�#726��6NQ��4%/N4��O/#;'N�7P$/�3��4%�'4�O'2�4%2N�N2%6#�4%�'4� O�NR#N24#4%�O�OR�
�O/#;'R�O �3��3Q�N#9P/#7�4%N�O4�8�%2�� %2���2�O/��%/�2/����4��/��;OQ�OO'2QหO26��6N�7PNห#422# 

�4#���4��7P�5ห��R/O �5QหO#7�4%ค/�ค:#�4%N�O4�8��O/#;'O'2�%3 $4�%Q�%2��/$N4�#3 P�ค�  

O'2�'/�"3$ 

�@%�Aห��Oล>%?�1@%ห?2�N@� 

  �4%�5ห��คN4O'2�4%%3�14%ห32�N4�N�O�2N/�25ค3�Q��4%ค/�ค:#�4%N�O4�8�Q�%2��
24%2�N�0 N�9P/��4�%ห32�N4�N�O�/�ค์�%2�/�25ค3�Q��4%%3�14ค/4##3P�ค��'/�"3$�/��O/#;' 

O'2%2���7 PN� >�Q�O�4� �4%�5ห��คN4%ห32�N4��7 P#7 ค/4##3 P�ค��'/�"3$O'2#7�4%�O/��3� 

/$N4�Nห#422# �2�N/$'�ค/4#N27P$��4��4%P�#�7O'2�4%�P#$�O/#;' P�$ห�N/$�4�/4��2 6�4%�4
�4%�5N�6��4%�5ห��O'2%3�14%ห32�N4� �3��7Q 
  (1) �5ห���O/�5ห��Q��4%2%O4�%ห32�N4� %2��24#4%��5ห���O/�5ห��N�7 P$/�3�  

ค/4#$4/�/�%ห32�N4� P�$ห�N/$�4�/4��2 6�4%�4/O4�/6��4#N/�24% NIST SP 800-63B (44) 
 (2) �4%Q�ON�คP�P'$7�4%N�O4%ห32 %2��24#4%�Q�ON�คP�P'$7�4%N�O�คN4 Hash �/�%ห32�N4�
O���4%N�O�%ห32�N4��%6�Q��4��O/#;' O'2Q�OP %P�ค/' HTTPS N 9P/%3�14ค/4##3P�ค��'/�"3$��2
2N��O/#;'%ห32�N4��N4�Nค%9/�N4$ 
  (3) �4%�3Q�คN4�4%%3�14ค/4##3P�ค��'/�"3$ ห�N/$�4��2�O/��3�ค3�QหON�'7P$�%ห32�N4�  
ห4�#7ห'3��4��4%�;�N�42�O/#;' ห%9/�P#$�O/#;'  
 (4) �3Q��/��4%N�'7P$�%ห32�N4�ค/%N�O��3Q��/��7P�'/�"3$ N�N� #7�4%2N�/7N#'N 9P/$9�$3�
�3/��R�$3��;OQ�O�4� O'2$/#QหON�'7P$�%ห32�N4��O�N/N#9P/#7�4% 62;��์/N4�;OQ�O�4�N�O4�8�/7N#'R�O�%6�  
 (5)  �4%N�'7P$�%ห32�N4�ค/%N 6P#�3Q��/��4%$9�$3��3/��N 9P/%2�:R�O/N4R#NQ�N�4%Q�OP�%O�%#
/3�P�#3�6 N�N� �4%Q�O CAPTCHA �%�7�7P#7�4%N�'7P$�O�'��O/#;' P�$�2#7%;�"4 QหO�%/�ห%9/N'9/� 

Q��N/�$9�$3��3/�� 
 (6) �3Q�คN4 Session Lock N#9P/R#N#7�4%Q�O�4�N�6� 15 �4�7ห%9/�O/$�/N4 (45) 
 (7) �O/��3��4%P�#�7O�� Brute Force �O/$�4%�3Q�คN4QหO�5�3��5�/�ค%3Q��7P'O/�/6��6�  
N�N� N#9P/'O/�/6��6��N/N�9P/�N�6� 5 ค%3Q� QหO%2�3��4%Q�O�4��3��7�3Q��3P/ค%4/ (/$N4��O/$ 15 �4�7) 
%/#�8��3Q�คN4QหO#7�4%O�O�N�9/��;O�;O'%2��N#9P/#7�4%'O/�/6��6� '4�N�6��5�/�ค%3Q��7P�5ห�� 

(8) ห4��3��7Q��7 PR#N#7�4%'O/�/6�N�6� 45 /3� ห%9/ 6�4%�4�4#ค/4#Nห#422#�/�
ห�N/$�4� ค/%�3Q�คN4QหO%2�3��4%Q�O�4��3��7�3Q�P�$/3�P�#3�6 

�@%�?Q�คN@%ห?2�N@�Qห#N 
  �4%�3 Q�%ห32�N4�Qห#Nห%9/�4%�N//4$:%ห32�N4�Q��4%ค/�ค:#�4%N�O4�8�N�O�2N/�25ค3�  

Q��4%%3�14ค/4##3P�ค��'/�"3$�/�%2�� P�$%ห32�N4��7P#7/4$:$9�$4//4�N27P$��N/�4%�;�P�#�7O'2 

�4%N�O4�8�/$N4�R#N 8��%22�ค์ �3��3Q� �4%�N//4$:%ห32�N4�N�O��%2�/��4%�7P25ค3�Q��4%�%6ห4%
�3��4%%ห32�N4�/$N4��'/�"3$ �3//$N4�N�N� 
  (1) �4%�3Q�คN4�P$�4$%ห32�N4� P�$�5ห��QหO%2��/�:�4�QหO%ห32�N4�#7ค/4#$4/2;�2:�
/$N4��O/$ 64 �3//3�1% O'2�O/�N�'7P$�%ห32�N4��:�ค%3Q��7P#7ห'3��4�/N4%ห32�N4�%3P/Rห' (44) 
  (2) �4%�3Q�คN4QหO$/#%3�/3��%2 ASCII [RFC20] ทC่24#4%� 6# ์R�O�:��3/O'2/3��%2�N/�/N4� 
Q�%ห32�N4� (44) 



- 35 - 
 

 

 

 (3) �4%�3Q�คN4ค/%�%/�2/�/N4%ห32�N4��7P�;OQ�O�3 Q��3Q�R#N�%��3�%4$�4%%ห32�N4��7PNค$%3P/Rห' 

#4�N/�ห�O4�7Q O'2R#N�Q5�3�%ห32�N4� 5 �:�'N42:��7P�;OQ�ONค$�3Q�#4O'O/�N/�ห�O4�7Q (45) 
  (4) �4%�3Q�%ห32Qห#Nค/%N 6P#�3Q��/��4%$9�$3��3/��N 9P/%2�:R�O/N4R#NQ�N�4%Q�OP�%O�%#
/3�P�#3�6 N�N� �4%Q�O CAPTCHA �%�7�7P#7�4%N�'7P$�O�'��O/#;' P�$�2#7%;�"4 QหO�%/�ห%9/N'9/� 

Q��N/�$9�$3��3/�� 

�Oอ 6.2.5 �@% B2G��์�?/��O��หล@$�ั��?$ (Multi-Factor Authentication: MFA) ห%Eอ 

�@% B2G��์�?/���@�%>��N�EPอ#P$��Oอ#GลN EPอ�@% B2G��์Oล>$E�$?��?/���@��B�B�?ล (Digital ID) 
 ห�N/$�4�ค/%�2�5ห��QหOQ�O�4%$9�$3��3/���N4�%2���4% 62;��์O'2$9�$3��3/�� 

�4��6�6�3' N�N� %2�� ThaID (R�$�7) ห%9/ห�N/$�4�/4��2 6�4%�4Q�O�4� MFA Q�'3�1�2/9P� 

Q��4%N 6P#ค/4##3P�ค��'/�"3$QหO�3�%2���4� �8P�Q�O�4% 62;��์�3/���N/��7P�2#7�4%N�O4�8��%3 $4�%
O'2%2���7P25ค3� N�O��4%�%/�2/��3/���/��;OQ�O�4�P�$Q�O�ั��3$�7PO���N4��3�#4��/N4ห�8P��ั��3$ 
�%2�/��O/$ 26P��7P�;OQ�O%;O (Something they know) N�N� %ห32�N4� 26P��7P�;OQ�O#7 (Something they have) 
N�N� P�NคO��4%�%/�2/� ห%9/26P��7P�;OQ�ON�O� (Something they are) N�N� '4$�6Q/#9/ '4$�N4#9/ 

ห%9/�O/#;'�7/#6�6/9P� 
  ห�N/$�4�/4��2 6�4%�4�3//$N4��4%Q�O�4� MFA �3��7Q 

(1) �4%Q�O%ห32�N4�O'2P�NคO� �; OQ�O�2�O/��O/�%ห32�N4��7 P�;��O/�O'2$3��O/�Q�OP�NคO�  

�4%�%/�2/��7P2N�R�$3�P�%03 �์#9/�9/ห%9//:��%�์/9P� N N 9P/%3�%ห32$9�$3�N 6P#N�6# 
(2) �4%Q�O%ห32�N4�O'2'4$�6Q/#9/ �;OQ�O�2�O/��O/�%ห32�N4�O'2Q�O2O��'4$�6Q/#9/N 9P/ 62;��์

O'2$9�$3��3/�� 
(3) �4%Q�O%ห32�N4�O'2�%/�2/�Q�ห�O4 �; OQ�O�2�O/��O/�%ห32�N4�O'2�O/�QหO%2��  

�5�4%�%/�2/�Q�ห�O4N 9P/ 62;��์O'2$9�$3��3/�� 

�Oอ 6.2.6 �@%�?Q�คN@N EPอค/@##?P�ค��ลอ�"?$ EQ��@� 

�@%�?Q�คN@%>����B�?�B�@% (Operating System) 
 ห�N/$�4�/4��2 6�4%�4ค5O�2�5�/� NIST SP 800-123 (46) N 9P/�4%�3Q�คN4ค/4##3P�ค�
�'/�"3$�/�%2����6�3�6�4%N�9Q/��O��7P24#4%��5R��%2$:��์Q�O�3�%2����6�3�6�4%�:��%2N"�  

P�$O�N�//�N�O� 3 2N/� �3��7Q 
1) �4%�/��4%�6��3Q�2N/��/��%6�4% �/!�์O/%์ P %P�ค/'Nค%9/�N4$ O'2/9P�N �7P$3�R#N#7 

ค/4#�5N�O��O/�Q�O�4�//� P�$#7O�/��6�3�6 ค9/ N#9P/N%6P#�4%�6��3Q�%2����6�3�6�4%QหO�6��3Q�Q��3Q��P5
�7P2:�QหON 7$� /�N/�4%�3Q�คN4O'2�%3�O�N�%2��N/O�R��์O'O/ คN/$�6��3Q�2N/��/��%6�4%/9P��7P�O/��4%Q�O
�4�N 6P#N�6#N�N4�7P�5N�O� O'2ห#3P��%/�2/�O'2�/��4%�6��3Q�2N/��/��%6�4%/9P��7PR#N#7ค/4#�5N�O� 

�O/�Q�O�4�//�ห%9/�>��4%Q�O�4�ห4�R#N24#4%��/��4%�6��3Q�R�O 
2) �4%�3Q�คN4�4%$9�$3��3/���/��;OQ�O�4� �3��7Q 

(1) '�ห%9/�>��4%Q�O�4��3��7�;OQ�O�7P#4 %O/#�3��4%�6��3Q�Q�ค%3Q�O%� 

(2) �>��4%Q�O�4��3��7�;OQ�O�4��7P�5N�O��O/�#7Q�%2��O�N$3�R#N#7ค/4#�5N�O��O/�'��9P/ 

N�O4Q�O�4� 
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(3) 2%O4��':N#�/��3��7�;OQ�O�4��7P#7ค/4#24#4%�Q��4%N�O4�8��7PNห#422#O'2�%��3�
ห�O4�7Pค/4#%3��6��/� 

(4) 2%O4��3��7�;OQ�O�4�N�N4�7P�5N�O�O'2ห'7�N'7P$��4%N�>�QหOQ�O�4��3��7�;OQ�O�4�%N/#�3� 

(5) �3Q�คN4�4%�3Q�N/'4 (Time Synchronization) QหO�%��3� Time Server �7PNห#422# 

O��/3�P�#3�6 
(6) �3Q�คN4�O/�5ห���/�%ห32�N4��4#�P$�4$�4%�3Q�%ห32�N4��/�ห�N/$�4� 

(7) �3Q�คN4N 9P/�O/��3��4%N�4%ห32�N4� N�N� �4%�3Q�คN4QหO#7�4%ห�N/�N/'4%2ห/N4��4%�O/�
%ห32�N4�O�N'2ค%3Q� 

(8) �6��3Q�%2���4%$9�$3��3/��N 6P#N�6#�7P�5N�O� N�N� %2���%/�2/��O/#;'�7/#6�6  
N 9P/�4%$9�$3��3/�� 

3) �4%�3 Q�คN4�4%ค/�ค:#�%3 $4�%/$N4�Nห#422# N�N� �4%�3 Q�คN426��6N Q��4%N�O4�8� 
26��6NQ��4%N�'7P$�O�'� O'226��6NQ��4%Q�O�4��%3 $4�%�7PO���N4��3��/��;OQ�O�4�O�N'2�%2N"�  
O'2#7�4%2%O4�26P�O/�'O/#N2#9/� (Sandbox) 25ห%3��4��%6�4% 

ห�N/$�4�/4��2 6�4%�4�4%�3Q�คN4N 9P/ค/4##3P�ค��'/�"3$�/�O�N'2%2����6�3�6�4%  
P�$24#4%�08�14N 6 P#N�6#R�O�4� Security Technical Implementation Guides (STIGS)  
�/��%2�%/��'4Pห#�/�2ห%3�/N#%6�4 (47) O'2 CIS Benchmark �/��%613� Center for 
Internet Security (CIS) (48) 

�@%�?Q�คN@P�%O�%#2Aห%?�QหO�%B�@%N/O� (Web Server Software)  
  �4%�3Q�คN4P�%O�%#25ห%3�QหO�%6�4%N/O N�O��%2�/��4%�7P25ค3�Q��4%N%6P#�O�Q�O�4�Nค%9P/�
�%6�4%N/O� N#9P/�5�4%�3 Q�คN4P�%O�%#25ห%3�QหO�%6�4%N/O /$N4��;��O/�O'2Nห#422#�3�ค/4#
�O/��4%�/�N/O�R��์ �2�N/$QหO�4%�5�4��/�N/O�R��์N�O�R�/$N4�#7�%226��6"4 O'2�'/�"3$#4�
$6P��8Q� �3//$N4�N�N� �5ห��คN4�N4� N N�N� �4%�5ห��คN4 /%์� (Port) �4%�5ห��คN4P02�์ (Host) O'2
�4%�5ห��คN4�4%N�9P/#�N/�4��O/#;' %/#�8��4%Q�O  Of昀椀cial Software QหO��6�3�6�4#ค5O�2�5 

N� 42�/��/!�์O/%์�3Q�N N 9P/QหO24#4%��5�4�R�O/$N4�#7�%226��6"4   
  ห�N/$�4�/4��2 6�4%�4�4%�3Q�คN4N 9P/ค/4##3P�ค��'/�"3$ 9Q��4��/�P�%O�%#25ห%3�
QหO�%6�4%N/O �4# CIS Benchmark (48) �3��7Q 

1) �4%�6��3 Q�P�%O�%#25ห%3�QหO�%6�4%N/O�QหO�6��3 Q�N//%์�3�'N42:� �3 Q�คN4�4%/3�N�� 

QหO#7�4%/3�N��N�O��ั��:�3�/$; N N2#/ O'2N�>��4%Q�O�4�N� 42P#�;'�7 PN�7 P$/�O/�O'2�5N�O�  

�3��4%QหO�%6�4%N/O�R��์N�N4�3Q� 

2) �3��7�4%N�O4Q�O�4� ค/%N�O��3��7�%6�4%�7PR#N24#4%��;�'��9P/N�O4Q�OP�$�:คค'/9P�R�O  
P�$QหO#7�4%�5�3�26��6�4%Q�O�4�/$;NN� 42OคNP�%O�%#25ห%3�QหO�%6�4%N/O� 

3) ค/4#N�O�N�O4�/�O'2�4%/�:�4� QหO Root ห%9/ Administrator N�O�N�O4�/�O!O# 

O'2N/�24%�/�P�%O�%#25ห%3�QหO�%6�4%N/O� O'2#7�4%�5�3�26��6�4%N�O4�8� 
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4) �4%�3Q�คN4Nค%9/�N4$ QหON�9 P/#�N/�3� /%์��7P�5N�O��O/�Q�O�4�Q��4%QหO�%6�4%N/O�R��์
N�N4�3Q� O'2#7�4%�3Q�คN4 timeout N 9P/�O/��3��4%P�#�7�%2N"� DoS N�N� คN4%2$2N/'4�4%%3�14 

�4%�6��N/ (keep alive) ค/%#7คN4#4��/N4 0 O'2�P5�/N4 10 /6�4�7 
5) �4%���>��O/#;' P�$ $4$4#'��4%N�>�N�$�O/#;'�4��4%N�9P/#�N/ N�N� �O/ค/4#O2��

P�%O�%#25ห%3�QหO�%6�4%N/O� O'2%2����6�3�6�4%�7PQ�O�4� N�N� �>��4%O2��คN4%4$'2N/7$� 

�/�%2���%�7�7P#7�ั�ห4Q��4%QหO�%6�4%N/O�R��์ 

6) �4%�3��8��4%Q�O�4� #7�4%�3Q�คN4QหO#7�4%�3��8�P�$'2N/7$�N�7P$/�3��4%N�O4Q�O�4�  

O'2�O/�6� '4��7PN�6��8Q� 

7) �4%N�O4%ห32�O/#;' P�$QหO#7�4%Q�O�4�P %P�ค/' HTTPS O'2 TLS N//%์�3�'N42:�  
P�$�2�O/�#7�4%2N��N/�4%�6��N/�4�P %P�ค/' HTTP R�$3�P %P�ค/' HTTPS 

8) �4%�%/�O'2�5�3�ค5�/ P�$�5�3� IP �7 P% 3�ค5�/O'2�5�3�'3�1�2�/�ค5�/  
N�N� คN4 timeout O'2ค/4#$4/�/��3!N!/%์ 

�@%�?Q�คN@%>���%Bห@%�?��@%N/O�R��์ (CMS)  
  �4%�3 Q�คN4%2���%6ห4%�3��4%N/O�R��์ (CMS) N�O�2N/�25ค3�Q��4%�5N�6��4%N 9P/ 

ค/4##3P�ค��'/�"3$ 25ห%3��4%�O/��3��4%P�#�7�4�"4$�/�O'2�O/��3��O/#;'%3P/Rห' ห�N/$�4�
/4��2 6�4%�4ห'3��4%�7P25ค3��7P�O/��3Q�คN4%2�� CMS N 9P/N 6P#ค/4##3P�ค��'/�"3$  

1) O�/�@��@%Q�O2N/�N2%B# (Plugin) อ$N@�#?P�ค��ลอ�"?$ 

    �4%Q�O2N/�N2%6#ห%9/�'3R�/6� (Plugin) Q� CMS N�O��ั��3$25ค3��7P�O/� 6�4%�4 

/$N4�%/�ค/� N 9P/�O/��3��4%P�#�7O'2R#NQหON�6��O/�� %N/��O4�ค/4##3P�ค��'/�"3$ �8P�2N/�N2%6# 

�7 P#7QหO�%6�4%�5�/�#4�/4�#7�N/�Pห/N "4$ห'3��4��4%2�3�2�:��/��; OQหO�%6�4%2N/�N2%6#  

ห$:�'� �3��3Q� �4%Q�O�4�2N/�N2%6#ห�N/$�4��O/�QหOค/4#25ค3�O'2#7ค/4#%2#3�%2/3�Q��4%Q�O�4� 
P�$ห�N/$�4�/4��2 6�4%�42N/�N2%6#25ห%3�ค/4##3 P�ค��'/�"3$�/�N/O�R��์N�O�Nค%9 P/�#9/ 

�7P�N/$N2%6#ค/4##3P�ค��'/�"3$QหO�3�N/O�R��์P�$N� 42 P�$�4%N 6P#ค/4#24#4%� 6N01 ห%9/N 6P#�3Q�
ค/4##3P�ค��'/�"3$�7P#7/$;NO'O/QหO#7�%226��6"4 Q��4%�%/�2/�O'2�O/��3��4%"3$ค:�ค4#/$N4�  

#7�%226��6"4  �3//$N4�2N/�N2%6#�7 P�N42�Q�25ห%3�ค/4##3 P�ค��'/�"3$�/�N/O�R��์ R�OO�N 
"Wordfence Security" 25ห%3� WordPress �8 P�#7ค/4#24#4%�Q��4%�%/�2/�O'2�O/��3� 

�4%P�#�7�N4� N �7PN�O��7P%;O�3� N�N� �4%P�#�7O�� XSS �4%P�#�7O�� SQL Injection O'2�4%�:�%:�
O�� brute force %N/#�3��4%�%/�2/�R!'์�7PN27P$��N/"3$ค:�ค4# O'2�4%�3��4%%2�3�ค/4##3P�ค�
�'/�"3$�/�%ห32�N4��;OQ�O�4� �5QหO�;O�;O'%2��24#4%��O/��3� O'2�%/��3��4%'2N#6�ค/4##3P�ค�
�'/�"3$�/�N/O�R��์R�O/$N4�#7�%226��6"4  

2) O�/�@��@%�Nอ�ห�O@ Login 

    ห�N/$�4�/4��2 6�4%�4N�'7 P$�'6��์ login �/�N/ O�R��์�4�คN4 default  
N�N� aaa.go.th/wp-login.php R�N�O�คN4/9P� N�9P/��4�N�O��4%�O/��3��;OR#Nห/3��7N�O4#4P�#�7ห�O4 
Login �/�N/O�R��์R�O P�$24#4%�Q�O2N/�N2%6# N�N� WPS hide login N�O��O� 
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  3) �@%�AQหO CMS #Cค/@#O�O�O�%N� (CMS Hardening) 
�4%�3Q�คN4ค/4##3P�ค��'/�"3$QหO�3�%2�� CMS �/� Wordpress 24#4%�08�14R�O�4� 

Developer Resource �/� Wordpress5 O'2%2�� CMS �/� Joomla 24#4%�08�14R�O�4�N/O�R��์ 
Joomla! Documentation6 O'2%2�� CMS %4$/9P� 24#4%�08�14R�O�4�N/O�R��์�/�%2�� CMS �3Q�N 
P�$24#4%��%3�QหONห#42�3�ค/4#�O/��4% O'22"4 O/�'O/#�/�O�N'2ห�N/$�4� 

�@%�?Q�คN@P�%O�%#�%>$F��์��N/O� 

 ห�N/$�4�ค/%�2�3Q�คN4ค/4##3P�ค��'/�"3$RหO�3�P�%O�%#�%2$:��์��N/O� �4#ห3/�O/�7P 4  
�/�N/�24%�O/N2�/O�2#4�%�4��O4�N�คP�P'$724%2�N�0O'2�4%29P/24%�7P�5N�O��N/�:%�%%# 

�4�/6N'O��%/�6�2์/N4�O/$#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$25ห%3�P�%O�%#�%2$:��์��N/O�  

P�$25�3��4� 3��4�:%�%%#�4�/6N'O��%/�6�2์ (27) P�$ห�N/$�4�/4��2 6�4%�4�3//$N4� 
�4%�3 Q�คN4 N�N� �4%�3��5 Prepared Statement O'2/ห%9/ Store Procedure N 9 P/�O/��3� 

�4%P�#�7�%2N"� SQL Injection O'2�4%�5 Output Validation Q�'3�1�2 Sanitization  
N 9P/�O/��3��4%P�#�7�%2N"� XSS 

�3Q��7Q ห4�ห�N/$�4��O/��4%�%/�2/��4%�3Q�คN4ค/4##3P�ค��'/�"3$�/�P�%O�%#�%2$:��์
��N/O� ห�N/$�4�/4��2 6�4%�4Q�O%4$�4%�%/�2/�P�%O�%#�%2$:��์��N/O��/�Pค%��4%  
Open Web Application Security Project (OWASP) �7P�3��3Q�P�$ #;'�6�6 OWASP (49) N 9P/N�O�
�4%2%O4�O�/��6�3�6O'2�%2�/��4%�7P�7Q�%2ห/N4��4%�%/�2/�PคO�O'2�3Q��/��4%//�O��N/O�R��์  
O��%4$�4%�4%�%/�2/�P�%O�%#�%2$:��์��N/O� #7�4%�3�ห#/�ห#;N�4#�4%ค/�ค:#N�6�%:� 10 
/3��3�O%��/� OWASP �8P�ห�N/$�4�ค/%�%3�QหONห#42�3�ค/4#�O/��4%O'22"4 O/�'O/#�/�  

O�N'2ห�N/$�4� 

�@%�?Q�คN@�@��Oอ#Gล 

  �4%�3Q�คN4�4��O/#;'N�O��%2�/��4%25ค3�Q��4%N%6P#�O�Q�O�4�Nค%9P/�ค/# 6/N�/%์O#N�N4$
�4��O/#;'N 9P/N�O��O/#;'O'2�3��4%�3��O/#;'"4$Q�%2�� N#9P/�5�4%�3Q�คN4Nค%9P/�ค/# 6/N�/%์O#N�N4$
�4��O/#;'/$N4��;��O/�O'2Nห#422#�3�ค/4#�O/��4%�/�%2�� �2�N/$QหO�4%�5�4��3��O/#;'  

N�O�R�/$N4�#7�%226��6"4 O'2�'/�"3$#4�$6 P��8 Q� �4%�5ห��คN4 Nค%9 P/�ค/# 6/N�/%์O#N�N4$
�4��O/#;' �%2�/��O/$ �4%�3Q�คN4�7PN�7P$/�O/��3��4%N�9P/#�N/�4��O/#;' �4%�3Q�คN4%2�3�ค/4##3P�ค�
�'/�"3$ O'2�4%�3Q�คN4ค/4#N%O/Q��4%�5N�6��4%�/��4��O/#;' N 9P/QหO Nค%9P/�ค/# 6/N�/%์O#N�N4$
�4��O/#;'24#4%��3��4%�3��O/#;'R�O/$N4�#7�%226��6"4 O'2�'/�"3$ 25ห%3��3//$N4��4%�5ห��  

คN4Nค%9P/�ค/# 6/N�/%์O#N�N4$�4��O/#;' N�N� Q��4%�5ห��คN4�4%N�9P/#�N/%2ห/N4��4��O/#;'O'2 

O/� '6Nค�3� �4%�5ห��คN426��6 NO'2�4%N�O4�8��O/#;' O'2�4%�5ห��คN4�4%25%/��O/#;'  

N 9P/QหO�4%�3��4%�3��O/#;'Q��4��O/#;'24#4%��5N�6��4%R�O/$N4�#7�%226��6"4 O'2#7ค/4##3P�ค�
�'/�"3$ P�$ห�N/$�4�/4��2 6�4%�4%4$'2N/7$�Q��4%�3Q�คN4�4��O/#;' �3��7Q 

 
5 https://developer.wordpress.org/advanced-administration/security/hardening/ 
6 https://docs.joomla.org/Security_Checklist/Joomla!_Setup 
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1) �4%�3Q�คN4�4%$9�$3��3/��  Q�O%ห32�N4��7P#7ค/4##3P�ค��'/�"3$2;�  
2) �4%�5ห��26��6O'2���4� Q�O�4%�3��4%�4%N�O4�8��4#���4� (Role-Based Access 

Control) �8P��2O�N��':N#�;OQ�O�4��4#���4�O'2QหO26��6O'2�4%N�O4�8��4#���4� P�$�2Q�Oห'3��4%
26��6N�3 Q��P5 (Least Privilege) �7PQหO26��6N�7 P�5N�O�Q�O�N'2���4�N 9P/N�O4Q�O�4��4��O/#;'N�N4�3Q�  
N 9P/�5�3�ค/4#N27$ห4$Q��%�7�7P�;�P�#�7 

3) �4%�3Q�คN4Nค%9/�N4$ N�>�%3��4%N�O4�8��O/#;'�4� /%์��7P�5N�O�O'2 IP �7PR�O%3�/�:�4�  
O'2N�>�Q�O�4��4%N�O4%ห32 TLS Q��4%N�9P/#�N/�4��O/#;' 

4) �4%25%/��O/#;'O'2�4%�;Oค9�  �3Q�คN4QหO#7�4%25%/��O/#;'/$N4�2#P5N2#/O'2�3�N�O� 

Q��7P�7P�'/�"3$ O'2��2/��4%�;Oค9�N�O�%2$2N 9P/QหOO�NQ�/N424#4%��;Oค9��O/#;'R�ON#9P/�O/��4% 
5) �4%/3�N��  �%/�2/�O'2/3�N���/!�์O/%์�4��O/#;'QหON�O�N//%์�3�'N42:�/$;NN2#/ 

6) �4%�%/�2/�O'2O�O�N�9/�  N�O��3��8��4%N�O4�8��4��O/#;' (Access Logs) O'2
�%/�2/�/$N4�2#P5N2#/ #7�4%O�O�N�9/�N#9P/�%/� ��4%N�O4�8��4��O/#;'�7P�6����6 

�Oอ 6.2.7 O�/�@�Oล>�@%NลEอ��%B�@%�CPN�CP$/�Oอ��?�N/O�R��์  
  �4%N'9/��%6�4%�4��;OQหO�%6�4%"4$�/� �O/�Q�Oค/4#%/�ค/�O'2�4%/4�O��N�O�/$N4��7 
P�$�O/�ค5�8��8��ั��3$�O4��N4� N N�N� ค/4#N�7P$/�4�O'2�%22��4%�์ ค:�"4 O'2#4�%�4� 

�4%29P/24%O'2�4%%4$�4� ค/4#$9�ห$:N�O'2�4%�%3��3/ O'2�7P25ค3�ค/4##3P�ค��'/�"3$O'2  
�4%���O/��O/#;' N�O��O� #4�%�4���3��7Q #7�O/N2�/O�2O'2O�/�4�Q��4%N'9/��;OQหO�%6�4%
"4$�/�O�N��4#�%6�4%�7P/$;NQ��/�N���/�N/O�R��์ �3��7Q 

�@%NลEอ��%B�@%Nค%EPอ��%B�@%N/O� (Web Server)  
  �%�7�7 Pห�N/$�4� 6�4%�4/N4# 7ค/4#�5N�O��7P� O/�N' 9/�Q� O�% 6�4%Nค%9 P/��% 6�4%N/O� 

�4��;OQหO�%6�4%"4$�/� N�N� �4%Q�O�%6�4%Nค%9P/��%6�4%N/O���ค'4/�์ ห�N/$�4�/4��2 6�4%�4 
�O/ค/%ค5�8�Q��4% 6�4%�4N'9/��%6�4%Nค%9P/��%6�4%N/O� �3��7Q 

1) �/�N��ค/4#%3��6��/� ห�N/$�4�ค/% 6�4%�4N'9/��%6�4%Nค%9 P/��%6�4%N/O�  
�4#�/�N��ค/4#%3��6��/�Q��4%�;O'ค/4##3P�ค��'/�"3$�/�Nค%9P/��%6�4%N/O� �8P��;OQหO�%6�4%  

#7�%6�4%Nค%9 P/��%6�4%N/O�ห'4$%;�O�� N�N� �4%QหO�%6�4%Nค%9 P/�ค/# 6/N�/%์O#N�N4$N2#9/� 

P�$�;OQ�O�4�24#4%��6��3Q�%2����6�3�6�4%O'2�/!�์O/%์�7PN�7P$/�O/��O/$��N/��3Q�ห#� �4%QหO�%6�4%
�%3 $4�%�4%ค5�/�O'2�/!�์O/%์O '�!/%์#Q��4% 3��4�N/$/�ห%9/�4%QหO�%6�4%N/O� 

O��25N%O�% ;�P�$�; OQ� O�4�24#4%��3 Q�คN4Nค%9 P/��%6�4%N/ O�O'2�6��3 Q�2 N/�N2%6#�O/$��N/�R�O   
�8 P��4%QหO�%6�4%O�N'2%;�O���2#7�4%O�N�ค/4#%3��6��/�Q��4%�;O'ค/4##3 P�ค��'/�"3$  

�/�Nค%9P/��%6�4%N/O��7PR#NN�N4�3�  
2) %;�O���4%�3�2%%�%3 $4�% �4%N'9/�%;�O���4%�3�2%%�%3 $4�% #7 2 %;�O�� 

�%2�/��O/$ O��Q�O% N/#�3� (Shared) ห%9/O��N�O�2N/��3/ (Dedicated ห%9/ Private)  
P�$�4%�3�2%%�%3 $4�%O��Q�O%N/#�3��2#7คN4�%6�4%�7 P�P5�/N4 O�N�2�O/�Q�O�%3 $4�%%N/#�3�  

�3�ห�N/$�4�/9P� �3��3Q� ค/%#7�4%08�14#4�%�4%Q��4%ค/�ค:#�4%N�O4�8�%2��O'2�O/#;'N 9P/�O/��3�
R#NQหO�; O�7 PR#NR�O%3�/�:�4� N�N� �; OQ�O�N4�ห�N/$�4�ห%9/�:คค'"4$�/� N�O4�8�%2��O'2�O/#;'  
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R�O �4%�3�2%%�%3 $4�%O��N�O�2N/��3/ �;OQหO�%6�4%�2O�N��%3 $4�%O'2�%6�4%QหOQ�ON� 42�;OQ�O�4� 

%4$�3Q� N O'22N/�Qห�N�2#7#4�%�4%ค/�ค:#�4%N�O4�8�%2��O'2�O/#;'�7PN�O#�/��/N4O��Q�O%N/#�3� 

3) �4% 6�4%�4�4�%;�O���P$�4$�4%�3��4%�N/�Pห/N  ห�N/$�4�/4��2 6�4%�4 

�;OQหO�%6�4%�7P#7�P$�4$�7P�3�N��Q��4%คO�ห4�N/�Pห/N�/��/!�์O/%์Q�Nค%9 P/��%6�4%N/O� %/#�8� 
�4%�O/��3�ค/4#N27$ห4$�7P/4��2N�6��4��N/�Pห/N�3Q� N N�N� �4%O�O�QหO�; OQ�O�%6�4%�%4�Q��3��7   
�4% Patch ห%9/O�OR��ั�ห4N� 42ห�O4 (Workaround) �4#�7P�; O�'6��/!�์O/%์ห%9/�; ON�7 P$/�4� 

�O4�ค/4##3P�ค��'/�"3$�7P�N4N�9P/�9/O�2�5 �'/���#7O��25%/�Q��%�7�7PN�O��N/�Pห/N�7PR#N24#4%�
ห4/6� 7O�OR�ห%9/�O/��3�ค/4#N27$ห4$R�OQ�%2$2N/'4/3�23 Q� P�$�O/� 6�4%�4�8�ค/4#%3��6� 
(Liability) �7P�;OQหO�%6�4%�7P�O/���N�$Q��%�7�7PN�6�ค/4#N27$ห4$ O'2Q��%�7�7PN�6�ค/4#�� %N/��4�
�4%�3��4%�3��N/�Pห/N�4��'�%2���7Pค4�/N4�2R�O%3� O'2%2$2N/'4�7P24#4%��5N�6��4%ห4/6�7O�OR�
ห%9/�O/��3�ค/4#N27$ห4$R�O��25N%O� 

4) �P0 @0�@11?�1@ค/@/N!็�2N/�!?/ �4%0>�1@�P0 @0ค/@/N!็�2N/�!?/ (Privacy 
Policy) �/��;OQหO�%6�4%Nค%9P/��%6�4%N/O� N 9P//�6�4$N�7P$/�3��4%�5N�6��4%�3��O/#;'�/��;OQ�O�4� 

P�$�; OQหO�%6�4%Nค%9 P/��%6�4%N/O� N 9 P/QหO�; OQ�O�4�R�O�%4��8��4%N�O��O/#;' �4%Q�O�4��O/#;'  
�4%O�N��ั��O/#;'QหO�3�ห�N/$�4�/9P� �4%%3�14ค/4##3P�ค��'/�"3$�/��O/#;' O'2�4%��6�3�6 
�4#��ห#4$N�7P$/�3��O/#;'�7P�2N�6��8Q��3��O/#;'�/��� 

5) ค/@/พ1Oอ/QชOง@� (Uptime) �4%N'9/��;OQหO�%6�4%Nค%9P/��%6�4%N/O��7P#7ค/4# %O/#Q�O�4� 
(Uptime) R#N�P5�/N4%O/$'2 99.9 P�$24#4%� 6�4%�4R�O�4�2�6�6�4%QหO�%6�4%�4%%3�%/� 

ค/4# %O/#Q�O�4��3Q��P5 O'2ค5/6�4%�์�7P�;OQหO�%6�4%R�O%3� 

6) �@12A1อง�Oอ/AลOล>�A Oค?��Oอ/Aล (Backup and Restore) �4%N'9/��; OQหO�%6�4% 

Nค%9P/��%6�4%N/O��7P#7%2��25%/��O/#;'/3�P�#3�6 �3//$N4�N�N� #7ค/4#�7PQ��4%25%/��O/#;'/$N4��O/$
/3�'2 1 ค%3Q� O'2#7Nค%9P/�#9/Q��4%25%/��O/#;'�7P/�:�4�QหO�;OQ�O�4�24#4%�25%/��O/#;'�O/$��N/�
�4#ค/4#Nห#422# O'22/�ค'O/��3�ค/4#�O/��4%Q��4%Q�O�4� �3Q��7Q �5N�O��O/�08�14/6�7�4%25%/�
O'2�; Oค9��O/#;' ห%9/N'9/��; OQหO�%6�4%�7P#7Nค%9 P/�#9/Q��4%25%/�O'2�; Oค9��O/#;'�7PQ�O�4�R�O�N4$  
N 9P/�/�2�/��N/Nห�:�4%�์�7PN�6�R�O/$N4�%/�N%O/ N 9P/QหON/O�R��์#7ค/4# %O/#Q�O�4� 

7) �@1R O1? �@11? 1องค@�.@พOล>/@!1ฐ@� 08�14�O/#;'N�7P$/�3��4%R�O%3��4%%3�%/�
ค:�"4 O'2#4�%�4��/��;OQหO�%6�4%Nค%9P/��%6�4%N/O� N�N� �4%%3�%/�#4�%�4� ISO/IEC 27001 
ห%9/Q�%3�%/�ค:�"4 �O4�Nค%9/�N4$�4��;O�5ห�N4$�'6�"3��์ �8P�N�O��ั��3$25ค3��7P�N��/��8�ค:�"4 
�4%QหO�%6�4%  

8) �4%QหO�%6�4%%3�14ค/4##3 P�ค��'/�"3$ �4%N'9/��; OQหO�%6�4%Nค%9 P/��%6�4%N/O� 

�7 P# 7�%6�4%Nค%9 P/�#9/Q��4%%3�14ค/4##3 P�ค��'/�"3$ N� N� R!%์//''์ �4%QหO�%6�4%�O/��3�  
Web Application (WAF) Nค%9P/�#9/�O/��3��4%P�#�7 DDoS %2���%/��3��4%�:�%:�O'2%2��
�O/��3��4%�:�%:� IDS/IPS O'2Nค%9P/�#9/�O/��3�#3'O/%์ (Malware Protection) 

9) %;�O���4%QหO�%6�4%P/�$O4$R!'์�O/#;' (Remote File Transfer) �4%P/�$O4$
R!'์�O/#;'%2ห/N4�Nค%9 P/��/��; OQ�O�%6�4%O'2Nค%9 P/��%6�4%N/O� ค/%�O/� 6�4%�4�; OQหO�%6�4%  
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Nค%9P/��%6�4%N/O��7P#7�N/��4��4%P/�$O4$R!'์�7P#3P�ค��'/�"3$ %/#�8�#7�4%N�O4%ห32N 9P/%3�14ค/4#'3�
�/��O/#;'%2ห/N4��7P#7�4%P/�$O4$ N�N� #7�%6�4% Secure File Transfer Protocol (SFTP) 25ห%3�
�%2�/��4%P/�$O4$R!'์ 

10) �4%QหO�%6�4%2�? 2�@� �4%N'9/��;OQหO�%6�4%�7P#7�N/��4��4%�6��N/�:�N�6� Q��%�7�7PN�6�
Nห�:�4%�์�O4�ค/4##3P�ค��'/�"3$ N 9P/Q�OQ��4%�%224��4��3Q��4��;OQ�O�%6�4%O'2ห�N/$�4�/9P�  
Q��4%%3�#9/�N/Nห�:�4%�์"3$ค:�ค4#/$N4��3��N/��7 �/��4��7Q �4%#7�N/��4��4%�6��N/�:�N�6�  

P�$N� 42O2��QหONหO��8��4%QหOค/4#25ค3��3�ค/4##3P�ค��'/�"3$�/��;OQหO�%6�4% 

 11) �4%%3�%/�/6N'O��%/�6�2์ �4%N'9/��; OQหO�%6�4%Nค%9 P/��%6�4%�7 P#7�4%�/Q�%3�%/�
/6N'O��%/�6�2์�7P�N4N�9P/�9/ TLS Certi昀椀cate �8P�N�O�Nค%9P/�#9/�7P25ค3�Q��4%%3�14ค/4##3P�ค��'/�"3$
�/��O/#;'25ค3� N�N� �O/#;'';�คO4 �O/#;'�3�%Nค%�6� �7P#7�4%%3�2N��3�%2ห/N4�Nค%9P/��/��;OQ�O�%6�4%
O'2Nค%9 P/��% 6�4%N/ O� �8 P�N�O��%6�4%�7 P�5N�O�25ห%3�N/ O�R��์� O4� 4�6�$์/ 6N' O��%/�6�2์  

(e-Commerce Website) ห%9/ห�N/$�4�"4ค%3��7P#7�4%�5�:%�%%#�4�/6N'O��%/�6�2์ P�$ห�N/$�4�
/4��2 6�4%�4�4�ห3/�O/�4%N'9/��%2N"� TLS Certi昀椀cate  

�@%NลEอ�%>���%Bห@%�?��@%N/O�R��์ (Content Management System: CMS)  
ห�N/$�4��7PQ�ON/O�R��์N�O��N/��4�Q��4%N�$O %N�O/#;'�/�ห�N/$�4��7P#7�4%N�'7P$�O�'�

N�9 Q/ห4�O/$ N�N� �%2/3�6ค/4#N�O�#4 O'2Pค%�2%O4�/�ค์�% ห%9/�4%N�'7 P$�O�'�N�O��%2�5  
N�N� �O/#;'�N4/24% ห'4$ห�N/$�4��8� 3��4 O'2�3��5N/O�R��์ P�$%2���%6ห4%�3��4%N/O�R��์ 
CMS N 9P/ค/4#22�/�Q��4%�%6ห4%�3��4% �8P�#7�3Q��7P 3��4�4��N4��%2N�0 24#4%��5R�Q�O�4� 

�N/R�O!%7 O'2�7P 3��4P�$�%613�Q��%2N�0R�$ �8P�/4�#7�4%ค6�คN4�%6�4%ห%9/'6�26��6N Q��4%Q�O�4� 
�3//$N4� %2���%6ห4%�3��4%N/O�R��์ CMS �7P�6$# N�N� WordPress, Joomla O'2 Drupal �8�O#O/N4
�4%�5%2���%6ห4%�3��4%N/O�R��์ CMS #4Q�OQ�ห�N/$�4��2#7�%2P$��์ O�N�O/4�#7�N/�Pห/N 
�O4�ค/4##3 P�ค��'/�"3$�N/QหON�6�ค/4#N27 P$�R�O ห�N/$�4��5N�O��O/�ค5�8��8�O'2#7#4�%�4% 

Q��4%�3��4%�N/�Pห/N�O4�ค/4##3P�ค��'/�"3$/$N4�Nห#422# P�$ห�N/$�4�/4��2 6�4%�4O�/�4�
Q��4%N'9/�%2���%6ห4%�3��4%N/O�R��์ CMS �7P#7ค/4##3P�ค��'/�"3$ �3��7Q  

1)  6�4%�4�4�%2���%6ห4%�3��4%N/O�R��์ CMS #7�4%�%6ห4%�3��4%�O4��4%%3�14 

ค/4##3P�ค��'/�"3$ %/#�8�ค/%#7N/�24%O�2�5O�/�4��4%�6��3Q�O'2�4%�3Q�คN4/$N4�#3P�ค��'/�"3$ 
(Security Best Practice) O'2 #72N/�N2%6# (Plugin) �7P�6��3Q�N 9P/%3�14ค/4##3P�ค��'/�"3$�7P�%� 

�4#ค/4#�O/��4%�/�ห�N/$�4�  
2)  6�4%�4�4�ค:�"4 �/��%2�4ค#�3� 3��4%2���%6ห4%�3��4%N/O�R��์ CMS Q��%�7 

�7PN�O� Open Source �8P��O/�/403$�%2�4ค#�/��3� 3��4Q��4%�%3��%:�%2���%6ห4%�3��4%
N/O�R��์ CMS QหO�7�8 Q� �8 P��4%#7�%2�4ค#�3� 3��4�7P#7��4�Qห�N�2#7�4%29 P/24%"4$Q� O'2 

 3��4/$N4��N/N�9P/� (Active Developer Community) �2N�O�%2���%6ห4%�3��4%N/O�R��์ CMS  
�7P#7!ั��์�3��4%�5�4��/�2�/��N/ค/4#�O/��4%�/��;OQ�O�4�R�O#4��/N4 %/#�8�#7�4%�%3�N//%์�3�
ห%9/�%3��%:�%2�� N 9P/O�OR��O/�� %N/�O'2�N/�Pห/N�/�%2���%6ห4%�3��4%N/O�R��์ CMS �8P�23�N��
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R�O�4�ค/4#�7P�/��4%�%3�N//%์�3�ห%9/�%3��%:�%2���%6ห4%�3��4%N/O�R��์ CMS N 9P/O�OR��N/�Pห/N 
ห%9/%2$2N/'4Q�OQ��4% 3��4�3/�%3�%:N� (Patch)  

3)  6�4%�4�4�Oห'N��O/#;'�7 PN�7 P$/�3��4%�6��3 Q� �4%�3 Q�คN4 O'2O�/�4��4%%3�14  

ค/4##3P�ค��'/�"3$�/�%2���%6ห4%�3��4%N/O�R��์ CMS �7P�7 �2#7Oห'N��O/#;'O'2N/�24%2�3�2�:�
�7PN�7P$/�O/��3��4%�6��3Q� �4%�3Q�คN4 �4%�%3�O�N�O'2O�/�4��4%%3�14ค/4##3P�ค��'/�"3$QหO�3� 
%2���%6ห4%�3��4%N/O�R��์ CMS 

�@%NลEอ��%B�@%P�N#�Oล>�EPอP�N#�  
�4%%2�:Nค%9 P/��%6�4%N/ O��7 P N�9 P/#�N/�3�%2��Nค%9/�N4$ 24#4%�Q�O URL N 9 P//5�/$ 

ค/4#22�/�Q��4%/O4��8�Nค%9P/��%6�4%N/O���Nค%9/�N4$/6�N�/%์N�O� �8P� URL �2#7ค/4#23# 3��์ 
�3��9 P/P�N#� �3//$N4� N�N� https://www.ncsa.or.th �2#7�9 P/P�N#��7 P#7�4%Q�O N�O� ncsa.or.th  
�3��3 Q� ห�N/$�4��O/����2N�7$��9P/P�N#��/�N/O�R��์�N/��4% 3��4N/O�R��์ �5QหO�9 P/P�N#�  

#7ค/4#25ค3�N�O�/3��3�O%�Q��4%�3��5N/O�R��์O'2�4%%3�14ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ 
ห'4$ค%3Q�N�6�Nห�:�4%�์�7P�9P/P�N#��;�O�OR�O'2N�'7P$�QหO�7QR�$3�N/O�R��์ห'/�'/� O'2N�O��N/��4� 

Q��4%N�O4�8��3��7�7 PQ�O���2N�7$��9 P/P�N#�P�$R#NR�O%3�/�:�4� �5QหO�; OR#Nห/3��724#4%�N�O4R�
N�'7 P$�O�'��4%�3 Q�คN4�/��9 P/P�N#�N 9 P/�5R�Q�OQ��4��7 P�6�  �4%N'9/��; O% 3����2N�7$�P�N#� 

�8�#7ค/4#25ค3�N�O�/$N4�#4� ห�N/$�4�/4��2 6�4%�4O�/�4�Q��4%N'9/��; O%3����2N�7$� 

�9P/P�N#� �3��7Q  
1) #7�4%$9�$3��4%'��2N�7$� P�$QหO�; O�/���2N�7$�$9�$3�/7N#'�/���P�$�4%N�O4R� 

$3�'6��์��N/O�N � �8 P�%2�:R/OQ�/7N#'N�>��4%Q�O�4� (Activation Email) �7 P� ; O% 3����2N�7$� 

2N�#4 �4%�%6�4%���2N�7$�$3�24#4%�N 6 P##4�%�4%ค/4##3P�ค��'/�"3$P�$Q�O�4%�6��N/R� 

$3�ห#4$N'�P�%03 �์�/��;O�/���2N�7$� N 9P/O�O�ห#4$N'�25ห%3�$9�$3��4%'��2N�7$� (Con昀椀rmation 
Number) QหO�;O�/���2N�7$��5ห#4$N'�#4�%/�Q�O��!/%์#��N/O�N �N 9P/N�>��4%Q�O�4��3��7
ห%9//�:�4�QหO�5�:%�%%#R�O 

2) #7#4�%�4%Q��4%N 6P#ค/4##3P�ค��'/�"3$QหO�3�%ห32�N4� QหON�O�R��4#O�/�4��/�  
NIST SP 800-63B (44) 

3) #7�4%O�O�N�9/�O'2�4%$9�$3��4%N�'7P$�O�'��O/#;'�4%'��2N�7$� �3Q��7Q �4%N�'7P$�O�'�
�O/#;'�N4� N �O/�#7�4%�5ห���3 Q��/�25ห%3��4%N�'7 P$�O�'��O/#;'�8 P��O/�/403$�4%$9�$3�  

�4�ห'4$�:คค'�7PN�7P$/�O/� �8P��4%$9�$3��4%N�'7P$�O�'�'3�1�2�7Q�2�N/$�O/��3��4%N�'7P$�O�'�
�4��;O�%22�ค์%O4$�7P/4��2�'/#�3/N 9P/N�O4#4N/4�O/#;'�4��:คค'Q��:คค'ห�8P�R�O 

4) #7%;�O���4%N'9/�P�N#�%2�3���2:� (Top-Level Domain) O'2P�N#�%2�3�%/� 
(Second-Level Domain) N 9P/N 6P#ค/4#�N4N�9P/�9/�/�N/O�R��์ ���5R�O�N4$ O'2�N/$Q��4%�5ห��
"4 '3�1�์�/�N/O�R��์ ห�N/$�4�/4��2N'9/�P�N#�%2�3���2:�QหONห#422#O'22/�ค'O/��3��:%�6�
O'2N�9Q/ห4�/�N/O�R��์ P�$ห�N/$�4��7PN�O�ห�N/$�4�Q�%2�3�24�'ค/%N'9/�Q�OP�N#�%2�3�2;�2:� 
ห#/��3P/R� .com .co ห%9/ .org �8P�N�O�P�N#��7P24#4%����5R�O�N4$O'2#7ค/4#�N4N�9P/�9/ (50) 
25ห%3�N/O�R��์�7P#7�4%N�O4�8�2N/�Qห�N�4��%2N�0R�$ค/%Q�OP�N#�%2�3���2:�ห#/�%ห32�%2N�0
�/�R�$ .th O'2Q� OP�N#�%2�3�%/��4#�%2N"��/�ห�N/$�4��4#�7 PO2��Q��4%4� �3  
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Q��4%�/Q�O�4� .th �;OQหO�%6�4%�2�5N�6��4%�%/�2/�26��6N�4%N�O��;O�9/ค%/� �5QหO�9P/P�N#�#7ค/4#
�N4N�9P/�9/#4�$6P��8Q�  

�@%@� �3 P�N#�%2�3�%/��4#�%2N"��/�ห�N/$�4�  
P�N#�%2�3�%/� �%2N"��/�ห�N/$�4� 

.in �:คค'�3P/R� 

.ac 2�4�08�14 

.co �:%�6�N/��� %3�/624ห�6� O'2Nค%9P/�ห#4$�4%คO4 

.go 2N/�%4��4%O'2ห�N/$�4�Q��5�3��/�%3� 

.mi ห�N/$�4��4��ห4% 
.or /�ค์�% 3��4N/���ห%9//�ค์�%N 9P/23�ค# 
.net �;OR�O%3�/�:�4��%2�/��6��4%P�%ค#�4ค# 

 

5) #7�4%N 6P#ค/4##3P�ค��'/�"3$�O/$�4%Q�O DNSSEC (Domain Name System Security 
Extensions) �8P�N�O�2N/��$4$�4%%3�14ค/4##3P�ค��'/�"3$�/�%2���9P/P�N#� �5QหO#3P�Q�/N4�O/#;' 

�7P�;�2N�#4�3Q� �;�2N�#4�4��;O2N��7P�;��O/�ห%9/N�O�N�O4�/��7PO�O�%6� O'2�O/#;'�3Q��2R#N�;�%��/�ห%9/
�%3�N�'7P$�Q�%2ห/N4��4%�3�2N� 

�@%NลEอ��%>N"� TLS Certi昀椀cate 

  ห�N/$�4�/4��2 6�4%�4�3Q��/�/6�7�4%N�O4%ห32 Cipher Suite �/� TLS Certi昀椀cate �3��7Q 
1) %2�3�ค/4##3 P�ค��'/�"3$ (Security Level) P�$�%/�2/�QหOO�NQ�/N4#7�4%Q�O  

�4%N�O4%ห32�7P#7ค/4##3P�ค��'/�"3$2;� N�N� AES ห%9/ ChaCha20 #7�4%Q�O�'R��4%O'�N�'7P$�
�:�O��7P#7ค/4##3P�ค��'/�"3$2;� O'2#7�4%Q�O!ั��์�3�O0��7P#7ค/4##3P�ค��'/�"3$2;� N�N� SHA-256 
SHA-384 

2) ค/4#N�O4�3�R�O (Compatibility) P�$�%/�2/�ค/4#N�O4�3�R�O�3�N/O�N�%4/์N�/%์O'2 
Client �7PN�O4�8�N/O�R��์ P�$N/O�N�%4/์N�/%์�7P�3�2#3$%/�%3�P %P�ค/' TLS 1.3 �3��3Q� �8�ค/%N'9/��:�
%ห32�7 PN�O4�3�R�O�3�N//%์�3��7Q  O'2ห'7�N'7 P$�P %P�ค/'�7 PN'6�Q�OO'O/ (SSL 2.0, SSL 3.0) O'2 

�4%N�O4%ห32�7PR#N�'/�"3$ (RC4, DES) 
3) �%226��6"4  (Performance) P�$ 6�4%�4N�%7$�N�7$�%2ห/N4�%2�3�ค/4##3 P�ค�

�'/�"3$�/��4%N�O4%ห32�3��%3 $4�%�7PQ�OQ��4%N�O4%ห32 N�N� ChaCha20-Poly1305 �8P�N�O� 

�4%N�O4%ห32�7P#7�%226��6"4 2;���/:��%�์ � 4 
4) �4%%3�14ค/4#'3�'N/�ห�O4 (Forward Secrecy) P�$N'9/�Q�O�4%N�O4%ห32�7 P%/�%3� 

�4%%3�14ค/4#'3�'N/�ห�O4 (Forward Secrecy) N 9P/QหO#7ค/4##3P�Q�/N4�:�O��7PQ�OQ��4%N�9P/#�N/ 

�2R#N�;�P�#�7O#O/N4�:�O�2N/��3/�/�Nค%9P/�ค/# 6/N�/%์O#N�N4$�2�;�P�#�7Q�/�4ค��O�4# 
5) �4%Q�O Cipher Suite ค/%N'9/�%ห32�7PN�O�#4�%�4�%/�%3��4%%3�14ค/4#'3�'N/�ห�O4O'2

N�O4�3�R�O�3� Client N�O4ห#4$�/��;OQหO�%6�4%  
 /7�ห�8P��ั��3$25ค3��7P�O/�ค5�8��8�Q��4%N'9/� TLS Certi昀椀cate ค9/ %2�3��4%%3�%/� 
(Validation Level) �4%N'9/�%2�3��4%%3�%/��7 PNห#422#�2N 6 P#ค/4##3 P�ค��'/�"3$O'2 
ค/4#�N4N�9P/�9/�/�N/O�R��์ �8P��4�ห�N/$�4�/4�#7��ห#4$ห%9/�O/�3�ค3�Q��4%N'9/�%2�3��4%%3�%/�
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�7P�2�O/���6�3�6�4# �8�ค/%N'9/�%2�3��4%%3�%/��7PNห#422#�3�N/O�R��์�/�ห�N/$�4� P�$%2�3� 
�4%%3�%/� O�N�N�O� 3 %2�3�ห'3� ค9/ Domain Validation (DV) Organization Validation (OV) 
O'2 Extended Validation (EV) ห�N/$�4�/4��2 6�4%�4%4$'2N/7$�Q��4%N'9/�%2�3� 

�4%%3�%/�P�$#7%4$'2N/7$��3�O2��Q��4%4� �4 

�@%@� �4 O2��%4$'2N/7$��/�%2�3��4%%/�%3��/� TLS Certi昀椀cate  
%4$�4% Domain Validation Organization 

Validation 
Extended Validation 

�4%�%/�2/� - ค/4#N�O�N�O4�/�
P�N#� 

- ค/4#N�O�N�O4�/�P�N#� 
- �4%$9�$3��3/��/�ค์�% 

- ค/4#N�O�N�O4�/�P�N#� 
- �4%$9�$3��4%#7/$;N�/�
�6�6�:คค'�4���ห#4$ 
�4��4$"4  O'2�4%
�5N�6��4� 

%2$2N/'4 �O/$ �4��'4� #4� 
คN4Q�O�N4$ �P5 �4��'4� 2;� 
ค/4#�N4N�9P/�9/ �P5 �4��'4� 2;� 
�%�7�4%Q�O�4� �'O/� N/O�R��์�O/#;' 

O'2N/O�R��์�:%�6���4�
N'O��7Pค/4#�N4N�9P/�9/
O'2ค/4##3P�ค�
�'/�"3$#7ค/4#25ค3�
O�NR#N/6�&�6 

N/O�R��์�:%�6� N/O�R��์ 
/7ค/#N#6%์� O'2N/O�R��์
24�4%�2�7P�O/��4%ค/4#
�N4N�9P/�9/Q�%2�3�2;��8Q� 

N/O�R��์�7P#7�9P/N27$� 
2�4�3��4%N�6� O'2
N/O�R��์ 
/7ค/#N#6%์��7P�O/��4% 
ค/4#�N4N�9P/�9/Q�%2�3�
2;�2:� 

�Oอ 6.2.8 %@$ล>NอC$��@%�?Q�คN@R!%์/อลล์�?Q��PA 

R!%์//''์ (Firewall) N�O�Nค%9P/�#9/25ค3�Q��4%ค/�ค:#O'2�O/��3��4%�:�%:��N4� N  
�7PN�6��8Q��3�N/O�R��์ �8 P��N/$QหO%3�14ค/4##3P�ค��'/�"3$O'2ค/4#�N4N�9P/�9/�/��O/#;'Q�%2��
Nค%9/�N4$R�O/$N4�#7�%226��6"4  R!%์//''์Q�OQ��4%�%/��3�O'2ค/�ค:#�4%N�O4�8��7PR#N 8��%22�ค์  

�4�"4$�/�N�O42;N%2��Nค%9/�N4$ P�$�'O/��4%N�O4�8��7P#7ค/4#N27P$�O'2/�:�4�N� 42�4%N�O4�8�  

�7P�;��O/��4#��%2N�7$��7P�5ห��R/O N�N� �4%�'O/� IP �7P#7ค/4#N27P$� �4%�'O/��4%N�O4�8��4# /%์� 

�7PR#N�'/�"3$ ห�N/$�4�/4��2 6�4%�4ห'3��4%�3Q�คN4R!%์//''์ �3��7Q 
  1) �Aห���P$�@$ค/@##?P�ค��ลอ�"?$ (De昀椀ne Security Policies) �4%�5ห��
�P$�4$ค/4##3P�ค��'/�"3$�7P�3�N�� N�O��3Q��/��7P25ค3��N/��4%�3Q�คN4R!%์//''์ N�N� �4%�5ห��
�8��O/#;'ห%9/�%6�4%�7P�O/��4%�4%���O/�O'2%2�:�8��;O�7P24#4%�N�O4�8�R�O 
  2) �?Q�คN@���@%�%อ� (Con昀椀gure Filtering Rules) �4%�3Q�คN4�� (Rule) Q�R!%์//''์
N 9 P//�:�4�ห%9/��6N2��4%N� O4� 8�� O/#;'��N/ O�R��์�4#�7 Pห� N/$�4��5ห��QหONห#422#  

�3��':N#N�O4ห#4$ �8P��2�O/��5ห����25ห%3��4%�%4�% (Traf昀椀c) �3Q��4N�O4 (Inbound Rule)  
O'2�4//� (Outbound Rule)  
  �4%�3Q�คN4R!%์//''์ค/%Q�Oห'3��4% "Deny by Default" �8P�N�O��4%�3Q�คN4QหO%2����6N2� 

�4%N�O4�8��3Q�ห#�N�O� 9Q��4� O'O/N 6P#�4%/�:�4��4%N�O4�8��7P�5N�O� Q�2N/��7PN�7P$/�O/��3��4%N�O4�8�
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N/O�R��์N�N4�3Q� P�$�4%N�>�N� 42 /%์� 443 ห%9/ Hypertext Transfer Protocol Secure (HTTPS) 
QหO�>��4%Q�O�4� /%์� 80 2N/� /%์�ห%9/�%6�4%/9P� N ห4��5N�O��O/�N�>�Q�O�4� QหON'9/�N�>�Q�O�4�
P�$QหO#7�4%N�O4%ห32 �3Q��7Q N 9P/N 6P#ค/4##3P�ค��'/�"3$QหO%2�� N�O��4%'�P/�42�4%�;�P�#�7 O'2
�4%N�9P/#�N/�4�"4$�/��2�5R�O�N4��N/��4��7P�5N�O�O'2#7�4%/�:�4�R/ON�N4�3Q�  2N/� /%์�/9P� N  
QหOห�N/$�4� 6�4%�4N�>�N� 42N�N4�7P�5N�O� P�$QหO�5ห��N� 42 IP �7PQ�O�4�  
 3) �A�?��@%N�O@�D�P�$"G#B0@2�%์ (Geographic Restrictions) �5ห��QหOR!%์//''์ 
�5�4%��6N2�ห%9/�5�3��4%N�O4�8��4��4��%2N�0ห%9/";#6"4ค�7PR#N�O/��4%ห%9/#7ค/4#N27P$�2;� 
   4) �้อ��?��@%P�#�C (Protect Against Attacks) �4%Q�Oค:�2#�3�6�/�R!%์//''์  
N 9P/�O/��3��4%P�#�7�N4� N N�N� DDoS, SQL injection O'2 XSS �O/$�4%�3Q�คN4ค/4#24#4%� 

Q��4%�O/��3��4%P�#�7 
  5) �@%�%/�2อ�Oล>�?��D� (Monitoring and Logging) �4%�3Q�คN4R!%์//''์ QหO�3��8�
�6��%%#�7PN�6��8Q� N 9P/%/�%3��4%�%/�2/�$O/�ห'3�O'2/6Nค%42ห์Nห�:�4%�์�7PN�6��8Q� P�$�4%�3��8�  
Log �7 P� 7�2�N/$QหO24#4%��%/�2/�O'2�/�2�/��N/Nห�:�4%�์�O4�ค/4##3 P�ค��'/�"3$ 
R�O/$N4�%/�N%O/O'2#7�%226��6"4 #4�$6P��8Q� 

6) �@%�%?��%F�Oล>อ?�N��N�็��%>�A (Regular Updates) �4%/3�N���/!�์O/%์ 

R!%์//''์ O'2���4%�%/�/$N4�2#P5N2#/ N�O�26P��7P25ค3��7P�O/��5N�6��4%N 9P/QหO#3P�Q�/N4R!%์//''์
24#4%��O/��3�"3$ค:�ค4#�4�2�4��4%�์�O4�ค/4##3P�ค��'/�"3$R�O/$N4�ค%/�ค':# 

�Oอ 6.4 �@%N��B�Nห�FN#EPอ#C�@%�%/� �"?$คF�ค@#�@�R�N�อ%์2Aห%?�N/O�R��์ 

�@%%?�#EอNห�F�@%�์R#Nค@�คB�  
  Nห�:�4%�์R#Nค4�ค6�/4�N�6�R�O�4�ห'4$24Nห�:O'2/4�/$; N�/�Nห�9/�4%ค/�ค:#  

�/��; OQ�O�4�O'2ห�N/$�4� N#9 P/N�6�Nห�:�4%�์R#Nค4�ค6�O'O//4�2N��'�%2���3�%2���N4� N  

%/#�8�%2��N/O�R��์ �4%N�%7$#�3/%3�#9/�3�Nห�:�4%�์"3$ค:�ค4#�4�R�N�/%์�8�N�O�26P��7P�5N�O�  
Q��4%'�ค/4#N27$ห4$�7P�2N�6��8Q� �3 Q��4��:%�6�O'2�9 P/N27$�"4 '3�1�์ P�$�4%#7O��%3�#9/ 

�2�5QหO%2��!AQ�!;�'3�#4Q�O�4�R�O%/�N%O/$6P��8Q� �N/$N 6P#ค/4#N�9P/#3P��/�';�คO4O'2�;O#72N/�R�O  
2 N/�N2 7$� 3�� :%� 6�O'2�% 6�4%  ห�N/$�4�/4��2 6�4%�4ค5O�2�5O'2� O/ค/% 6�4%�4 
Q��4%�/�2�/��N/Nห�:�4%�์25ห%3��4%�%6ห4%ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$�4�R�N�/%�์/� 
NIST N 9P/�N/$QหOห�N/$�4��N4� N #7ค/4#24#4%�Q��4%%3�#9/Nห�:�4%�์�4�R�N�/%์ '�ค/4#2;�N27$ 

�7PN�6��8Q�O'2Q�ON/'4Q��4%!AQ�!;%2���7P23Q�'� �%2�/��O/$ 6 2N/� (51) �3��7Q 
1) �@%ค/�คF#Oล>�A�?��GOล (Govern: GV) ค9/ #7�4%�3��5 29P/24% O'2�6��4#�%/�2/�

�'$:��์�4%�%6ห4%�3��4%ค/4#N27P$��/�ห�N/$�4� ค/4#ค4�ห/3��/��;O#72N/�R�O2N/�N27$ O'2�P$�4$ 
2) �@%%>�Fค/@#N2CP$� (Identify: ID) ค9/ ห�N/$�4�N�O4Q��8�ค/4#N27P$��O4�ค/4##3P�ค�

�'/�"3$�/�%2��24%2�N�0�7PN�O��ั��:�3� 

3) �@%�้อ��?� (Protect: PR) ค9/ �4%Q�ONค%9P/�#9/O'2�%2�/��4%�N4� N Q��4%%3�#9/ 

�3�ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$�/�%2��24%2�N�0�/�ห�N/$�4� 

4) �@%�%/��?� (Detect: DT) ค9/ �4%�%/��3�O'2/6Nค%42ห์Nห�:�4%�์�7P#7'3�1�2�N��/� 

�8��4%�;�P�#�7 
5) �@%�อ�2�อ� (Respond: RS) ค9/ �4%�5N� 6��4%N 9 P/% 3�# 9/� 3�Nห� :�4%�์  

�4��O4�ค/4##3P�ค��'/�"3$�7P�%/� � 
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6) �@%!ื้�!G (Recover: RC) ค9/ �4%�5QหO�%3 $์26�O'2�%2�/��4%�7 P�;�P�#�7�'3� 

#4#72"4 N�6# 

 P�$�4%�5�4��3Q� 6 2N/��2#7ค/4#23# 3��์�3��4#"4 �7P �2 �'N4/ค9/ �4%ค/�ค:#O'2
�5�3��;O' �4%%2�:ค/4#N27P$� O'2�4%�O/��3� �2N�O��6��%%#�7P2�3�2�:��4%%3�#9/Nห�:�4%�์  
"3$ค:�ค4#�4�R�N�/%์ O�N�2R#NR�ON�O�2N/�ห�8P��/�/��%�4%%3�#9/Nห�:�4%�์�4�R�N�/%์P�$�%�  

2N/��4%�%/��3� �4%�/�2�/� O'2�4%!AQ�!;�2/$; NQ�/��%�4%%3�#9/Nห�:�4%�์�4�R�N�/%์  

P�$#7�4%�5��N%7$��7 PR�O�4��3Q� 6 2N/� #4���/�N 9P/ 3��4O�/�4�Q��4%%3�#9/Nห�:�4%�์  

�7PR#Nค4�ค6�/$N4��N/N�9P/� P�$�2#7�%2�/��4%/6Nค%42ห์ �4%�3�'5�3�ค/4#25ค3� O'2�4%�5�'  

�7PR�O#4N�O��O/#;'Q��4%�5�4�Q��:�2N/� 
 

 
"@ �CP �2 %;�O��/��%�4%%3�#9/Nห�:�4%�์�4�R�N�/%์�4# CSF 2.0 
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"@ค��/� ค 
O��!อ%์#N EPอQ�OQ��@%�%/�2อ��@%�AN�B��@%QหON�็�R��@##@�%�@���?��CQ 

Pค%�2%O@�O��!อ%์# 

O��!อ%์# ค1 O���%/�%4$�4%N 9P/�%/�2/�2�4�2ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ 

 O��!อ%์# ค1  N�O�O���%/�%4$�4%N 9P/�4%�%/�2/�2�4�2ค/4##3P�ค��'/�"3$25ห%3�
N/O�R��์ N 9P/QหOห�N/$�4�Q�OQ��4%�%2N#6���N/� (Self-Assessment) QหON�O�R��4##4�%�4���3��7Q  
�3Q��':N#�7P��6�3�6�4# ห%9/�':N#�7P2N�N2%6#QหO��6�3�6�4#�O/�5ห���3Q��P5  
O��!อ%์# ค2 O��%4$�4��4%O�OR�%4$�4%�7P$3��O/��%3��%:� 
 O��!อ%์# ค2 N�O�O��%4$�4��4%O�OR�%4$�4%�7 P$3��O/��%3��%:�Q��%�7�7P ห�N/$�4� 

 �%4$�4%�7 PR#NN�O�R��4#�O/�O4ห�� �4#O��!/%์# ค1 QหO%2�:%4$�4%�7 P�O/��4%�%3��%:� 

'�Q�O��!/%์#�7Q  

คAO�>�A 
1.  QหOห�N/$�4��5N�6��4%�%/��O/#;'�7PN�7 P$/�3�N/O�R��์ห�N/$�4��/��N4�Q�2N/��7 P 1  

O'2�5ห��ค:�'3�1�2ค/4##3 P�ค��'/�"3$R�N�/%์Qห O� 3��O/#;'ห%9/24%2�N�0Q�2N/��7 P 2  
P�$Q2NNค%9P/�ห#4$ ✓  '�Q��N/��7P#7�O/#;'�%��3�ห�N/$�4��/��N4�#4��7P2:� 

  2.  Qห Oห�N/$�4��5N�6��4%�%/�2/�2�4�2ค/4##3 P�ค��'/�"3$25ห% 3�N/ O�R��์   
�4#O��!/%์# ค1 Q�2N/��7 P 3 P�$Q2NNค%9 P/�ห#4$ ✓  '�Q��N/� <�4%�%2N#6�= Q�2N/��/�
�OอN2�อO�> 3 %2�3� �3��7Q 

<�AN�B�ก@1OลOว= �%�7�7Pห�N/$�4��5N�6��4%�4#%4$�4%Q��O/N2�/O�2�7P%2�:/N4  
<�2�O/�= O'2 <ค/%�2= ค%��O/� P�$QหOQ2N%4$'2N/7$��/�ห'3��4�Q��N/� <ห'3��4�= O'2O��
 %O/#O��!/%์#�7Q 

<อ0?NO�1>หวN@ง�AN�B�ก@1= �%�7�7Pห�N/$�4��5'3��5N�6��4%�4#%4$�4%Q��O/N2�/O�2
�7P%2�:/N4 <�2�O/�= O'2 <ค/%�2=  

<0?งP/NP�O�AN�B�ก@1= �%�7�7Pห�N/$�4�$3�R#N�5N�6��4%�4#%4$�4%Q��O/N2�/O�2 

�7P%2�:/N4 <�2�O/�= O'2 <ค/%�2= 
3.  �4��3Q�QหO�%/�2/��OอN2�อO�>Q�O�Nล>�Oอ�Aห�� P�$QหOQ2NNค%9P/�ห#4$ ✓  '�Q��N/� 

<�4%�%2N#6�= Q�2N/��/��Oอ�Aห�� ` %2�3� �3��7Q 
<�AN�B�ก@1OลOว= �%�7�7Pห�N/$�4��5N�6��4%�4#�O/�5ห��ค%��O/� O'2�O/N2�/O�2

Q�O�N'2�O/�5ห��#72�4�2N�O� <�5N�6��4%O'O/= ค%��:��O/ 
<0?ง�Oอง!1? !1>ง= �%�7�7Pห�N/$�4��5N�6��4%�4#�O/�5ห��$3�R#Nค%��O/� O'2

�O/N2�/O�2Q�O�N'2�O/�5ห��#72�4�2N�O� </$;NQ�%2ห/N4��5N�6��4%= ห%9/ <$3�R#NR�O�5N�6��4%= 
4. ห4�%4$�4%�Oอ�Aห��#7�'�4%�%2N#6�N�O� <$3��O/��%3��%:�= QหOห�N/$�4��5N�6��4%

�%/�%4$'2N/7$�Q�O��%4$�4�%4$�4%�7P$3��O/��%3��%:� (O��!/%์# ค2) N 9P/�5N�6��4%�%3��%:�
O�OR��O/�5ห���7P$3��O/��%3��%:�O�OR�QหON�O�R��4##4�%�4���3��7Q 

5. ห'3��4�ห�N/$�4��5N�6��4%�%/�O��!/%์# ค1 O'2O��!/%์# ค2 O'O/QหOห�N/$�4�
�5N�6��4%�4#O�/�4�Q��4%�%/�2/�O'2��6�3�6QหON�O�R��4##4�%�4� �O/�7P 7.2  
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O��!อ%์# ค1  

O���%/�%@$�@%N EPอ�@%�%/�2อ�2�@�>ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ 
25ห%3�ห�N/$�4�ค/�ค:#ห%9/�5�3��;O' ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 

ห�N/$�4��/�%3� O'2ห�N/$�4�N/��� 

2N/��CP 1 �O/#;'N�7P$/�3�N/O�R��์ 

�9P/ห�N/$�4�…………………..………………………………………………………………………….…………………………… 

�9P/ห�N/$�4�ค/�ค:#ห%9/�5�3��;O' �/��N4�……………………………………..………………………….……..…….. 
�%2N"�ห�N/$�4�   ห�N/$�4��/�%3�   

    ห�N/$�4�ค/�ค:#ห%9/�5�3��;O' (Regulator) 
ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 (CII) 
ห�N/$�4�N/��� 

N/O�R��์QหO�%6�4%�O4�………………………………………………………………………………..….………………………….. 
ห�N/$�4�"4$Q��7P%3��6��/� (%2�:QหON�O�R��4#�O/ 5.4.2)……………………………..……..………………….. 
�4%N�O4�8�N/O�R��์ ห%9/ URL…………………………………………..………………………..……..………………………… 

�%2N"��/�N/O�R��์   N/O�R��์ห'3��/�ห�N/$�4� N/O�R��์"4$Q�ห�N/$�4� (Intranet) 
 /9P�N P�%�%2�:…………………………………………………………………………………… 

/3��:�%22�ค์Q��4%�%6�4%N/O�R��์ (N'9/�R�O#4��/N4 1 �3/N'9/�) 
N/O�R��์�7PQหO�%6�4%�O/#;'�/��%2�4��  

 N/O�R��์QหO�%6�4%N�7P$/�3�Pค%�2%O4� 9Q��4�25ค3��/��%2N�0 

N/O�R��์�/�ห�N/$�4��7P#7�4%�5N�6��4%�:%�%%#�4�/6N'O��%/�6�2์ 
/9P� N P�%�%2�:…………………...……………………..…………………………………… 

%;�O���4%�3��5N/O�R��์  N/O�R��์��%2���/�/�ค์�% (On-Premises) 
N/O�R��์��%2��ค'4/�์ (Cloud Service)   

    N/O�R��์�7PQ�O�%6�4%N/O�P02�6Q� (Web Hosting) 
    /9P�N P�%�%2�:…………………………………….…..…………………………. 

/3��7P�%2N#6���N/� (Self-Assessment)………………………………………. 
�;O�/�O��2/��4#……………………………………………………�5Oห�N�………………………………………….……. 
23��3�ห�N/$�4� ("4$Q�)………………………………………….………………………………………………………………. 
N�/%์P�%……………………..……………………….………./7N#'………………………………………………………………… 
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2N/��CP 2 �5ห��ค:�'3�1�2ค/4##3P�ค��'/�"3$R�N�/%์QหO�3��O/#;'ห%9/24%2�N�0 

 �4#�%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4�
�4%�5ห��ค:�'3�1�2ค/4##3P�ค��'/�"3$R�N�/%์QหOO�N�O/#;'ห%9/%2��24%2�N�0  .0. 2566 
(23) 
�ล�%>���O@��CP 1 #GลคN@ค/@#N2C$ห@$�@��@%N�B�ห%Eอ�%? $์2B� ห%Eอ�Nอ�EPอN2C$��อ�ห�N/$�@�  
�4%4� ค1 �4%�%2N#6��'�%2���N/#;'คN4ค/4#N27$ห4$�4��4%N�6�ห%9/�%3 $์26�ห%9/�N/�9P/N27$�
�/�ห�N/$�4� 

/?��F�%>2�ค์/ 
%>�?� 

�@%%?�1@ค/@#ล?� 

(Con昀椀dentiality) 
�@%%?�1@ค/@#

�G��Oอ� 
(Integrity) 

�@%%?�1@2"@  %Oอ#
Q�O�@� 

(Availability) 
�PA      Q��%�7�7P�4%N�>�N�$�O/#;'

P�$R#NR�O%3�/�:�4�R#N/N4�3Q�ห#�
ห%9/�4�2N/� /4�2N��'�%2���N/
�4%�5N�6��4� �%3 $2์6� ห%9/
�9P/N27$��/�ห�N/$�4�ห%9/�:คค'
N 7$�N'O��O/$ห%9//$N4��5�3� 
ห%9/ /4�N�>�N�$�O/#;''3��7P�;�
�5ห���3Q�ค/4#'3�N�O��3Q�'3� 

    Q��%�7�7P�4%O�OR�
ห%9/�4%�5'4$�O/#;'
P�$R#NR�O%3�/�:�4�/4�
2N��'�%2���N/�4%
�5N�6��4� ห%9/
�%3 $์26��/�ห�N/$�4�
ห%9/�:คค'N 7$�N'O��O/$
ห%9//$N4��5�3� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/�4%
�5N�6��4� ห%9/�%3 $2์6�
�/�ห�N/$�4�ห%9/�:คค'
N 7$�N'O��O/$ห%9//$N4�
�5�3� 

�ล@�      Q��%�7�7P�4%N�>�N�$�O/#;'
P�$R#NR�O%3�/�:�4�R#N/N4�3Q�ห#�
ห%9/�4�2N/� /4�2N��'�%2���N/
�4%�5N�6��4� �%3 $2์6� ห%9/
�9P/N27$��/�ห�N/$�4�ห%9/�:คค'
/$N4�%O4$O%� ห%9/ /4�N�>�N�$
�O/#;''3��7P�;��5ห���3Q�ค/4#'3�
N�O��3Q�'3�#4� 

    Q��%�7�7P�4%O�OR�
ห%9/�4%�5'4$�O/#;'
P�$R#NR�O%3�/�:�4�/4�
2N��'�%2���N/�4%
�5N�6��4� ห%9/
�%3 $์26��/�ห�N/$�4�
ห%9/�:คค'/$N4�%O4$O%� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/�4%
�5N�6��4� ห%9/�%3 $2์6�
�/�ห�N/$�4�ห%9/�:คค'
/$N4�%O4$O%� 

2G�     Q��%�7�7P�4%N�>�N�$�O/#;'P�$
R#NR�O%3�/�:�4�R#N/N4�3Q�ห#�ห%9/
�4�2N/� /4�2N��'�%2���N/�4%
�5N�6��4� �%3 $์26� ห%9/�9P/N27$�
�/�ห�N/$�4�ห%9/�:คค'/$N4�
%O4$O%�#4� ห%9/ /4�N�>�N�$
�O/#;''3��7P�;��5ห���3Q�ค/4#'3�
N�O��3Q�'3��7P2:� 

    Q��%�7�7P�4%O�OR�
ห%9/�4%�5'4$�O/#;'
P�$R#NR�O%3�/�:�4�/4�
2N��'�%2���N/�4%
�5N�6��4� ห%9/
�%3 $์26��/�ห�N/$�4�
ห%9/�:คค'/$N4�%O4$O%�
#4� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/�4%
�5N�6��4� ห%9/�%3 $2์6�
�/�ห�N/$�4�ห%9/�:คค'
/$N4�%O4$O%�#4� 

 

�ล�@%�%>N#B� (�5R��%/�Q��4%4� ค5) 
�'�%2��#4��7P2:� N%EPอ�     ค/4#'3�     ค/4#�;��O/�    2"4  %O/#Q�O %>�?�     �P5    �'4�    2;�           
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�ล�%>���O@��CP 2 �A�/��อ��GOQ�O�%B�@%�อ�ห�N/$�@� �Fคล@�%�อ�ห�N/$�@�ห%Eอ�%>�@���CP
อ@�R�O%?�อ?��%@$�Nอ�C/B� %N@��@$ อ�@#?$ �%? $์2B� ห%Eอค/@#N2C$ห@$อEP�Q� 

�4%4� ค2 �4%�%2N#6��'�%2���N/�5�/��/��;OQ�O�%6�4%�/�ห�N/$�4� �:ค'4�%�/�ห�N/$�4�
ห%9/�%2�4���7P/4�R�O%3�/3��%4$�N/�7/6� %N4��4$ /�4#3$ �%3 $์26� ห%9/ค/4#N27$ห4$/9P�Q� 

/?��F�%>2�ค์/ 
%>�?� 

�@%%?�1@ค/@#ล?� 

(Con昀椀dentiality) 
�@%%?�1@ค/@#�G��Oอ� 

(Integrity) 
�@%%?�1@2"@  %Oอ#Q�O�@� 

(Availability) 
�PA      Q��%�7�7P�4%N�>�N�$�O/#;'

P�$R#NR�O%3�/�:�4�R#N/N4�3Q�ห#�
ห%9/�4�2N/� /4�2N��'�%2�� 

�N/�5�/��/��;OQ�O�%6�4%�/�
ห�N/$�4� �:ค'4�%�/�ห�N/$�4�
ห%9/�%2�4���7P/4�R�O%3�
/3��%4$�N/�7/6� %N4��4$ /�4#3$ 
�%3 $์26� ห%9/ค/4#N27$ห4$/9P�Q�
N 7$�N'O��O/$ห%9//$N4��5�3� 
ห%9/ /4�N�>�N�$�O/#;''3��7P 
�;��5ห���3Q�ค/4#'3�N�O��3Q�'3� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/�5�/��/�
�;OQ�O�%6�4%�/�ห�N/$�4� 
�:ค'4�%�/�ห�N/$�4�
ห%9/�%2�4���7P/4�R�O%3�
/3��%4$�N/�7/6� %N4��4$ 
/�4#3$ �%3 $์26� ห%9/
ค/4#N27$ห4$/9P�Q�/$N4�
N'O��O/$ห%9//$N4��5�3� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/
�5�/��/��;OQ�O�%6�4%�/�
ห�N/$�4� �:ค'4�%�/�
ห�N/$�4�ห%9/�%2�4�� 

�7P/4�R�O%3�/3��%4$�N/�7/6� 
%N4��4$ /�4#3$ �%3 $2์6� 
ห%9/ค/4#N27$ห4$/9P�Q�/$N4�
N'O��O/$ห%9//$N4��5�3� 

�ล@�      Q��%�7�7P�4%N�>�N�$�O/#;'
P�$R#NR�O%3�/�:�4�R#N/N4�3Q�ห#�
ห%9/�4�2N/� /4�2N��'�%2���N/
�5�/��/��;OQ�O�%6�4%�/�
ห�N/$�4� �:ค'4�%�/�ห�N/$�4�
ห%9/�%2�4���7P/4�R�O%3�
/3��%4$�N/�7/6� %N4��4$ /�4#3$ 
�%3 $์26� ห%9/ค/4#N27$ห4$/9P�Q�
/$N4�%O4$O%� ห%9/ /4�N�>�N�$
�O/#;''3��7P�;��5ห���3Q�ค/4#'3�
N�O��3Q�'3�#4� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/�5�/��/�
�;OQ�O�%6�4%�/�ห�N/$�4� 
�:ค'4�%�/�ห�N/$�4�
ห%9/�%2�4���7P/4�R�O%3�
/3��%4$�N/�7/6� %N4��4$ 
/�4#3$ �%3 $์26� ห%9/
ค/4#N27$ห4$/9P�Q�/$N4�
%O4$O%� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/
�5�/��/��;OQ�O�%6�4%�/�
ห�N/$�4� �:ค'4�%�/�
ห�N/$�4�ห%9/�%2�4�� 

�7P/4�R�O%3�/3��%4$�N/�7/6� 
%N4��4$ /�4#3$ �%3 $2์6� 
ห%9/ค/4#N27$ห4$/9P�Q�/$N4�
%O4$O%� 

2G�     Q��%�7�7P�4%N�>�N�$�O/#;'
P�$R#NR�O%3�/�:�4�R#N/N4�3Q�ห#�
ห%9/�4�2N/� /4�2N��'�%2�� 

�N/�5�/��/��;OQ�O�%6�4%�/�
ห�N/$�4� �:ค'4�%�/�ห�N/$�4�
ห%9/�%2�4���7P/4�R�O%3�
/3��%4$�N/�7/6� %N4��4$ /�4#3$ 
�%3 $์26� ห%9/ค/4#N27$ห4$/9P�Q�
/$N4�%O4$O%�#4� ห%9/  
/4�N�>�N�$�O/#;''3��7P�;��5ห��
�3Q�ค/4#'3�N�O��3Q�'3��7P2:� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/�5�/��/�
�;OQ�O�%6�4%�/�ห�N/$�4� 
�:ค'4�%�/�ห�N/$�4�
ห%9/�%2�4���7P/4�R�O%3�
/3��%4$�N/�7/6� %N4��4$ 
/�4#3$ �%3 $์26�  
ห%9/ค/4#N27$ห4$/9P�Q�
/$N4�%O4$O%�#4� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/
�5�/��/��;OQ�O�%6�4%�/�
ห�N/$�4� �:ค'4�%�/�
ห�N/$�4�ห%9/�%2�4���7P
/4�R�O%3�/3��%4$�N/�7/6� 
%N4��4$ /�4#3$ �%3 $2์6� 
ห%9/ค/4#N27$ห4$/9P�Q�/$N4�
%O4$O%�#4� 

 

�ล�@%�%>N#B� (�5R��%/�Q��4%4� ค5) 
�'�%2��#4��7P2:� N%EPอ�     ค/4#'3�     ค/4#�;��O/�    2"4  %O/#Q�O %>�?�     �P5    �'4�    2;�           
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�ล�%>���O@��CP 3 ค/@#2@#@%�Q��@%�AN�B��@%�@#ห�O@�CP�อ�ห�N/$�@� 

 �4%4� ค3 �4%�%2N#6��'�%2���N/ค/4#24#4%�Q��4%�5N�6��4%�4#ห�O4�7P�/�ห�N/$�4� 

/?��F�%>2�ค์/ 
%>�?� 

�@%%?�1@ค/@#ล?� 

(Con昀椀dentiality) 
�@%%?�1@ค/@#�G��Oอ� 

(Integrity) 
�@%%?�1@2"@  %Oอ#Q�O

�@� 

(Availability) 
�PA      Q��%�7�7P�4%N�>�N�$

�O/#;'P�$R#NR�O%3�/�:�4� 

R#N/N4�3Q�ห#�ห%9/�4�2N/�  
/4�2N��'�%2���N/
ค/4#24#4%�Q��4%
�5N�6��4%�4#ห�O4�7P�/�
ห�N/$�4�ห%9/�:คค'N 7$�
N'O��O/$ห%9//$N4��5�3� 
ห%9/ /4�N�>�N�$�O/#;''3� 

�7P�;��5ห���3Q�ค/4#'3�N�O�
�3Q�'3� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/ค/4#24#4%� 

Q��4%�5N�6��4%�4#
ห�O4�7P�/�ห�N/$�4�ห%9/
�:คค'/$N4�N'O��O/$ห%9/
/$N4��5�3� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/
ค/4#24#4%�Q� 

�4%�5N�6��4%�4#ห�O4�7P�/�
ห�N/$�4�ห%9/�:คค'/$N4�
N'O��O/$ห%9//$N4��5�3� 

�ล@�      Q��%�7�7P�4%N�>�N�$
�O/#;'P�$R#NR�O%3�/�:�4�R#N
/N4�3Q�ห#�ห%9/�4�2N/� /4�
2N��'�%2���N/ค/4#24#4%�
Q��4%�5N�6��4%�4#ห�O4�7P
�/�ห�N/$�4�ห%9/�:คค' 

/$N4�%O4$O%� ห%9//4�N�>�N�$
�O/#;''3��7P�;��5ห���3Q�
ค/4#'3�N�O��3Q�'3�#4� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/ค/4#24#4%� 

Q��4%�5N�6��4%�4#
ห�O4�7P�/�ห�N/$�4�ห%9/
�:คค'/$N4�%O4$O%� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/
ค/4#24#4%�Q��4%
�5N�6��4%�4#ห�O4�7P 
�/�ห�N/$�4�ห%9/�:คค' 

/$N4�%O4$O%� 

2G�     Q��%�7�7P�4%N�>�N�$�O/#;'
P�$R#NR�O%3�/�:�4�R#N/N4
�3Q�ห#�ห%9/�4�2N/� /4�
2N��'�%2���N/ค/4#24#4%�
Q��4%�5N�6��4%�4#ห�O4�7P
�/�ห�N/$�4�ห%9/�:คค'/$N4�
%O4$O%�#4� ห%9/ /4�N�>�N�$
�O/#;''3��7P�;��5ห���3Q�
ค/4#'3�N�O��3Q�'3��7P2:� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/ค/4#24#4%�Q�
�4%�5N�6��4%�4#ห�O4�7P
�/�ห�N/$�4�ห%9/�:คค'
/$N4�%O4$O%�#4� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/
ค/4#24#4%�Q� 

�4%�5N�6��4%�4#ห�O4�7P 
�/�ห�N/$�4�ห%9/�:คค' 

/$N4�%O4$O%�#4� 

 

�ล�@%�%>N#B� (�5R��%/�Q��4%4� ค5) 
�'�%2��#4��7P2:� N%EPอ�     ค/4#'3�    ค/4#�;��O/�    2"4  %O/#Q�O %>�?�     �P5     �'4�    2;�           
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�ล�%>���O@��CP 4 ค/@##?P�ค��อ�%?�Oล>ค/@#2��N%C$�%Oอ$"@$Q��%>N�0 

 �4%4� ค4 �4%�%2N#6��'�%2���N/ค/4##3P�ค��/�%3�O'2ค/4#2��N%7$�%O/$"4$Q��%2N�0 

/?��F�%>2�ค์/ 
%>�?� 

�@%%?�1@ค/@#ล?� 

(Con昀椀dentiality) 
�@%%?�1@ค/@#�G��Oอ� 

(Integrity) 
�@%%?�1@2"@  %Oอ#Q�O

�@� 

(Availability) 
�PA      Q��%�7�7P�4%N�>�N�$

�O/#;'P�$R#NR�O%3�/�:�4�R#N
/N4�3Q�ห#�ห%9/�4�2N/� /4�
2N��'�%2���N/ค/4##3P�ค�
�/�%3�O'2ค/4#2��N%7$�%O/$
"4$Q��%2N�0N 7$�N'O��O/$
ห%9//$N4��5�3� 
ห%9/ /4�N�>�N�$�O/#;''3� 

�7P�;��5ห���3Q�ค/4#'3�N�O�
�3Q�'3� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/�4%ค/4##3P�ค�
�/�%3�O'2ค/4#2��
N%7$�%O/$"4$Q��%2N�0
/$N4�N'O��O/$ห%9//$N4�
�5�3� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/ค/4#
#3P�ค��/�%3�O'2ค/4#2��
N%7$�%O/$"4$Q��%2N�0
/$N4�N'O��O/$ห%9//$N4��5�3� 

�ล@�      Q��%�7�7P�4%N�>�N�$
�O/#;'P�$R#NR�O%3�/�:�4�R#N
/N4�3Q�ห#�ห%9/�4�2N/� /4�
2N��'�%2���N/ค/4##3P�ค�
�/�%3�O'2ค/4#2��N%7$�%O/$
"4$Q��%2N�0/$N4�%O4$O%� 
ห%9/ /4�N�>�N�$�O/#;''3� 

�7P�;��5ห���3Q�ค/4#'3�N�O�
�3Q�'3�#4� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/ค/4##3P�ค��/�
%3�O'2ค/4#2��N%7$�%O/$
"4$Q��%2N�0 

/$N4�%O4$O%� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/ค/4#
#3P�ค��/�%3�O'2ค/4#2��
N%7$�%O/$"4$Q��%2N�0
/$N4�%O4$O%� 

2G�     Q��%�7�7P�4%N�>�N�$�O/#;'
P�$R#NR�O%3�/�:�4�R#N/N4
�3Q�ห#�ห%9/�4�2N/�  
/4�2N��'�%2���N/ค/4#
#3P�ค��/�%3�O'2ค/4#2��
N%7$�%O/$"4$Q��%2N�0 

/$N4�%O4$O%�#4� ห%9/ /4�
N�>�N�$�O/#;''3��7P�;��5ห��
�3Q�ค/4#'3�N�O��3Q�'3��7P2:� 

    Q��%�7�7P�4%O�OR�ห%9/
�4%�5'4$�O/#;'P�$R#NR�O
%3�/�:�4�/4�2N��'
�%2���N/ค/4##3P�ค��/�
%3�O'2ค/4#2��N%7$�%O/$
"4$Q��%2N�0/$N4�
%O4$O%�#4� 

    Q��%�7�7Pห�N/$�4� 
R#N24#4%�N�O4�8�O'2Q�O�4�
�O/#;'ห%9/%2��24%2�N�0
R�O /4�2N��'�%2���N/ 

ค/4##3P�ค��/�%3�O'2 

ค/4#2��N%7$�%O/$
"4$Q��%2N�0/$N4�%O4$O%�
#4� 

 

�ล�@%�%>N#B� (�5R��%/�Q��4%4� ค5) 
�'�%2��#4��7P2:� N%EPอ�     ค/4#'3�    ค/4#�;��O/�    2"4  %O/#Q�O %>�?�     �P5     �'4�    2;�           
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�@%@� ค5 �4%4�2%:��'�4%�5ห��ค:�'3�1�2ค/4##3 P�ค��'/�"3$R�N�/%์QหO�3��O/#;'ห%9/
24%2�N�0O'2�4%�%2N#6�%2�3��'�%2�� 

�ล�%>���O@� /?��F�%>2�ค์�CP#C�ล�%>��
#@��CP2F� 

%>�?��ล�%>�� 

#;'คN4ค/4#N27$ห4$�4��4%N�6�ห%9/�%3 $์26� 
ห%9/�N/�9P/N27$��/�ห�N/$�4� 

 
 

 

�5�/��/��;OQ�O�%6�4%�/�ห�N/$�4� 
�:ค'4�%�/�ห�N/$�4�ห%9/�%2�4���7P/4�
R�O%3�/3��%4$�N/�7/6� %N4��4$ /�4#3$ 
�%3 $์26� ห%9/ค/4#N27$ห4$/9P�Q� 

  

ค/4#24#4%�Q��4%�5N�6��4%�4#ห�O4�7P
�/�ห�N/$�4� 

 
 

 

ค/4##3P�ค��/�%3�O'2ค/4#2��N%7$�%O/$
"4$Q��%2N�0 

 
 

 

Q2N%>�?��ล�%>��#@��CP2F� (�A�ลR�Q2NQ��@%@� ค6)  
 

 

�@%@� ค6 �O/�5ห���3Q��P5Q��4%��6�3�6�4##4�%�4���3��7Q O�N��4#�'�%2���4��4%�%2N#6� 

�'�%2�� N���์�4%�5N�6��4%�4#�O/�5ห���3Q��P5 

  �'�%2��%2�3�2G� ห�N/$�4��2�O/��5N�6��4%�4#�O/�5ห��Q�#4�%�4���3��7Q �:��O/ 

   �'�%2��%2�3��ล@� ห�N/$�4��2�O/��5N�6��4%�4#�O/�5ห��Q�#4�%�4���3��7Q �3��7Q 
ห?/�Oอ�CP 5 �5N�6��4%�4#�O/�5ห��Q�#4�%�4���3��7Q �:��O/  
ห?/�Oอ�CP 6 �5N�6��4%�4#�O/�5ห��Q�#4�%�4���3��7Q 
P�$ $�N/O� �O/�5ห�� �O/ 6.1.1 N� 422N/��/��4%�%2N#6��N/�Pห/N
O'2��2/�N�42%2�� O'2�4%�3��4%�;OQหO�%6�4%"4$�/� (Third 
Party Management) �O/ 6.2.1 �O/ 6.2.3 (5) - (7) O'2�O/ 6.2.4 
N� 422N/��/��4%O�N��ั��O/#;' (Information Sharing) 

  �'�%2��%2�3��PA ห�N/$�4��2�O/��5N�6��4%�4#�O/�5ห��Q�#4�%�4���3��7Q �3��7Q 
ห?/�Oอ�CP 5 �5N�6��4%�4#�O/�5ห��Q�#4�%�4���3��7Q �:��O/ 
ห?/�Oอ�CP 6 �5N�6��4%�4#�O/�5ห��Q�#4�%�4���3��7Q 
P�$ $�N/O� �O/�5ห�� �O/ 6.1.1 �O/ 6.2.1 �O/ 6.2.3 (4) - (7)  
�O/ 6.2.4 N� 422N/��4%�%6ห4%�3��4%N�9P/#�N/%2$2R�' (Remote 
Connection) 29P/N�O��O/#;'O���/�R�O (Removable Storage 
Media) O'2�4%O�N��ั��O/#;' (Information Sharing) �O/ 6.3.1  
�O/ 6.4.1 O'2 �O/ 6.5.1 

 

 

 

     ค/4#'3�       ค/4#�;��O/�      
     2"4  %O/#Q�O       

     ค/4#'3�       ค/4#�;��O/�      
     2"4  %O/#Q�O       

     ค/4#'3�       ค/4#�;��O/�      
     2"4  %O/#Q�O       
     ค/4#'3�       ค/4#�;��O/�      
     2"4  %O/#Q�O       

  �P5      �'4�      2;�          

  �P5      �'4�      2;�          

  �P5      �'4�      2;�          

  �P5      �'4�      2;�          
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�@%@� ค7  �4%%2�:ห�N/$�4��7P�O/���6�3�6�4#ห%9/2N�N2%6#QหO��6�3�6�4##4�%�4���3��7Q 
�ลFN# ล?�1�>ห�N/$�@� �@%��B�?�B�@#�Oอ�Aห�� 

�':N#�7P 1  1) ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 
2) ห�N/$�4�ค/�ค:#ห%9/�5�3��;O' 
a) ห�N/$�4��/�%3�  

�>�Oอ���6�3�6�4# 

 �':N#�7P 2 _) ห�N/$�4�N/��� 2N�N2%B#QหO��6�3�6�4# 
  

2N/��CP 3 O���%/�%4$�4%N 9P/�%/�2/�2�4�2ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ 
 

�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
�Oอ�Aห���@%�A�?��GOล�O@�ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ (ห?/�Oอ 5) 
1 �@%2A%/��%B���อ�ห�N/$�@� (Organization Context) (ห?/�Oอ 5.1) 

1.1 ห�N/$�4��2�O/�#7�4%�5ค/4#N�O4Q�2�4��4%�์�N4� N  
�7PN�7P$/�O/��3��4%�3�26�Q�Q��4%�3��4%ค/4#N27P$��O4�
ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์�/�ห�N/$�4� P�$
ห�N/$�4�/4��2 6�4%�4%4$'2N/7$��4%�5N�6��4%
25%/��%6���/�ห�N/$�4� (Organization Context) 
�4#�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�#4�%�4�
��3��7Q (ห3/�O/ 5.1.1) 

  

2 �P$�@$�O@�ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ (Website Security Policies)  
(ห?/�Oอ 5.2) 

2.1 ห�N/$�4��2�O/�#7�4%�5ห���P$�4$ค/4##3P�ค�
�'/�"3$25ห%3�N/O�R��์�4#�%6���/�/�ค์�%O'2�'$:��์
�O4�ค/4##3P�ค��'/�"3$N/O�R��์ P�$#7�4%�3�'5�3�
ค/4#25ค3� #7�4%29P/24% %/#�8�#7�4%�3�ค3�Q�O  
(ห3/�O/ 5.2.1) 

  

  ห�N/$�4��2�O/�#7�4%�5ห���P$�4$ค/4#
#3P�ค��'/�"3$25ห%3�N/O�R��์�4#�%6���/�
/�ค์�%O'2�'$:��์�O4�ค/4##3P�ค��'/�"3$
N/O�R��์ P�$ 6�4%�4O�/�4�R�O�4��%2�40
ค�2�%%#�4%�:%�%%#�4�/6N'O��%/�6�2์ N%9P/� 
#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$�/�
%2��24%2�N�0�4#/6�7�4%O���'/�"3$ 
 .0. 2555 Q�"4ค��/� ค �3//$N4��4%
�%2�40�P$�4$ �O/ 4 ห%9//4��2 6�4%�4
�3��5�P$�4$�4#�3//$N4��P$�4$�4%%3�14
ค/4##3P�ค��'/�"3$N/O�R��์ (Website 
Security Policy) �/� 2�#�. 

  

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
  N� 42�%�7ห�N/$�4�#7�P$�4$�4%%3�14ค/4#

#3P�ค��'/�"3$24%2�N�0 ห%9/�P$�4$ 
�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์/$;NO'O/ 
ห�N/$�4�ค/%�2 6�4%�4�%/�2/�O'2
�%3��%:�QหOค%/�ค':#O'22/�ค'O/��3�
#4�%�4���3��7Q 

  

2.2 ห�N/$�4��2�O/�#7�4%���/� �%3��%:� 29P/24% O'2
�3�ค3�Q�O�P$�4$ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์  
N 9P/22�O/��4%N�'7P$�O�'�ค/4#�O/��4% "3$ค:�ค4# 
N�คP�P'$7 %/#�8�"4%�6��/�ห�N/$�4� (ห3/�O/ 5.2.2) 

  

3 �ล$F��์�@%�?��@%ค/@#N2CP$� (Risk Management Strategy) (ห?/�Oอ 5.3) 
3.1 ห�N/$�4��2�O/�#7�4%�5ห��/3��:�%22�ค์�4%�%6ห4%

ค/4#N27P$�O'2#7�4%�3��5�%/��4%�%6ห4%ค/4#N27P$�
�O4�ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์N�O�'4$'3�1�์
/3�1% (ห3/�O/ 5.3.1) 

  

3.2 N� 42ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 
ห�N/$�4��2�O/� 6�4%�4�5N�6��4%�%2N#6�ค/4#N27P$�
�4#ค5O�2�5�/� 2�#�. N%9P/� O�/�4���6�3�6Q� 

�4%�%2N#6�ค/4#N27P$��O4��4%%3�14ค/4##3P�ค��'/�"3$ 
R�N�/%์ O'2#7�4%�%/�2/��O4�ค/4##3P�ค��'/�"3$ 

R�N�/%์ (ห3/�O/ 5.3.2)  

  

3.3 ห�N/$�4��2�O/�#7�4%�3��5 29P/24% O'2#7�4%N�O�%3�14
%4$�4%ค/4#N27P$��7P%2�:R/OQ��2N�7$�ค/4#N27P$� (Risk 
Register) %2�3�ค/4#N27P$��7P$/#%3�R�O (Risk Appetite)  
O'2คN4N�7P$�N���/�%2�3�ค/4#N27P$��7P$/#%3�R�O (Risk 
Tolerance) QหON�O��ั��:�3� O'2�6��4#%2�3�ค/4#N27P$�
QหO/$;NQ�N���์�7P$/#%3�R�O (ห3/�O/ 5.3.3) 

  

4 ���@�Oล>ค/@#%?��B��อ��O@��@%%?�1@ค/@##?P�ค��ลอ�"?$2@%2�N�0 (ห?/�Oอ 5.4) 
4.1 ห�N/$�4��2�O/�#7�4%�3�Pค%�2%O4�/�ค์�%QหO#7�4%�N/��:' 

 %O/#�5ห��/5�4� ���4�ห�O4�7P O'2ค/4#%3��6��/� 
�7P�3�N��N�7P$/�3��4%�%6ห4%�3��4%ค/4##3P�ค��'/�"3$
25ห%3�N/O�R��์ P�$ห�N/$�4�/4��2 Q�OO�/ค6��4%
�N/��:'�4#ห'3��4%ค/�ค:# �5�3� O'2�%/�2/�  
(Three Lines of Defense) #4�%2$:��์Q�O�3� 

�4%�3�Pค%�2%O4�/�ค์�%QหO#7�4%�N/��:' Q��4%�%6ห4%
�3��4%ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ �8P�#7

  

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
%4$'2N/7$��4#�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6# 

�/�#4�%�4���3��7Q (ห3/�O/ 5.4.1) 
4.2 ห�N/$�4��2�O/��5ห��QหO#7�;O%3��6��/�Q��4%�3��5O'2

�%6ห4%�3��4%N/O�R��์�/�ห�N/$�4� %/#�8��5N�6��4%
%3�14ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์  
�8P��O/�N�O��6�6�:คค'ห%9/N�O�2N/�ห�8P��/��6�6�:คค'�7P
24#4%�%3��6��4#��ห#4$R�O O'2�4%#/�ห#4$ห�O4�7P
�2�O/��5P�$R#N�4��N/� (ห3/�O/ 5.4.2) 

  

4.3 ห�N/$�4��2�O/��5ห�� 29P/24% �5ค/4#N�O4Q�O'2�3�ค3�
Q�O���4� ค/4#%3��6��/� O'2/O4�4��7PN�7P$/�O/��3� 

�4%�3��4%ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$25ห%3�
N/O�R��์ %/#�8��3�2%%�%3 $4�%QหON 7$� /  
(ห3/�O/ 5.4.3) 

  

5 �@%/@�O���Aห��ค/@#�Oอ��@%�O@�ค/@##?P�ค��ลอ�"?$�อ�N/O�R��์ (ห?/�Oอ 5.5) 
5.1 ห�N/$�4��2�O/�#7�4%�5ห��/3��:�%22�ค์O'2ค/4#

�O/��4%Q��4%�3��5N/O�R��์ �O4�!ั��์�3�  
�O4��%226��6"4  O'2�7P25ค3�ค/4#�O/��4%  
�O4�ค/4##3P�ค��'/�"3$ P�$ห�N/$�4�ค/%�2#7�4%
/4�O���5ห��ค/4#�O/��4%�O4�ค/4##3P�ค��'/�"3$
�/�N/O�R��์ P�$ 6�4%�4QหON�O�R��4#�O/N2�/O�2O'2
ค5/�6�4$N 6P#N�6#�/�#4�%�4���3��7Q (ห3/�O/ 5.5.1) 

  

6 �@%�Aห��O�/�@��O@�ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ (ห?/�Oอ 5.6) 
6.1 ห�N/$�4��2�O/�#7O�/�4��O4�ค/4##3P�ค��'/�"3$Q�

%2�3� 9Q��4��4#ค:�'3�1�2�O4�ค/4##3P�ค��'/�"3$
 9Q��4� 3 �O4� ค9/ �4%%3�14ค/4#'3� (Con昀椀dentiality) 
�4%%3�14ค/4#ค%��O/�2#�;%�์ (Integrity) O'2�4%
N�%7$#ค/4# %O/#Q�O�4� (Availability) P�$ห�N/$�4�
ค/%�2�5N�6��4%�4#O�/�4��O4�ค/4##3P�ค��'/�"3$
Q�%2�3� 9Q��4� �8P�#7%4$'2N/7$��4#�O/N2�/O�2O'2
ค5/�6�4$N 6P#N�6#�/�#4�%�4���3��7Q (ห3/�O/ 5.6.1) 

  

6.2 ห�N/$�4��2�O/�#7�4%�5ห��ค:�'3�1�2ค/4##3P�ค�
�'/�"3$QหO�3��O/#;'ห%9/24%2�N�0�/�N/O�R��์ �4# 
ค:�'3�1�2�O4�ค/4##3P�ค��'/�"3$ 9Q��4� 3 %2�3�QหO
N�O�R��4#�%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4��4%�5ห��
ค:�'3�1�2ค/4##3P�ค��'/�"3$R�N�/%์QหOO�N�O/#;'ห%9/
%2��24%2�N�0  .0. 2566 (ห3/�O/ 5.6.2) 

  

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
6.3 N� 42ห�N/$�4�#7�4%�5N�6��4%�:%�%%#�4�

/6N'O��%/�6�2์ 
ห�N/$�4��2�O/��5N�6��4%%3�14ค/4##3P�ค��'/�"3$
25ห%3�N/O�R��์ �4#�O/N2�/O�2#4�%�4��O4�N�คP�P'$7
24%2�N�0O'2�4%29P/24%�7P�5N�O��N/�:%�%%#�4�
/6N'O��%/�6�2์ /N4�O/$#4�%�4��4%%3�14ค/4##3P�ค�
�'/�"3$25ห%3�P�%O�%#�%2$:��์��N/O� %/#�8�
�%2�40ค�2�%%#�4%�:%�%%#�4�/6N'O��%/�6�2์ 
N%9P/� #4�%�4��4%%3�14ค/4##3P�ค��'/�"3$�/� 
%2��24%2�N�0�4#/6�7�4%O���'/�"3$  .0. 2555  
(ห3/�O/ 5.6.3) 

  

6.4 N� 42ห�N/$�4�"4ค%3� 
ห�N/$�4��2�O/��5N�6��4%�4##4�%�4�N/O�R��์"4ค%3� 
(Government Website Standard) Version 3.0 
ห3/�O/�7P 7 ค/4##3P�ค��'/�"3$25ห%3�N/O�R��์ 

(ห3/�O/ 5.6.4) 

  

6.5 N� 42ห�N/$�4��7P#7N/O�R��์Q�O�%6�4%ค'4/�์ 
ห�N/$�4��2�O/�#7�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์
25ห%3�N/O�R��์�7PQ�O�%6�4%ค'4/�์ QหON�O�R��4#�%2�40
ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์
OหN��4�6 N%9P/� #4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์%2��ค'4/�์  .0. 2567  
(ห3/�O/ 5.6.5) 
 

  

6.6 ห�N/$�4��2�O/� 6�4%�4N'9/��;OQหO�%6�4%�O4�ค/4#
#3P�ค��'/�"3$R�N�/%์25ห%3�N/O�R��์ N�N� �4%�5N�6��4%
�%2N#6��N/�Pห/N (Vulnerability Assessment) 
�4%��2/�N�42%2�� (Penetration Testing) �/�
N/O�R��์ �7PR�O%3��4%%3�%/�O'2R�O%3��%2�40�7$�3�% 
(Accreditations and Certi昀椀cations) �7PN�O��7P$/#%3� 

Q�/:�24ห�%%# (ห3/�O/ 5.6.6) 
 

  

6.7 N� 42ห�N/$�4��/�%3� O'2ห�N/$�4�Pค%�2%O4� 9Q��4�
25ค3��4�24%2�N�0 
ห�N/$�4��2�O/���6�3�6�4#O�/��6�3�6�4%%3�14ค/4#
#3P�ค��'/�"3$N/O�R��์ (Website Security Guideline) 
�/� 2�#�. (ห3/�O/ 5.6.7) 
 

  

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
6.8 ห�N/$�4��2�O/�#7�4%�5ห��O�/�4�Q��4%25%/��O/#;'

N 9P/'��'�%2���7PN�6��8Q�ห4�N/O�R��์�/�ห�N/$�4�P��
P�#�7�4�"3$ค:�ค4#�4�R�N�/%์ P�$ห�N/$�4�/4��2
 6�4%�4/�ค์�%2�/�Q��4%25%/��O/#;'  
�8P�#7%4$'2N/7$��4#�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#
�/�#4�%�4���3��7Q (ห3/�O/ 5.6.8) 

  

6.9 ห�N/$�4��2�O/�#7�4%�3��4%�O/#;'�%4�%�4�
ค/# 6/N�/%์ (Log Management) QหON�O�R��4#
 %2%4��3��3�6/N4�O/$�4%�%2�5ค/4#�6�N�7P$/�3�
ค/# 6/N�/%์ O'2�7PO�OR�N 6P#N�6# (ห3/�O/ 5.6.9) 

  

6.10 ห�N/$�4��2�O/��5ห��ห'3���6�3�6Q��4%N'6�Q�O�4�
N/O�R��์ N 9P/�O/��3�"3$ค:�ค4#R�N�/%์�7P/4��2N�6��3�
�;OQ�O�%6�4%N/O�R��์ �;OQ�O�4�/6�N�/%์N�O��3P/R� �;OQหO�%6�4%  
P�$ห�N/$�4�ค/%�2�5ห��ห'3���6�3�6Q��4%N'6�Q�O�4�
N/O�R��์�8P�#7%4$'2N/7$��4#�O/N2�/O�2O'2ค5/�6�4$
N 6P#N�6#�/�#4�%�4���3��7Q ห%9/ห�N/$�4�/4��2
 6�4%�4�4%�5'4$�O/#;'�4#�O/N2�/O�2QหON�O�R��4#  
NIST Special Publication 800-88 O'2�3Q��/�ห'3�
�/��4%�5'4$�O/#;' (ห3/�O/ 5.6.10)  
 

  

 

�Oอ�Aห���@%�AN�B��@%Oล>�@%%?�1@ค/@##?P�ค��ลอ�"?$2Aห%?�N/O�R��์ (Security and 
Operation Requirement) (ห?/�Oอ 6) 
7 �@%%>�Fค/@#N2CP$��CP�>N�B��DQ��?�N/O�R��์ (Website Security Identi昀椀cation)  

(ห?/�Oอ 6.1) 
7.1 ห�N/$�4��2�O/�#7�4%�3��4%�%3 $์26� (Asset 

Management) �4%�%2N#6�ค/4#N27P$� (Risk 
Assessment) �4%�%2N#6��N/�Pห/NO'2�4%��2/�N�42
%2�� (Vulnerability Assessment and Penetration 
Testing) O'2�4%�3��4%�;OQหO�%6�4%"4$�/�  
(Third Party Management) QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4#
#3P�ค��'/�"3$R�N�/%์ (ห3/�O/ 6.1.1) 

  

  ห�N/$�4��2�O/��3��5�2N�7$��%3 $์26� O'2
�%/�2/��2N�7$��%3 $์26� /$N4��O/$�? '2  
1 ค%3Q� %/#�8��%3��%:��2N�7$��%3 $์26� 

�:�ค%3Q� ห4�#7�4%N�'7P$�O�'�Q�N QหON�O�R�
�4#�%2#/'O�/�4���6�3�6O'2�%/�
#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$ 

  

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 



- 59 - 
 

 

 

�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
R�N�/%์ P�$/4��2 6�4%�4�5N�6��4%�3��4%
�%3 $์26� �4#%4$'2N/7$��O/N2�/O�2O'2
ค5/�6�4$N 6P#N�6#�/�#4�%�4���3��7Q 

  ห�N/$�4��2�O/�#7�4%�%2N#6�ค/4#N27P$��O4�
ค/4##3P�ค��'/�"3$R�N�/%์ /$N4��O/$�? '2 
1 ค%3Q� ห%9/N#9P/#7�4%N�'7P$�O�'��7P25ค3�O'2
�%3��%:��2N�7$�ค/4#N27P$��:�ค%3Q�ห'3��4%
�%2N#6�ค/4#N27P$��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์25ห%3�N/O�R��์ QหON�O�R��4#
�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4�
�O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ 
P�$/4��2 6�4%�4�4%�%2N#6�ค/4#N27P$� 
(Risk Assessment) Q� 2 %;�O�� R�OO�N  
�4%�%2N#6�ค/4#N27P$�N�6��%6#4�O'2 

�4%�%2N#6�ค/4#N27P$�N�6�ค:�"4  O'2/4��2
 6�4%�4�3Q��/�ห'3�Q��4%�%2N#6�ค/4#N27P$� 
�8P�#7%4$'2N/7$��4#�O/N2�/O�2O'2
ค5/�6�4$N 6P#N�6#�/�#4�%�4���3��7Q  

  

  ห�N/$�4��2�O/�#7O�/�4��3��4% ค/�ค:# 
O'2�O/��3�ค/4#N27P$��7PNห#422#2/�ค'O/�
�3��'�4%�%2N#6�ค/4#N27P$��O4��4%%3�14
ค/4##3P�ค��'/�"3$R�N�/%์ N 9P/QหOค/4#N27P$�
�7PNห'9//$;N (Residual Risk) /$;NQ�%2�3� 
ค/4#N27P$��O4��4%%3�14ค/4##3P�ค��'/�"3$ 

R�N�/%์25ห%3�N/O�R��์�7P$/#%3�R�O 

  

  ห�N/$�4��2�O/�#7�4%�%2N#6��N/�Pห/NO'2
�4%��2/�N�42%2�� (Vulnerability 
Assessment) P�$/O4�/6��4#ห'3��4%�%6ห4%
ค/4#N27P$��/�ห�N/$�4� P�$ค%/�ค':#�4%
QหO�%6�4%N/O�R��์ QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4� 

�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ /4��2
 6�4%�4�/�N���/��4%�%2N#6��N/�Pห/N�/�
�%6�4%�7P25ค3�ค%/�ค':#ค/4##3P�ค��'/�"3$
�/�%2��ค/# 6/N�/%์ Pค%�2%O4�Nค%9/�N4$
29P/24%�O/#;' Nค%9P/��%6�4%N/O� O'2N/O�O/�
 '6Nค�3� O'2/4��2 6�4%�4�5N�6��4% 

  �5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
�4#O�/�4�Q��4%�%2N#6��N/�Pห/N  
�8P�#7%4$'2N/7$��4#�O/N2�/O�2O'2
ค5/�6�4$N 6P#N�6#�/�#4�%�4���3��7Q 

  ห�N/$�4�ค/%�2�5N�6��4%��2/�N�42%2�� 
(Penetration Testing) P�$ 6�4%�4
�5N�6��4%/$N4��O/$�?'2 1 ค%3Q� �4#ค/4#
�5N�O� QหON�O�R��4#�%2#/'O�/�4���6�3�6
O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์ O'2/4��2 6�4%�4�ั��3$ 

Q��4%�5N�6��4%��2/��4%N�42%2��
N/O�R��์ %/#�8�N'9/��;OQหO�%6�4%��2/� 

N�42%2�� P�$ 6�4%�4�4#%4$'2N/7$�
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q 

  

  ห�N/$�4�ค/%�2#7�4%�%/�2/��;OQหO�%6�4%
"4$�/� (Third Party Management) 
�2�O/�%3��6��/� (Responsible) O'2#7"4%2
%3��6��/� (Accountable) Q��4%�;O'%3�14
ค/4##3P�ค��'/�"3$R�N�/%์Q��4%�5N�6��4�
QหO�%6�4%N/O�R��์ QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4� 
�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  

  

  ห�N/$�4�ค/%�2#7�O/�5ห���O4�ค/4##3P�ค�
�'/�"3$R�N�/%์�/��;OQหO�%6�4%"4$�/�Q�
�O/��'�%2�3��4%QหO�%6�4% (Service Level 
Agreement) ห%9/N�9P/�R��/�23��4�3� 

�;OQหO�%6�4%"4$�/� QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4� 
�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  

  

  ห�N/$�4�ค/%�2 6�4%�42%O4��%2�/��4%
�%/�2/�ค/4#�;��O/��/��;OQหO�%6�4%
"4$�/�/N42/�ค'O/��3��O/�5ห���O4�ค/4#
#3P�ค��'/�"3$R�N�/%์25ห%3�N/O�R��์Q�
N�9P/�R��/�23��4 O'2ค/%�2 6�4%�4
�5N�6��4%N�%�4�N/%/�N�9P/�R��/�23��4�O4�
QหO2/�ค'O/��3��%�7�7P#7�O/�5ห���4�
��ห#4$ห%9/�O/�3�ค3�Qห#N QหON�O�R��4#

  �5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4�
�O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ 

8 �@%�้อ��?�ค/@#N2CP$��CPอ@��>N�B��DQ��?�N/O�R��์ (Website Security Protection) 
(ห?/�Oอ 6.2) 

8.1 ห�N/$�4��2�O/��5ห��O�/�4�Q��4% 3��4P�%O�%#
�%2$:��์��N/O� (Web Application) /$N4�#3P�ค�
�'/�"3$ N�N�  6�4%�4Q�Oห'3��4% DevSecOps �3Q�O�N
�3Q��/��4% 3��4���8��4%Q�O�4��%6�P�$#7�4%ค5�8��8�
26P�25ค3�Q��4%%3�14ค/4##3P�ค��'/�"3$Q��4% 3��4
P�%O�%#�%2$:��์��N/O� P�$ห�N/$�4�ค/%�2 6�4%�4
�%3�Q�O�3//$N4�Q��4%�%3�Q�Oห'3��4% DevSecOps O'2
/4��2 6�4%�426P�25ค3�Q��4%%3�14ค/4##3P�ค��'/�"3$
�/��4% 3��4P�%O�%#�%2$:��์��N/O� %/#�8�/4��2
 6�4%�4�%2$:��์Q�Oห'3��4% DevSecOps P�$Q�O  
ห'3��4% DSOMM �/�#;'�6�6 OWASP �8P�#7%4$'2N/7$�
�4#�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�#4�%�4�
��3��7Q (ห3/�O/ 6.2.1) 

  

8.2 ห�N/$�4��2�O/� 6�4%�4�8��ั��3$N27P$��O4�ค/4##3P�ค�
�'/�"3$�/�N/O�R��์�7P �R�O�N/$�/�#;'�6�6 OWASP 
Q��4% 3��4P�%O�%#�%2$:��์��N/O� (Web 
Application) (ห3/�O/ 6.2.2) 

  

8.3 ห�N/$�4��2�O/� 6�4%�4�4%//�O��2�4�ั�$�%%#
N/O�R��์/$N4�#3P�ค��'/�"3$ Q�2N/��/�Pค%�2%O4��/�
N/O�R��์ห%9/P�%O�%#�%2$:��์��N/O� P�$/4��2
 6�4%�42N/��%2�/��/��4%//�O���7Pค5�8��8��4%
O�N�2N/�Nค%9/�N4$ (Network segmentation) #7�4%�3�
/4�Nค%9P/��%6�4%N/O� (Web Server) O'2Nค%9P/��%6�4%
�4��O/#;' (Database Server) %N/#�3�/:��%�์%3�14
ค/4##3P�ค��'/�"3$ (ห3/�O/ 6.2.3) 

  

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
  ห�N/$�4�ค/%�2 6�4%�4/4�Nค%9P/��%6�4%N/O� 

(Web Server) %N/#�3�/:��%�์O'2�%6�4%�4%
%3�14ค/4##3P�ค��'/�"3$ 9Q��4� N�O�/$N4�
�O/$ ห%9//4��2 6�4%�4/4�Nค%9P/��%6�4%N/O� 
(Web Server) %N/#�3��4%QหO�%6�4%�O/��3� 
Web Application (WAF) ห%9/ห�N/$�4�
/4��2 6�4%�4/4�Nค%9P/��%6�4%N/O� (Web 
Server) %N/#�3��'6�"3��์�4%%3�14ค/4#
#3P�ค��'/�"3$N 6P#N�6# �8P�#7%4$'2N/7$��4#
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q 

  

  ห�N/$�4�ค/%�2 6�4%�4//�O��Pค%�2%O4�
N/O�R��์//�N�O� 4 2N/� QหON�O�R��4#
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q 

  

8.4 ห�N/$�4��2�O/�#7�4%ค/�ค:#�4%N�O4�8� (Access 
Control) O'2�5QหO%2��#7ค/4#O�O�O�%N� (System 
Hardening) #7�4%�%6ห4%�3��4%N�9P/#�N/%2$2R�' 
(Remote Connection) 29P/N�O��O/#;'O���/�R�O 
(Removable Storage Media) O'2�4%O�N��ั��O/#;' 
(Information Sharing) %/#�8�#7�4%2%O4�ค/4#�%2ห�3�
%;O�O4�ค/4##3P�ค��'/�"3$R�N�/%์25ห%3�N/O�R��์ 
(Website Security Awareness) QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14 
ค/4##3P�ค��'/�"3$R�N�/%์ (ห3/�O/ 6.2.4) 

  

  ห�N/$�4��2�O/�#7�4%ค/�ค:#�4%N�O4�8� 
(Access Control) QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4� 
�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  

  

  ห�N/$�4��2�O/�#7�4%�5QหO%2��#7ค/4#
O�O�O�%N� (System Hardening) QหON�O�R�
�4#�%2#/'O�/�4���6�3�6O'2�%/�
#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$ 

R�N�/%์ 

  

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
  ห�N/$�4��2�O/�#7�4%�%6ห4%�3��4%N�9P/#�N/

%2$2R�' (Remote Connection) QหON�O�R�
�4#�%2#/'O�/�4���6�3�6O'2�%/�
#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$ 

R�N�/%์  

  

  ห�N/$�4��2�O/�#7�4%�%6ห4%�3��4%29P/N�O�
�O/#;'O���/�R�O (Removable Storage 
Media) QหON�O�R��4#�%2#/'O�/�4���6�3�6
O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์  
 

  

  ห�N/$�4��2�O/�#7�4%O�N��ั��O/#;' 
(Information Sharing) QหON�O�R��4#
�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4�
�O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  

  

  ห�N/$�4��2�O/�#7�4%2%O4�ค/4#�%2ห�3�%;O
�O4�ค/4##3P�ค��'/�"3$R�N�/%์25ห%3�
N/O�R��์ (Website Security Awareness) QหO
N�O�R��4#�%2#/'O�/�4���6�3�6O'2�%/�
#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$ 

R�N�/%์ 
 

  

8.5 ห�N/$�4��2�O/� 6�4%�4�4% 62;��์�3/��O��ห'4$
�ั��3$ (Multi-Factor Authentication: MFA) ห%9/
 6�4%�4�4% 62;��์�3/���4�%2��N�9P/#P$��O/#;'N 9P/
�4% 62;��์O'2$9�$3��3/���4��6�6�3' (Digital ID)  
�4#�O/N2�/O�2�/� 2 %. �/�Nห�9/�4��4%ค/�ค:# 
�4%N�O4�8� (Access Control) �O/ 6.2.4 P�$ห�N/$�4�
ค/%�2 6�4%�4�%/�2/��3/���/��;OQ�O�4�P�$Q�O�ั��3$ 

�7PO���N4��3�#4��/N4ห�8P��ั��3$ O'2/4��2 6�4%�4
�3//$N4��4%Q�O�4� MFA QหON�O�R��4#%4$'2N/7$�
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�#4�%�4���3��7Q 
(ห3/�O/ 6.2.5) 
 

  $3��O/��%3��%:�   
�5N�6��4%O'O/ 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
8.6 ห�N/$�4��2�O/��3Q�คN4N 9P/ค/4##3P�ค��'/�"3$ 9Q��4�

�/�P�%O�%#25ห%3�QหO�%6�4%N/O� (Web Server 
Software) P�%O�%#�%2$:��์��N/O� (Web 
Application) %2���%6ห4%�3��4%N/O�R��์ (CMS) 
%2����6�3�6�4% (Operating System) O'2�4%�3Q�คN4
�4��O/#;' (ห3/�O/ 6.2.6) 

  

  ห�N/$�4�ค/%�2#7�4%�3Q�คN4N 9P/ค/4##3P�ค�
�'/�"3$ 9Q��4��/�P�%O�%#25ห%3�
QหO�%6�4%N/O� (Web Server Software) P�$
/4��2 6�4%�4�4%�3Q�คN4N 9P/ค/4##3P�ค�
�'/�"3$ 9Q��4��4# CIS Benchmark QหO
N�O�R��4#�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#
�/�#4�%�4���3��7Q 
 

  

  ห�N/$�4�ค/%�2 6�4%�4QหO#7�4%�3Q�คN4N 9P/
ค/4##3P�ค��'/�"3$ 9Q��4��/�P�%O�%#
�%2$:��์��N/O� (Web Application) �4#
ห3/�O/�7P 4 �/�N/�24%�O/N2�/O�2#4�%�4�
�O4�N�คP�P'$724%2�N�0O'2�4%29P/24%�7P
�5N�O��N/�:%�%%#�4�/6N'O��%/�6�2์/N4�O/$
#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$
25ห%3�P�%O�%#�%2$:��์��N/O� P�$
25�3��4� 3��4�:%�%%#�4�/6N'O��%/�6�2์ 
P�$/4��2 6�4%�4Q�O%4$�4%�%/�2/� Web 
Application �/�Pค%��4% OWASP �8P�#7
%4$'2N/7$��4#�O/N2�/O�2O'2ค5/�6�4$
N 6P#N�6#�/�#4�%�4���3��7Q 
 

  

  ห�N/$�4�ค/%�2 6�4%�4ห'3��4%�7P25ค3��7P
�O/��3Q�คN4%2�� CMS QหON�O�R��4#
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q 
 

  

  ห�N/$�4�ค/%�2 6�4%�4�4%�3Q�คN4N 9P/N 6P#
ค/4##3P�ค��'/�"3$�/�%2����6�3�6�4%
N�9Q/��O��4# NIST SP 800-123 �8P��5R�
�%2$:��์Q�O�3�%2����6�3�6�4%�:��%2N"� 
 

  

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
  ห�N/$�4�ค/%�2 6�4%�4%4$'2N/7$�Q��4%

�3Q�คN4�4��O/#;'N 9P/QหO#7ค/4##3P�ค��'/�"3$ 
QหON�O�R��4#�O/N2�/O�2O'2ค5/�6�4$
N 6P#N�6#�/�#4�%�4���3��7Q 

  

8.7 ห�N/$�4��2�O/��5ห��O�/�4�O'2�4%N'9/��%6�4%�7P
N�7P$/�O/��3�N/O�R��์ �%2�/��O/$ Nค%9P/��%6�4%N/O� 
(Web Server) %2���%6ห4%�3��4%N/O�R��์ (CMS)  
N'9/��%6�4%P�N#�O'2�9P/P�N#� O'2�3Q��/�/6�7�4%
N�O4%ห32 Cipher Suite �/� TLS Certi昀椀cate  
(ห3/�O/ 6.2.7) 

  

  ห�N/$�4��2�O/��5ห��O�/�4�O'2�4%N'9/�
�%6�4%Nค%9P/��%6�4%N/O� P�$/4��2 6�4%�4
O�/�4�O'2�4%N'9/��%6�4% �8P�#7%4$'2N/7$�
�4#�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q  

  

  ห�N/$�4��2�O/��5ห��O�/�4�O'2�4%N'9/� 
CMS �7P#7ค/4##3P�ค��'/�"3$ P�$/4��2
 6�4%�4O�/�4�O'2�4%N'9/� CMS �8P�#7
%4$'2N/7$��4#�O/N2�/O�2O'2ค5/�6�4$
N 6P#N�6#�/�#4�%�4���3��7Q 

  

  ห�N/$�4��2�O/��5ห��O�/�4�O'2�4%N'9/�
�;O%3����2N�7$��9P/P�N#� P�$/4��2 6�4%�4
O�/�4�O'2�4%N'9/� �8P�%4$'2N/7$��4#
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q 

  

  ห�N/$�4��2�O/��5ห��O�/�4�O'2�4%N'9/�
�3Q��/�/6�7�4%N�O4%ห32 Cipher Suite �/� 
TLS Certi昀椀cate P�$/4��2 6�4%�4O�/�4�
O'2�4%N'9/� %/#�8�%4$'2N/7$�Q��4%N'9/�
%2�3��4%%3�%/� �8P�%4$'2N/7$��4#
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q  

  

8.8 ห�N/$�4��2�O/��3Q�คN4R!%์//''์N 9P/ค/�ค:#O'2�O/��3�
�4%�:�%:��N4� N �7PN�6��8Q��3�N/O�R��์ P�$ค/%�2 6�4%�4
ห'3��4%�3Q�คN4/$N4��O/$ �3��7Q �4%�5ห���P$�4$ค/4#
#3P�ค��'/�"3$ (De昀椀ne Security Policies) �4%�3Q�คN4
���4%�%/� (Con昀椀gure Filtering Rules) �4%�5�3� 

  

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
�4%N�O4�8�P�$";#6042�%์ (Geographic Restrictions) 
�4%�O/��3��4%P�#�7 (Protect Against Attacks)  
�4%�%/�2/�O'2�3��8� (Monitoring and Logging) 
O'2�4%�%3��%:�O'2/3�N��N�O��%2�5 (Regular 
Updates) P�$/4��2 6�4%�4ห'3��4%�3Q�คN4R!%์//''์ 
QหON�O�R��4#�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q (ห3/�O/ 6.2.8) 

9 #@�%�@%�%/�2อ�Oล>N�้@%>/?�"?$คF�ค@#�@�R�N�อ%์2Aห%?�N/O�R��์ (Website 
Security Detection) (ห?/�Oอ 6.3) 

9.1 ห�N/$�4��2�O/�#7�4%�%/�2/�O'2N�O4%2/3�"3$ค:�ค4#
�4�R�N�/%์ (Cyber Threat Detection and 
Monitoring) QหON�O�R��4#�%2#/'O�/�4���6�3�6O'2
�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$ 

R�N�/%์ (ห3/�O/ 6.3.1) 

  

  ห�N/$�4��2�O/�#7�4%2%O4��'R�O'2
�%2�/��4% N 9P/�%/��3� �3��%2N"� 
/6Nค%42ห์ O'2%2�:/N4#7"3$ค:�ค4#ห%9/
Nห�:�4%�์�7PN�7P$/�3�ค/4##3P�ค��'/�"3$ 

R�N�/%์�7PN�7P$/�O/�N/O�R��์QหON�O�R��4#
�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4�
�O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  

  

  ห�N/$�4��2�O/�#7�4%���/��'R�O'2
�%2�/��4%/$N4��O/$ �?'2 1 (ห�8P�) ค%3Q� 
�4#ค/4#Nห#422# QหON�O�R��4#�%2#/'
O�/�4���6�3�6O'2�%/�#4�%�4��O4� 

�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  

  

10 �@%N��B�Nห�FN#EPอ#C�@%�%/� �"?$คF�ค@#�@�R�N�อ%์2Aห%?�N/O�R��์ (Website Incident 
Response) (ห?/�Oอ 6.4) 

10.1 ห�N/$�4��2�O/��3��5O���4%%3�#9/"3$ค:�ค4#�4� 
R�N�/%์25ห%3�N/O�R��์ (Website Security Incident 
Response Plan) QหON�O�R��4#�%2#/'O�/�4���6�3�6 
O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$ 

R�N�/%์ #7�4%29P/24% �@��O/# ���/�  
O'2�%3��%:� O���4%%3�#9/"3$ค:�ค4#�4�R�N�/%์�/�
N/O�R��์ %/#�8�O���4%29P/24%Q�"4/2/6�&�  
(Crisis Communication Plan) O'2�4%�@��O/#ค/4#
#3P�ค��'/�"3$ R�N�/%์25ห%3�N/O�R��์ (Website 

  

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
Security Exercise) QหON�O�R��4#�%2#/'O�/�4�
��6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์ (ห3/�O/ 6.4.1) 

  ห�N/$�4��2�O/��3��5O���4%%3�#9/"3$
ค:�ค4#�4�R�N�/%์25ห%3�N/O�R��์ (Website 
security Incident Response Plan)  
QหON�O�R��4#�%2#/'O�/�4���6�3�6O'2
�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์ P�$/4��2 6�4%�4
ค5O�2�5O'2�O/ค/% 6�4%�4Q��4%
�/�2�/��N/Nห�:�4%�์25ห%3��4%�%6ห4%
ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$�4�R�
N�/%์�/� NIST �4#�O/N2�/O�2O'2
ค5/�6�4$N 6P#N�6#�/�#4�%�4���3��7Q 

  

  ห�N/$�4��2�O/�#7�4%29P/24% ���/� O'2
�%3��%:� O���4%%3�#9/"3$ค:�ค4#�4�R�N�/%์
�/�N/O�R��์ O'2#7�4%�@��O/#ค/4##3P�ค�
�'/�"3$R�N�/%์25ห%3�N/O�R��์ (Website 
Security Exercise) P�$ 6�4%�4�@��O/# 

/$N4��O/$�?'2 1 ค%3Q� QหON�O�R��4# 

ค/4#Nห#422# QหON�O�R��4#�%2#/'O�/�4�
��6�3�6O'2�%/�#4�%�4��O4��4%%3�14 

ค/4##3P�ค��'/�"3$R�N�/%์  

  

  ห�N/$�4��2�O/�#7�4%�3��5O���4%29P/24%Q�
"4/2/6�&�N 9P/�/�2�/��N//6�&��7PN�6��4�
Nห�:�4%�์�7PN�7P$/�3�ค/4##3P�ค��'/�"3$ 
R�N�/%์25ห%3�N/O�R��์ QหON�O�R��4#ค/4#
Nห#422# QหON�O�R��4#�%2#/'O�/�4�
��6�3�6O'2�%/�#4�%�4��O4��4%%3�14ค/4#
#3P�ค��'/�"3$R�N�/%์ P�$ห�N/$�4�/4��2
 6�4%�4%2�:%4$'2N/7$� QหON�O�R��4#
�O/N2�/O�2O'2ค5/�6�4$N 6P#N�6#�/�
#4�%�4���3��7Q 

  

  ห�N/$�4��2�O/�#72N/�%N/#Q��4%�@��O/#
%3�#9/�3�"3$ค:�ค4#�4�R�N�/%์25ห%3�N/O�R��์ 
�3Q�Q�%2�3��4�6ห%9/%2�3�"4ค2N/� N�N� 
�@��O/#�3� 2�#�. ห%9/ห�N/$�4�ค/�ค:# 

  

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 
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�7P �O/�5ห�� �O/N2�/O�2 �4%�%2N#6� ห'3��4� 
ห%9/�5�3��;O' %/#�8��%/�2/�QหOO�NQ�/N4
�:ค'4�%�7PN�7P$/�O/��7P%2�:R/OQ�O���4%%3�#9/
"3$ค:�ค4#�4�R�N�/%์25ห%3�N/O�R��์ #72N/�
%N/#Q��4%�@��O/#ค/4##3P�ค��'/�"3$R�N�/%์ 
QหON�O�R��4#ค/4#Nห#422# QหON�O�R��4#
�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4�
�O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  

11 �@%%?�1@Oล>!้ื�!Gค/@#N2C$ห@$�CPN�B��@�"?$คF�ค@#�@�R�N�อ%์2Aห%?�N/O�R��์ 
(Website Recovery) (ห?/�Oอ 6.5) 

11.1 ห�N/$�4��2�O/�#7�4%%3�14O'2!AQ�!;ค/4#N27$ห4$�7PN�6�
�4�"3$ค:�ค4#�4�R�N�/%์25ห%3�N/O�R��์ (Website 
Security Resilience and Recovery) P�$�2�O/��3��5
O��ค/4#�N/N�9P/��4��:%�6� (Business Continuity 
Plan: BCP) O'2�2�O/��3�QหO#7�4%�@��O/#QหON�O�R��4#
�%2#/'O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14
ค/4##3P�ค��'/�"3$R�N�/%์ (ห3/�O/ 6.5.1) 

  

  ห�N/$�4��2�O/�#7�3��5O��ค/4#�N/N�9P/�
�4��:%�6� (Business Continuity Plan: 
BCP) QหON�O�R��4#�%2#/'O�/�4���6�3�6
O'2�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์ P�$/4��2 6�4%�4QหO#7
%4$'2N/7$��/�O���4#�4%�%6ห4%ค/4#
 %O/#�N/2"4/2/6�&�6 (�4%�5O�� BCP) 
�/�25�3��4�ค�2�%%#�4% 3��4%2��
%4��4% 

  

  ห�N/$�4��2�O/�#7�4%�@��O/# BCP /$N4��O/$
�?'2 1 (ห�8P�) ค%3Q� ห%9//4��2 6�4%�4�4#
ค/4#Nห#422#�4#2"4 �/�ห�N/$�4� 

 QหON�O�R��4#�%2#/'O�/�4���6�3�6O'2
�%/�#4�%�4��O4��4%%3�14ค/4##3P�ค�
�'/�"3$R�N�/%์  

  

   

$3��O/��%3��%:�   
�5N�6��4%O'O/ 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 

�5N�6��4%O'O/   
/$;NQ�%2ห/N4��5N�6��4% 
$3�R#NR�O�5N�6��4% 



69 

 

 

 

O��!อ%์# ค2 O��%@$�@�%@$�@%�CP$?��Oอ��%?��%F� 
2Aห%?�ห�N/$�@�ค/�คF#ห%Eอ�A�?��GOล ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0 ห�N/$�@��อ�%?� Oล>ห�N/$�@�Nอ��� 

คAO�>�A N#9P/ห�N/$�4� �%4$�4%�7PR#NN�O�R��4#�O/�O4ห��  �7P#72�4�2 <$3��O/��%3��%:�= �4#�'�4%�%2N#6��4#O��!/%์# ค1 QหO%2�:%4$�4%�7P$3��O/�
�%3��%:�'�Q�O��!/%์#�7Q  
/3��7P�%2N#6���N/� (Self-Assessment)………………………..………………ห�N/$�4�N�O4�/�N/O�R��์……….…………………………………………………………….……………………. 
�9P/N/O�R��์…………………………………………………………………………………………………�4%N�O4�8�N/O�R��์ ห%9/ URL……………………………………………………………………….… 
 

'5�3� �O/�5ห���7P$3��O/�
�%3��%:� 

24Nห�: �4%�%3��%:�O�OR�
Q�N�9Q/��O� 

26P��7P�O/��4%�%3��%:�O�OR� 

%4$�4%O�OR� �;O%3��6��/�
�5N�6��4% 

�5ห�� 

/3��7PO'O/N2%O� 
       

       

       

       

       

       

       

�;O�%/�O��%4$�4�……………………………………………………………………………………�5Oห�N�……………………………………………………..…………………….………………….……. 
23��3�ห�N/$�4� ("4$Q�)…………………….…………..…………..………….N�/%์P�%……………………………………..…………./7N#'……………………..………………………………………



 

 

 

�%%�@�F�%# 

1. Mark Curphey JS, Erik Olson Improving Web Application Security: Threats and 
Countermeasures. Microsoft. 

2. National Institute of Standards and Technology. The NIST Cybersecurity 
Framework (CSF) 2.0 2024 [updated 26/02/2024: [Available from: 
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf. 

3. ค�2�%%#�4%�5�3��;O'�O4�ค/4##3P�ค��'/�"3$R�N�/%์. �%2�40ค�2�%%#�4%�5�3��;O'
�O4�ค/4##3P�ค��'/�"3$R�N�/%์ N%9P/� �%2#/'O�/�4���6�3�6O'2�%/�#4�%�4��O4��4%%3�14
ค/4##3P�ค��'/�"3$R�N�/%์ 25ห%3�ห�N/$�4��/�%3�O'2ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�
24%2�N�0. 

4. 2O4�3��4�ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6. 2�6�6"3$ค:�ค4#�4� 
R�N�/%์ 2566 [Available from: https://www.ncsa.or.th/service-statistics.html. 

5. ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6.  %2%4��3��3�6�4%%3�14ค/4#
#3P�ค��'/�"3$R�N�/%์ 2562 [Available from: 
https://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/069/T_0020.PDF. 

6. /6R''3�1�์ �. ค/# 6/N�/%์N�9Q/��O� (��3��%3��%:�ค%3Q��7P 2). �%:�N� 1: 
#ห4/6�$4'3$2:P��3$�%%#4�6%4�; 2566. 

7. 2#4ค#�;O�;O'N/O�O'229P///�R'�์R�$. N/O�R��์ (Website) ค9//2R%? date unknown 
[Available from: https://www.webmaster.or.th/website. 

8. Cambridge University Press & Assessment. Cambridge English Dictionary date 
unknown [Available from: https://dictionary.cambridge.org/dictionary/english/. 

9. 25�3��4� 3��4�:%�%%#�4�/6N'O��%/�6�2์. Website D.I.Y. 2567. Available from: 
https://www.etda.or.th/th/Useful-Resource/documents-for-download/Website-D-I-
Y.aspx. 

10. Amazon Web Services I. What is Cloud Hosting?  [Available from: 
https://aws.amazon.com/what-is/cloud-hosting/. 

11. National Institute of Standards and Technology. Web Server date unknown 
[Available from: https://csrc.nist.gov/glossary/term/web_server. 

12. Sciencedirect. Web Server Software 2016 [Available from: 
https://www.sciencedirect.com/topics/computer-science/web-server-software. 



 

 

 

13. National Institute of Standards and Technology. NIST Special Publication 800-152 
A Pro昀椀le for U.S. Federal Cryptographic Key Management Systems. 2015. 

14. National Institute of Standards and Technology. Secure Sockets Layer (SSL) date 
unknown [Available from: https://csrc.nist.gov/glossary/term/secure_sockets_layer. 

15. National Institute of Standards and Technology. NIST Special Publication 1800-15 
Securing Small-Business and Home Internet of Things (IoT) Devices: Mitigating 
Network-Based Attacks Using Manufacturer Usage Description (MUD). 2021. 

16. Raghu Ramakrishnan JG. Database management systems. Boston: Mcgraw-Hill; 
2003. 

17. National Institute of Standards and Technology. NIST Special Publication 1800-16 
Securing Web Transactions: TLS Server Certi昀椀cate Management. 2020. 

18. Kaufman DECW. Domain Name System Security Extensions 1997 [Available from: 
https://datatracker.ietf.org/doc/html/rfc2065. 

19. merriam-webster. 昀椀re wall 2024 [Available from: https://www.merriam-
webster.com/dictionary/昀椀rewall. 

20. OWASP. Web Application Firewall 2024 [Available from: https://owasp.org/www-
community/Web_Application_Firewall. 

21. Gartner. Endpoint Detection and Response (EDR) Solutions Reviews 2020 
[Available from: https://www.gartner.com/reviews/market/endpoint-detection-and-
response-solutions. 

22. Gartner Research. Innovation Insight for Extended Detection and Response 2020 
[updated 19 March 2020. Available from: 
https://www.gartner.com/en/documents/3982247. 

23. �%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6. �%2�40ค�2�%%#�4%
�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4��4%�5ห��ค:�'3�1�2ค/4##3P�ค�
�'/�"3$R�N�/%์QหOO�N�O/#;'ห%9/%2��24%2�N�0. 2566. 

24. ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6. �%2�40ค�2�%%#�4%�4%%3�14
ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4��3Q��P5�/��O/#;'ห%9/%2��24%2�N�0 2566 
[Available from: https://www.ncsa.or.th/. 



 

 

 

25. ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6. �%2�40ค�2�%%#�4%�4%%3�14
ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� #4�%�4��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์
%2��ค'4/�์. 2567. 

26. 25�3��4�ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6. ค5O�2�5�/�25�3��4�
ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6 N%9P/� O�/��6�3�6�4%%3�14ค/4##3P�ค�
�'/�"3$N/O�R��์ (Website Security Guideline) 25ห%3�ห�N/$�4��/�%3�O'2ห�N/$�4�Pค%�2%O4�
 9Q��4�25ค3��4�24%2�N�0. 2566. 

27. 25�3��4� 3��4�:%�%%#�4�/6N'O��%/�6�2์. �O/N2�/O�2#4�%�4��O4�N�คP�P'$724%2�N�0
O'2�4%29P/24%�7P�5N�O��N/�:%�%%#�4�/6N'O��%/�6�2์ /N4�O/$#4�%�4��4%%3�14ค/4##3P�ค�
�'/�"3$25ห%3�P�%O�%#�%2$:��์��N/O�. 2560. 

28. 25�3��4� 3��4%3��4'�6�6�3'. #4�%�4�N/O�R��์"4ค%3� (Government Website Standard 
Version 3.0) 2556. 

29. ค�2�%%#�4%�:%�%%#�4�/6N'O��%/�6�2์. �%2�40ค�2�%%#�4%�:%�%%#�4�/6N'O��%/�6�2์ 
N%9P/� #4�%�4��4%%3�14ค/4##3P�ค��'/�"3$�/�%2��24%2�N�0�4#/6�7�4%O���'/�"3$. 2555. 

30. 25�3��4�ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6  (2�#�). ค5O�2�5 

2�#�. N%9P/� O�/�4���6�3�6Q��4%�%2N#6�ค/4#N27P$��O4��4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ O'2
�4%�%/�2/��O4�ค/4##3P�ค��'/�"3$R�N�/%์ 25ห%3�ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�
24%2�N�0 2566. 

31. National Institute of Standards and Technology. NIST SP 800-88 Rev. 1 Guidelines 
for Media Sanitization 2014 [Available from: https://csrc.nist.gov/pubs/sp/800/88/r1/昀椀nal. 

32. OWASP. Welcome to the OWASP Top 10 2021 [Available from: 
https://owasp.org/Top10/. 

33. 25�3��4�ค�2�%%#�4% 3��4%2��%4��4%. �4%�%6ห4%ค/4# %O/#�N/2"4/2/6�&�6 (�4%�5
O�� BCP) 2563 [Available from: https://www.opdc.go.th/content/NjE3Mg. 

34. 2O4�3��4�ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4�6. �P$�4$�4%%3�14 

ค/4##3P�ค��'/�"3$N/O�R��์ 2568 [Available from: 
https://www.ncsa.or.th/policy/WebsiteSecurityPolicy. 

35. 25�3��4� 3��4%3��4'�6�6�3' (/�ค์�4%#ห4��). �P$�4$O'2ค;N#9/�%6ห4%ค/4#N27P$� 
(Enterprise Risk Management Manual) 2564 Available from: https://www.dga.or.th 

36. �%613� ���. �5�3� (#ห4��). #4�%�4%�%/�2/��4%Q�O�:'$ 6�6� 2565 [Available from: 
https://www.pttplc.com/. 



 

 

 

37. Ho A. Roles of Three Lines of Defense for Information Security and Governance 
2018 [Available from: https://www.isaca.org/resources/isaca-journal/issues/2018/ 
volume-4/roles-of-three-lines-of-defense-for-information-security-and-governance. 

38. 25�3��4�N'�4�6�4%ค�2%3�#��%7.  %2%4��3��3�6ค:O#ค%/��O/#;'2N/��:คค'. 2562 
[Available from: 
https://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/069/T_0052.PDF. 

39. �%2�%/��6�6�3'N 9P/N0%1��6�O'223�ค#. �%2�40�%2�%/��6�6�3'N 9P/N0%1��6�O'223�ค#  
N%9P/� ห'3�N���์�4%N�O�%3�14�O/#;'�%4�%�4�ค/# 6/N�/%์�/��;OQหO�%6�4% 2564 [Available 
from: https://www.ratchakitcha.soc.go.th/DATA/PDF/2564/E/188/T_0009.PDF. 

40. National Institute of Standards and Technology (NIST). FIPS PUB 200 Minimum 
Security Requirements for Federal Information and Information Systems 2006 
[Available from: https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf   

41. U.S. Department of Homeland Security. CVE Program 1999 [Available from: 
https://cve.mitre.org/. 

42. Abbasi S. 2023 Threat Landscape Year in Review: If Everything Is Critical, Nothing Is 
2023 [Available from: https://blog.qualys.com/vulnerabilities-threat-
research/2023/12/19/2023-threat-landscape-year-in-review-part-one. 

43. OWASP. Matrix DSOMM. 2024. [Available from: https://dsomm.owasp.org/ 

44. National Institute of Standards and Technology. NIST Special Publication 800-63B 
Digital Identity Guidelines Authentication and Lifecycle Management 2024 [Available 
from: https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-63b.pdf. 

45. Center for Internet Security. CIS Password Policy Guide 2021 [Available from: 
https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide. 

46. NIST. NIST SP 800-123 Guide to General Server Security 2008 [Available from: 
https://csrc.nist.gov/pubs/sp/800/123/昀椀nal. 

47. Defense Information Systems Agency (DISA). STIGs Document Library 2025 
[Available from: https://public.cyber.mil/stigs/downloads/. 

48. Center for Internet Security. CIS Benchmarks List 2025 [Available from: 
https://www.cisecurity.org/cis-benchmarks. 



 

 

 

49. OWASP. Web Application Checklist 2025 [Available from: https://owasp.org/www-
project-developer-guide/draft/06-design/02-web-app-checklist/00-toc#checklist-
de昀椀ne-security-requirements. 

50. Byers K. Domain Extensions: .com vs .org, .net, .io & 4 Other TLDs 2022 [updated 
30/1/2022. Available from: https://growthbadger.com/top-level-domains/. 

51. National Institute of Standards and Technology (NIST). Incident Response 
Recommendations and Considerations for Cybersecurity Risk Management: A CSF 2.0 
Community Pro昀椀le 2024 [Available from: https://csrc.nist.gov/pubs/sp/800/61/r3/昀椀nal. 

 

Powered by TCPDF (www.tcpdf.org)

http://www.tcpdf.org

