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501514974 Antivirus Kaspersky Security

1. 33n15RnRslUsHNTY Antivirus Kaspersky Security
n13AARIlUILNTY Antivirus Kaspersky 1 Sunoufiligesnndudou defldsmanunsa
suflumsidnudunouseluid
1.1 Inanlwdfiadalusunsy Antivirus Kaspersky atipsesnoninmesigeinis

= | Full Version == ] >

Share View (]

» ThisPC » WORK (F) » +wiledh » kaspersky 680 » Full Version v & Search Full Version F-1

~

L

setup

sUA 1.1 fiamalusnsy Antivirus Kaspersky

1.2 BunsAnealusinsu Antivirus Kaspersky Tngn1sna Start installation tieaifiuniseeld

|E| Installing Kaspersky Lab applications — =4

Mew applications will be installed an your device: Kaspersky Endpoint Securty 10 for
Windows (10.3.0.62594) and Kaspersky Securty Center 10 Metwaork Agent (10.4.343).

Save data and exit all runnihg appl'icétin:nns before installation start.

Start installation Cancel

sUnm 1.2 Wsunsuseanfiumssiely

1%
= [ Y

1.3 Wenalrlusunsuaiiiunisings TUsuasy Antivirus Kaspersky agfiaiautunoulun1sing

P9UA 4 VUNDUA I

o TUsunsuazyinnswaninddesnlelunisas

o TUsunsuazyinn1sAnee Kaspersky Agent

'
a

o lUsunsuazeusen1TinausEnIuATewlduiU Server vaggua

o
a o

o TUsunsuazAn@s Kaspersky Antivirus



IZ‘ Installing Kaspersky Lab applications = X

b Extracting archive to temporary folder

@]

Installation: Kaspersky Security Center 10 Network Agent {10.4.343)

Checking Administration Server connection

©

) Installation: Kaspersky Endpoint Security 10 for Windows (10.3.0.6294)

Running....

Cancel

suam 1.3 WWsunsuuanstunaulunsiafeuaIny

1.4 flelusunsufnduadadoudosazuanaaiomuts v Asuii 4 JunsuLazazintinnigwes
TUsunsu Antivirus Kaspersky wanstusnlgldanidunissisly

| |
e
Kaspersky | KSN reputation service
Endpmnt Security 10 J il Reports @9 Quarantine
for Windows
Protection and Control __ | 13 5 - ; LENOVO-B40\LEN, you are working under a poficy ﬂ
Endpoint control partialy enabled (components running: 2 out of 5) (V]
applications started from the "Trusted” group: 173
[@ Protection enabled (V]
objects scanned; 126246, threats detected: O
|| Tasks o
[°% Virus scan W 10 5p1 12
EJ\L‘ Custom Scan Manually 6/12/2550: Mo threats detected. Objects scanned: 37
& Update V 10sp1r2 25/7/2561 at 12:30 24/7/2561: Databases are up to date, signature count: 11932197

Help | Support | License

sUA 1.4 TUsunsu Antivirus Kaspersky



1.5 ilefndalusunsuadaiiauion manuin License finsosmne 1 iesannlusunsudslals
$U License Key flfsmuanunsafndeidmifiuazudansneias IP Address vosiaianauiinines
Wielidmihildsudunsdely

1.6 m3smaneidu (Version) vaslusunsy Inendnuandl Update anntiuna Start update iite
Fumsdmanioituvestsunsalmiutiagtu Woasu 100% 1113 Restart l3snanfinnesdn
n¥s avanunsaldulsunsdldniaund

w

Kaspersky KSN reputation service

Endpoint Security 10 il Reports @9 Quarantine
for Windows

Protection and Control LENOVO-B40\LEN, you are working under a policy B

Endpoeint control partialy enabled (components running: 2 out of 5)

from the “Trusted” aroup: 161

I!: Protection enabled

s scanned: 121254, thr

E‘_:]I Tasks

Py Virusscan V 10 splr2 Manually Statistics for the previous startup is unavailable
i‘ggl Custom Scan Manually 6/12/2560: No threats detected, Objects scanned: 37

\ Startupdate

B Reports
£ Rollback update

Help = Support = License

JUNM 1.5 Tunaums update version ndansiadalusinsy

2. Bnsldeulusunsy Antivirus Kaspersky Security
2.1 asrdeunsvinaueedlusinsu Trdanan1saivineuees kaspersky nou Al
2.1.1 dyanvallusunsu (con) anweuzidu

® Fumd : hansfaluswnsuyinauUn®

v v 3

o Funwazdidydnual 4 : msfienalusunsudliadaauysalvsedas update version

® F : uanaIvURAUNAYS081INANTTYINA

e mnliny lcon : WWswnsuldvinursegnaeunisfings

sUn M 1.6 deydnuallusunsu Antivirus Kaspersky ye1uuni



v v 3

2.2 dyydnwaluansnisinuvedusunsy wndyanvaliuanadudi uansanuzvesnisieu

<

a =

yolUsunsuduund mndyanvaifuansunsdeiudung uanstsmsvhanunddegm lnemnanui
msvisuvesiusunsuiaUn@liRasei i dunisunly

X

Kaspersky KSN reputation service

Endpoint Security 10

all Reports €9 Quarantine
for Windows

Protection and Control

@ Endpoint control partially enabled (components running: 2 out of 5)

started from the “Truste

[@ Protection

@ File Anti-Virus

@ Mall Anti-virus

@ Web Anti-Virus

@ M Anti-Virus

@ Network Attack Blocker
@ System Watcher

} Tasks - 1 out of 3 tasks are scheduled

Running task: Virus scan V 10 sp1r2 Running EJ 62% scanned 516009 objects

Help = Support  License

sunm 1.7 dydnualuansanueyinnuvaslusunsy Antivirus Kaspersky

2.3 nsnsvaeukazaulisa Waknsuazanfiunisesvaeunazaubiianasuiiamesinednluda
muUn@ endegns maidouselinufugunsalnieuen 1w Flash Drives WWusu TUsunsuazauny
h¥alagsnluld iernuvasniovesteyadlinumsselusunsuvirnuadaouosTaaseldo
gunsal

<7 48% -\ - Virus Scan

Virus Scan 48%

Remaining until completed <1 minute

Duration; 00:00:11

When scan is complete keep the computer turned on

Objects scanned: 1106
No threats detected

Ohbject: 1:\0000%»1u\PROGRAM\office\Office2013 &4bit\AdminYru-u\effice 15.0pal

Help | Detziled report Stop

sUnw 1.8 Tsunsu Antivirus Kaspersky awnulasalngdnlusla



2.4 Tumsheuvedlusunsy Antivirus Kaspersky mngldaasnisaniunisnsivasuliane
fes ansnsadndunisle dedl

2.4.1 minsnaeuhdanelunsespeuiinnesviavun Jldnuaunsainld dedl
TUsHNTU Kaspersky >Tasks >Virus scan >Aane11 Start scanning

.
Kaspersky | KSH reputation service
%E%?&T\Eﬁsecufity 10 all Reports @9 Quarantine

Protection and Control

[ Endpoint control partialy enabled (compenents running: 2 out of 5)

lications started from the “Trusted” group: 161

IQW Protection enabled (V]
objects scanned: 151689, threats detected: 0

Tasks [~

25/7/2561: Threats detected: 2. Objects scanned: 697532
6/12f2560: Mo threats detected, Objects scanned: 37
25/7/2561: Databases are up to date, signature count: 11947817

{2, Custom Scan
&5 Update V 10 sp1r.

Help | Support = License

sUn M 1.9 Tsunsu Antivirus Kaspersky aunulisalagdnlusia

Y o

2.4.2 minsnaeuhdanelunsesreuiiunesiameadiidfy gldnuansaiila dal

1UsHNTU Kaspersky >Tasks >Custom Scan >A&nNv71 Start scanning

- X

Kaspersky | KSN reputation service
Endpoint Security 10 all Reports @9 Quarantine

for Windows

Protection and Control = h LENOVO-B40\LEN, you are working under a policy ﬂ

@ Endpoint control partialy enabled (components running: 2 out of 5) [+]

applications started from the Trusted” group: 161

@ Protection enabled (%]

ohjects scanned: 151691, threats detected: 0

] A
[7] Tasks [~ ]
Wa Virus scan V 10splr2 Manually 25/7/2561: Threats detected: 2. Objects scanned: 637532

0 Mo threats detected. Objects scanned: 37
& Update v 10sp1r2 26/7/2561 at 12:30 25/7/2! [} Start scanning date, signature count: 11947817

B Scan scope

£ settings

| Reports

Help | Support = License

5UNM 1.10 TUsUNTU Antivirus Kaspersky aunulisalagdnlusia



2.4.3 minsnasuhidanelunsesneuiiunesiamediuicenis gldauaunsarils fdl
AanuN i (file) viselvidines (folder) dasn1saunulasa >iden Scan for viruses

[4 |1 = | Program Files (x8) - o x
Home Share View ‘ Open
| Open in new window
= v » ThisPC > Local Disk (C)) » Program Files (x86) v O Searq

" Pin to Quick access
Name Date modified Type Browse in Adobe Bridge C56
# Quick sccess
aculeam File folder T-Zip >
% OneDrive Adobe File folder | pe 5 iruses
2 This PC i Filefolder | . Move to Quarantine
Browny0Z File folder | —
= WORK (1) Commen Files Fieioler|| & "0 fordefied e
3 i Easy GIF Animator File folder Give accessto >
or
FileZilla Filefolder | "B o ekt
G-Chat File fold
A VETPIET 8 TortoisesyN >
Google File folder
Intel File folder Restore previous versions
Internet Explorer File folder Include in library >
Java 1971 File folder Pin to Start
i = t— =i B Addto archive..
33items  1item selected | B Addto"Common Filesar’

B Compress and email...

B Compress ta"Commen Files.rar” and email

Send to >

Cut
Copy

Create shortcut
& Delete

Properties

sUN M 1.11 Tsunsu Antivirus Kaspersky awnulisalagdnlusia

3. A158NANLIBIAL (version) VaslUsUNSY Antivirus Kaspersky

TaeUnfluswnsu Antivirus Kaspersky a@nunsaswianlaiodlaednlud® ualuuiensd g
w3nsnaufinneslllilaldnudunaiunu wie Kaspersky Agent Rnsiawpsasrauiinmesils server
voudmihillally rwammienavhlinssmandnluifvesdusunauliviinu fafudldouamns
sudumssmaniusunsaldies el

3.1 duveensviely Tasks asiwylunisdenauny gldnuannsavile dal
1Usunsu Kaspersky >Tasks >Update >A@nw711 Start update

Kaspersky KSW reputation service

Endpoint Security 10 all Reports €9 Quarantine
for Windows

Protection and Control ing LENOVO-B4D\LEN, you are working under a poficy £

@ Endpoint control partially enabled (components running: 2 out of 5)
applications started from the Trusted” group: 142

|@ Protection enabled
objects scamned: 136912, threats detected: 0

@: Tasks

Wa Virus scan V 10 sp1r2 Running, 92%

| B reports
| 9 Rollback update

Help | Support = License

5UAM 1.13 113 Update version vaalusinsu



Budlvlyninisiansluswnsy

n1stdaulusunsy Antivirus Kaspersky d1915uilde1u e193gnulgmilunisldauves
Wsunsu Tuduiimeg@milasivnunisuiledymitersssifntudugldenuliidessiu dusialuil

1. Fupeulunisindalusunsulianysal lngludiuveanisindalusunsuasiiafutunaulunis

v v o v
R o

ANAIVIINUA 4 JUNDUAIY

TUsHNSUALYINN SN A pa R gl un ARG

TUSUNINALYIINITANGY Kaspersky Agent

TWsunsuazieusian1sianuseninaesesldanuiu Server vadaua

TUsunsuazfnas Kaspersky 1ufiiSausos

1.1 Fumeou 1 Wsunsuazvinsunnlndgeeildlunisfings mnlutunsuivanmalu X
awe : 9199 Uyynaiuvesiiuil Hard disk Tuiasespauitunesadlusunsy
Tuly : Jldnumsdnassiunliiisanesenisasiuunsy

1.2 $upsu 2 Tsunsuazinmsingg Kaspersky Agent mnluduneuiluanmwaidu X
a1Lv9) : ©199lUsUNSY Kaspersky Agent fasal3rou
Tuly : naunIeaU Kaspersky Agent aanneu Hldauanunsavinlalag
- as1vaeulu control panel nau wndl Kaspersky Agent mm‘iaaaumia@&gﬂ mnly
fiRsmiunsaumudunousely

| £Java 8 Update 151 Oracle Corporation 19/10/2560 63.8MB 8.0.1510.12
[1# Kaspersky Endpoint Security 10 for Windows Kaspersky Lab 14/3/2561 487 MB  10.2.6.3733
Kasper;ky Security Center 10 Network Agent AQ Kaspersky Lab 18/5/2561 126 MB 104343

$&f Lenovo EasyCamera Realtek Semiconductor Corp. 18/5/2561 6.3.9600.11105

U 2.1 1979d0U Kaspersky Agent Tu control panel

- Drives C >Program Files(x86) %#3® Program Files > Kaspersky Lab >au

NetworkAgent
53 ThisPC + Devices and drives (4)
= WORK (F) = Local Disk (C:) DATA (D)
[ = |
¥ Network ] 151 GB free of 213 GB - 700 GE free of 716 GB
DVD RW Drive (E) MORK(E)
[ove ] |
bl My 1,90 GB free of 7.19 GB
11items 1 item selected ki E

sUAM 2.2 191 Drives C



() - O >
View e
isPC » Local Disk (C:) » ~ @ Search Local Disk (C:) o
~
Mame Date modified Type Size
Adobe Dreamweaver CC 2015 File folder
AppSery File folder
Brother File folder
drivers File falder
Intel File folder
Perflogs File folder
Program Files File folder
Program Files (x86) File folder
Users File folder
Windows File folder
xampp File folder

UMW 2.3 Whlulndnes (folder) Program Files(x86) 38 Program Files

MName i Date modified Type Size
Easy GIF Animator File folder
FileZilla File folder
G-Chat File folder
Google 11/7/256011:48 File folder
Intel f7/2560 12:00 File folder
Internet Explorer File folder
Java File folder
Kaspersky Lab File folder
Macromedia File folder
Microsoft Analysis Services File folder
Microsoft Office 0/5/2561 1 File folder
Microsoft SOL Server 28/12/2560 15:00 File folder

sunm 2.4 Wlulvdines (folder) Kaspersky Lab

Lab = O x
View o
=PC » Local Disk (C:) » Program Files (x86) » Kaspersky Lab » V] Search Kaspersky Lab 0o
MName - Date modified Type g
Kaspersky Endpoint Security 10 for Windows 5P1 16/7/2561 &:08 Fite folder
NetworkAgent ' 34/7/2561 8:33 File folder

Unm 2.5 aulwlanes (folder) NetworkAgent

1.3 funou 3 TWsunsuasideusensvinussiaedosdlénuiu Server vastjaua mnlu
fupouduansuadu X

v - AansideusiaseniaAsesldnuuasiedos server vasgua

Tunly . anunsoudslitguansulaviui

1.4 Jupou 4 Tsunsuazfnag Kaspersky Wuiliseuies mnludunouiianmaidu X
a1 : 219231lUTUNTH Antivirus BU 9 Aafaeg
Tunly : aaunshinaslusunsy Antivirus windaeanneu Jldnuaansavinldlag

Start > Control Panel > Programs and Feature > 1dan 1Usinsy Uninstall



Best match

Control Panel

Desktop app
Apps
XAMPP Control Panel
Search suggestions
£ con - see web results

\ B
[,]. Programs and Features
Folders (2+)

Settings (4+)

sUNN 2.6 M3naunsAnAdlUTNgy Antivirus indeen

[ Programs and Features - o X
« 4 [ » ControlPanel > All Control Panel Items > Programs and Features V(@ | SearchPrograms and Fea.. o
SonRIRaneticine Uninstall or change a program
Viewinstalled updates o uninstall 2 program, select it from the st and then click Uninstall, Change, or Repair.
features on or
Organize ~  Change B @
Installed On  Size Version
18/5/2561 154MB 2.0 Build 348
26/12/2560 22M8 127
18/5/2561 541
3073/2561 141 M8
/72560 412MB  Easy GIF Animator 6.0
/572561
18/5/2561 16800
107772560 IIMB 67.0339699
12/7/2560 8O3ME 1010
18/5/2561 372MB 2019154624
19/10/2560 618MB 80151012
147372561 437MB 10263733
18/5/2561 126MB 104343
/572561 63.9600.11105
5/6/2561 5801706
212561 28TMB 17200
18/5/2561 267MB 15044541004
portlink: _ itps:/click kaspersky..Size: 487 MB

sUAM 2.7 M3neunsAnAslusUATU Antivirus Yndieen (fe)

Tunsilflornasiintuldanuaisa Tnefldnudesdunnmndoudafioulutumeunis
aslUsunsy Tnsaniminulives 1y

1.4.1 Yeyanlusunsy ESET (v NOD32) flfansnsauflulslasnsasunisiadsial
Copy file ESET remove 131 desktop > 191 safe mode > 1@an run ESET remove>

yes > yes

ESET remove

sUA 2.8 file ESET remove Toluauluswnsy ESET

[
Y

1.4.2 Jgymannlusunsu Mcafee gldannsaudlulalagnisaeunisinaanail
Copy file ESET remove it desktop > anunsaldaruaulusunsuiud

*

Mcafee
TEMoY

JUnw 2.9 file Mcafee remove Tgluauluswnsy Mcafee
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[

1.4.3 Ygymanlusunsu Kaspersky faui gldanansaudlulalaenisaaunsinsnadl
Copy file kavremvr 1int desktop > @mnsaldauaulusunsuviug

2

kavremvr

5UNM 2.10 file kavremvr 1¥luaulusunsy Kaspersky s

1.4.4 Ygymudadiouansia 360 flinulzdesuddligauansuiieniunisuilusely

2. Uy Kaspersky Agent Lilaattiunsadlusinss Antivirus Kaspersky azdin1sanaslusunsa

v
v

Kaspersky Agent 1nse@stgymdanunsaunlala aell

O & Filters ~

Best match

. Services
ot
' Desktop app

Apps

B Component Services

Search suggestions

P service - se

Settings (1)

Folders (1+)

5UN W 2.11 984 search > services

s Services

File Action View Help

= EEc=zHE »unp
Services (oeal) | [F20 Senvices (Local)

Kaspersky Security Center 10 Name
1 Hyper-V GuestShutdown Service

Startup Type  Log On As
Local Syste.
Local Syste.
Local Syste.

Local Syste.

Local Service
Coordinates.. . Local Systen
The IKEEXT Manuzl (Trig... ~Local Syste,
Detects oth.. Manual Local Syste.
Intel(R) Con. Manual Local Syste.
Local Syste.
Local Syste.
Local Syste.

Serviceforl.. Running

Local Syste.
Local Syste.
Manual (Trige,  Network S..
Automatic  Local Syste.

Local Senvice
(Trig... Local Senvice

Manusl (Trig...  Locol Syste

U 2.12 \&8n services: Kaspersky Security Center 10 Network Agent



||

). Services (Local)

Action  View Help

G HE »snp

Kaspersky Security Center 10 Narne
Network Agent
€3 Hyper-V Heartbeat Sen
Hyper-V PowerShell Dir
Hyper-V Remote Deskt
G2 Hyper-V Time Synchror
13 Hyper-V Volume Shad

ELIKE and AuthlP IPsec Kel
€} Infrared monitor servic
Intel(R) Content Protect
‘4 InteliR) HD Graphics Co
“El Interactive Services Det
“ElInternet Connection Shi

Stop the service
Festart the service

Description:

Network Agent coordinates
interaction between the
Administration Server and Kaspersky
Lab applications installed on devices.

%P Helper

4P Translation Configur
J: IPsec Policy Agent
Kaspersky Endpoint Sec|

3 431 {5

Hyper-Y Guest Shutdown Service

Description  Status

Provides a ...

Kaspersky Security Center 10 Network Agent Properties (Local Com...
General LogOn  Recovery Dependencies

Servicerame:  Klnagert

Display name:  Kaspersky Securty Carter 10 Network Agert

Description

Network Agent coordinates interaction between the A
inistrtion Server and Kaspersky Lab i

Paih to exscutable:
“C:\Program Files Lab’\Network %

Startup type:

I Kaspersky Seamless Upf
}, Kaspersky Security Can1
KtmRm for Distributed
Link-Layer Topology Dif
’ Local Profile Assistant

3 10: £ &

J:Local Session Manager
! MessagingService 2543

Microsoft (R) Diagnosti
' Microsaft Account Sign

3 1051 451 15 451 10

Service status
| st b S Pavse | | Fesume

J
= TBTUATYIROATHE start parameters that apply when you statt the service
from here:

Stat paramelers

Cancel | [ Aoy

icrosoft App-V Client!

X

&k Microsoft iSCS Initiator

Microsoft Passport

Microsoft Office Diagnostics Service

Sevice Manages In..

Run portion.
Provides pr..

StatupType  Log On As
Manual (Trig... Local Syste.
Manual (Trig... Local Syste.
Manual (Trig... Local Syste..
Manual (Trig... Local Syste.
Manual (Trig... Local Service
Manual (Trig... Local Syste..
Manual (Trig... Local Syste.
Manual Local Syste...
Manual Local Syste.
Automatic Local Syste...
Manual Local Syste
Manual (Trig... Local Syste.
Automatic Local Syste...
Manual (Trig... Local Syste.
Manual (Trig...  Network S...
Automatic Local Syste.
Automatic Local Syste...
Automatic (D... Local Syste..
Manual (Trig...  Network S...
Manual Local Service
Manual (Trig... Local Service
Automatic Local Syste...
Manual (Trig... ~Local Syste.
Manual Local Syste...
Manual (Trig... Local Syste.
Disabled Local Syste.
Manual Local Syste...
Manual Local Syste.

Manual (Tri

Local Syste...

\ Extended A Standard /

JUAN 2.13 Startup type: Automatic wagna Service status > Start

~ Devices and drives (4]
= WORK (F) Local Disk (C:) DATA (D)
= I
& Network Mgy 151 GE free of 213 GB Mg 700 GE free of 716 GB
BYRRY DveE) e
My 1,20 GE free of 7.10 GB
Tlitems  1item selected

JUAMN 2.14 141 Drives C

() - O X
View v o
is PC » Local Disk (C:) » v O Search Local Disk (C:) p=l
Mame Date modified Type Size
. Adobe Dreamweaver CC 2015 8/2/2561 10:22 File folder
. AppSery 8/2/2361 3:33 File folder
| Brother 12/7/2560 14:30 File folder
drivers 11/7/256012:27 File folder
. Intel File folder
Perflogs 12/4/2561 6:38 File folder
. Prograrn Files 18/5/2561 23:14 File folder
Program Files (x26) 25/5/2561 %16 File folder
. Users 18/5/2561 8:20 File folder
Windows 12/7/2561 1818 File folder
xampp 9/2/2561 16:22 File folder

suam 2.15 1ihlulneines (folder) Program Files(x86) 130

Program Files

11



MName

| Easy GIF Animator
FileZilla
G-Chat
Google
Intel

| Internet Explorer
lava
Kaspersky Lab

| Macromedia

Microsoft Office
Microsoft 5OL Server

Microsoft Analysis Services

Date modified Type

12/7/2560 12:47 File folder
12/7/2580 11:07 File folder
12/7/2560 11:45 File folder
11/7/2560 11:48 File folder
11/7/2560 12:00 File folder
12/4/2561 16:16 File folder
19/10/2560 15:27 File folder
12172560 13:37 File folder
8/2/2561 10:08 File folder
12/7/2560 9:09 File folder
10/5/2567 16:13 File folder
28/12/256015:00 File folder

Size

sUn 2.16 Winlulnldwas (folder) Kaspersky Lab

Lab - O b
View e
sPC » Local Disk (C:) » Program Files (x86) » Kaspersky Lab » v O Search Kaspersky Lab 2
S .

MName Date modified Type g
Kaspersky Endpoint Security 10 for Windows 5P1 16/7/2561 8:08 Fite folder
NetworkAgent 24/7/2561 8:33 File folder

v I3 4
sunm 2.17 1ihlulndines (folder) NetworkAgent
Application Tools  NetworkAgent s O X
View Manage 9
gram Files (x86) » Kaspersky Lab » Networkfgent » v O Search NetworkAgent r
Mame Date modified Type Size i
m fegync.dll 19/11/2557 20:28 Application extens 65KB
E] hwinfo32.dll 18/1/2560 23:47 Application extens 1,144 KB
B klarchive.dil Application extens 746 KB
|E| klesagt.dil 10/8/2560 1:18 Application extens 484 KB
] Kesdb.dll 19/1/2560 1:36 Application extens 429 KB
E] klcskea.dil 18/1/2360 1:37 Application extens 24 KB
B kleskeal dil 10/8/2560 1:18 Application extens 3,365 KB
[ Kcsldel 19/1/2560 1:37 Application 108 KB
D klcsldcl.exelocal 18/1/2560 23:47 LOCAL File 0KB
E] klcsnagt.dll 10/8/2560 1:18 Application extens 6,341 KB
Pe; klcsngtgui 19/1/2560 1:37 Application 536 KB
D klesngtguiexe.local 19/11/2557 17:49 LOCAL File 0KB
Iﬁ klcspiy 19/1/2560 1:37 Application 52 KB
v s .
sUnm 2.18 Winlulnd (files) klcsngteui

V. Network Agent X

Send heartheat
Run kinagchk utility

Current server
Current profile

Last access

Metwork Agent version
Protection

Anti-virus database
Last full scan

av.fisheries.go.th

24/7/2561 12:36:45
10.4.343 (@)

Running
24(7/25618:57:00
12/10/2560 12:23:07

3UNN 2.19 nA Send heartbeat Wag Run kinsqchk utility i

dsdyaaul e server
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Aranufinua
1. glfmannsa update TUsunsu Antivirus Kaspersky madiaslavialyl
Amou : TagunAmafguaazidugsiniiunis update TUsunsy Antivirus Kaspersky 91nn19ilsvag
server WAvINKELYRBINS update TUsUATY Antivirus Kaspersky FeflesaEnsaTaTune 3.1
(1 6)

2. fldnuanansalansvitaurediusunsy Antivirus Kaspersky sgsiaiastanselal

Ameu : ldannsaviléidesnnn fléenadudeldan Worldnudosnisastusunsudu amnsauds
Haualinsruiiievganisianuvestusunsudosiuhiadanst degldastusunsuiidesnsiaia
anunsandaguabidanisidanulusunsuliduungle

3. fldnuanunsaneunsfindvedlsunsy Antivirus Kaspersky faedaadlavsell
Amnau : ldamnsavilaidesann desdsvarulunisneunisinga

4. mnglddasnisiineuiame s ldnukaraein1saslusinsy Antivirus Kaspersky #aayin
RN

Anev : Weflduudosnisihaeufiamesdruiiunlday maiinsifeusedumesidnvasnsy
pﬁ%’ﬂm%é’aaﬁmia@éﬁ”’ﬂﬂst,t,ﬂsu Antivirus Kaspersky Tnganursaudslmdmidlldunsdniunisings
TUsunsula

5. fldulsddsansaslusunsy Antivirus Kaspersky tavsel
v : anunsasileidesann wesanuuleuigvesnsuyssaa
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uuanenislesnulasa

h¥aroufiunes Ao Wiunsuvdendeiiduneglussuuresfinumesliuaziniloniafianunsa
wnsnidluszunlussuupeufinmesdu q dwnainnnnisiierfadiaabfaanedemilsluldsn
\r3eaviils MieenasusTUUIATeT e s UUARAN TeyalMiTuiy

roufiawasiinnsialisa nuneds LisaladhludsieglumheanudmseniieUssunana
VOIADUNIANDS LLavﬂvé’adﬁmamﬁaﬂ‘lﬁﬁwmuimasﬁuaéﬁ’wivmmml’;%’a BsqaUsvasdvenis
mmumaqlasmma gihilnaneguuuy 1w evaishidliluvharelusunsundedeyadu q foglu
winanaufinmes vie wansdenruuuniiinge (Judu ImsmmmaqLﬂmm'ﬁmmwaqmm
poufimeitfiennsdieltenadamuiululifmsiihiad luineglunionds ornadesiu
loun

1. WnaunuinUnilumsiSenlsunsufuanyihau onveseunvedlusunsulnauvuin
mawmammmwmaaamuaamwﬂﬂm Tnenmanalils Wduansaniugn1sinauvesianfndng
wunifeey infesinuiias viessuungaiaulaglinswavg

2. formuiiundlideslfifiundugniansiuunves q viefunaeslusunsuudeuly 1in
dnusnteternulszrannuunthae videlwddoyavielusunsuiiagldoy o fmgly

3. iesesaeniimed restart Tnolalléda gunsalieuserianulsily
nsanla¥aneufiamesaunsaldunannraenedel

1. hi¥annduwedidnrdenindsiifeusetuulediiulsa

2. groatunaylasil (USB Flash drive)

3. i¥annmadeuseiotny

4. fansgeriuiiindvans neflSaurdan

5. uilsifanisal Tumsfindelusunsuilisan

6. MamasviaruAianssainlide WEodusaNuvsIniueBdnvsetnd

udnnsaluvasnistasiusineil

1. ﬁ?ﬁ@ﬁwémaﬂﬁﬂ% (Least user privilege) #anedslainasly Admin account Tunislaau
poufinaef esa1ndns Admin iudvsgeanvesnonfinned Wegnladaglauvinlilasatuiians
Wiguiin Admin Tudae defulunisldauitaly aasdadldaunesdléudasauiildeuinios
poufunDstu 1y Fofld Kanyarat AifAvEmsldnuiniesneufinmesindifestuans Admin iy
#u wlegnlsaglavannsaminlisalsionin

2. update Web browser Uag9 5989 update plugin

3. update program aunulSaTiRndIULIAToIRBNR M TIITEBZLIAN

4. Radalusunsudiiidednignies sauisdndalusunsutestulafa avnouasd fauas
Tnsianzlusunsudestubiadfissodslnodniaindy Wetosfunisiudiasuonnias

ABUNILANDS
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5. stanulddmsuildnuudazlusunsulsiaasldsiaioadu edesiunisgnusa
(hack)

6. msﬁmé?mwwiﬂsl,lmmﬁﬁwLflué"m%’um'ﬁﬂﬁﬁ’amumwﬁ?ul,l,awmﬁ]aawwh%’anﬂﬂ%&ﬂ'au
Dalwdrnukuniedetuiindeyars q muiaiadisunsudesiuldauarslnadoyalaaetiaue

7. ldmsdhduledgudsanszensssdnivleiniubialduaghinsdelndnfuana
wan 9 fiviasde wu pifldud samﬁgﬂWéﬁﬁumaqa%uﬁu WU jpg,.exe ,gif.scr , txt.exe Wusu
Waulndiuiaiud swilimsandinaslndsne q anduledilidule wielivdete

8. Avsin1sdsesdayaliiae



Anmadgauny

Audwaluladansaumalazn1sdeas nsuUszu

NANUTMIIIANTTZIUTRYA
NANUTNIINNNTTLUULATRUY

mngavnelu 5107 (025611596)
ymneaungly 4040
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